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1 Preface

1.1 Purpose of the Manual

This manual supports you during the installation and configuring of the SW550XC Industrial Wireless Serial Device
Server Series only. It explains some technical options available with the mentioned product. As such, it contains
some advanced network management knowledge, instructions, examples, guidelines and general theories
designed to help users manage this device and its corresponding software. Some background in general theory is
a must while reading it. Please refer to the Glossary for technical terms and abbreviations (if any).

1.2 Who Should Use This User Manual

This manual is to be used by qualified network personnel or support technicians who are familiar with network
operations. It might be useful for system programmers or network planners as well. This manual also provides
helpful and handy information for first time users. For any related problems please contact your local distributor. If
they are unable to assist you, please redirect your inquiries to www.atoponline.com.

1.3 Supported Platform

This manual is designed for the SW550XC Industrial Wireless Serial Device Server Series and that model only.

1.4 Warranty Period

We provide a 5-year limited warranty for SW550XC Industrial Wireless Serial Device Server Series.

1.5 Manufacturers Federal Communication Comm. Declaration of Conformity Statement

Model: SW550XC Industrial Wireless Serial Device Server Series

NOTE: This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant
to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful interference
in a residential installation. This equipment generates, uses and can radiate radio frequency energy and, if not
installed and used in accordance with the instructions, may cause harmful interference to radio communications.
However, there is no guarantee that interference will not occur in a particular installation. If this equipment does
cause harmful interference to radio or television reception, which can be determined by turning the equipment off
and on, the user is encouraged to try to correct the interference by one of the following measures:

e Reorient or relocate the receiving antenna.

¢ Increase the separation between the equipment and receiver.

e Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

e Consult the dealer or an experienced radio/TV technician for help.


http://www.atoponline.com/
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This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:

1. This device may not cause harmful interference, and
2. This device must accept any interference received, including interference that may cause undesired
operation.

This device and its antenna(s) must not be co-located or operating in conjunction with any other antenna or
transmitter except in accordance with FCC multi-transmitter product procedures.

FCC Caution: Any changes or modifications not expressly approved by the party responsible for compliance could
void the user's authority to operate this equipment. For product available in the USA/Canada market, only channel
1~11 can be operated. Selection of other channels is not possible.

This device is restricted to indoor use when operated in the 2.4 GHz frequency range use. FCC
X requires this product to be used indoors for the frequency range 2.4 to 2.4x GHz to reduce the
potential for harmful interference to co-channel mobile satellite systems.

FCC Radiation Exposure Statement: This equipment complies with FCC radiation exposure limits set forth for an
uncontrolled environment. This equipment should be installed and operated with a minimum distance of 20cm
between the radiator and human body.

1.6 European Community, Switzerland, Norway, Iceland, and Liechtenstein

Model: SW550XC Industrial Wireless Serial Device Server Series
Declaration of Conformity with regard to the R&TTE Directive 1999/5/EC

This equipment is in compliance with the essential requirements and other relevant provisions of 1999/5/EC.
The following standards were applied:

e EMC:EN 301 489-1v1.9.2(2011-09), EN 301 489-17 v2.2.1 (2012-09)

e Radio: 47 CFR FCC Part 15 Subpart C § 15.247, 47 CFR FCC Part 15 Subpart E § 15.407
e EN300328v1.8.1(2012-06), EN301.893 v1.7.1 (2012-06)

e EMF: 47 CFR FCC Pat 2 Subpart J, section 2.1091, EN 62311:2008 and EN50385:2002

e Health & Safety: EN60950-1: 2001; EN 50385: 2002

The conformity assessment procedure referred to in Article 10.4 and Annex Il of Directive 1999/5/EC has been
followed. This device also conforms to the EMC requirements of the Medical Devices Directive 93/42/EEC.

Note : This equipment is intended to be used in all EU and EFTA countries. Outdoor use may be restricted to certain
frequencies and/or may require a license for operation. For more details, contact Atop Technologies, Inc.

European Union
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This system has been evaluated for RF exposure for Humans in reference to the ICNIRP (International Commission
on Non-lonizing Radiation Protection) limits. The evaluation was based on the EN 50385 Product Standard to
Demonstrate Compliance of Radio Base Stations and Fixed Terminals for Wireless Telecommunications Systems
with basic restrictions or reference levels related to Human Exposure to Radio Frequency Electromagnetic Fields
from 300 MHz to 40 GHz. The minimum separation distance from the antenna to general bystander is 20cm (7.9
inches).

1.7 UL Notice for Power supplier

The SW550XC Series products are intended to be supplied by a listed power unit marked with “LPS” (Limited
Power Source), or “Class 2" and output rate of 9~48 VDC, 1.0 Ampere minimum, or use the recommended power
supply listed in Table 2.2 Optional Accessories of Section 2.1.
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2 Introduction

2.1 Product Overview

The SW550xC Industrial Wireless Serial Device Server is the newest product in our wireless series. It is designed to
provide wireless connectivity to clients and serial devices thus creating a complete solution for your industrial
wireless networking. The SW550xC series can be operated as a wireless client with the ability to connect serial
device to Wireless Local Area Network (WLAN) or Local Area Network (LAN) and as AP client to bridge between
WLAN and LAN.

The SW550xC Series support IEEE 802.11b/g/n wireless connectivity standards, which can be operated in 2.4GHz
bands. It also supports “Wi-Fi Direct” technology that makes Wi-Fi usage to be an ease-to-use connectivity, and
delivers an industry-wide peer-to-peer solution based on broadly deployed Wi-Fi technologies. The SW550xC series
acts as a server for serial devices that are connected to its ports to transparently connect to other devices in the
wireless network or can be reached by other wireless devices. Supported interfaces of serial devices include RS-
232, RS-422, and RS-485. The device supports D-sub9 or TB5 combo serial port (SW5502C).

As an example, user can connect serial devices to a Wireless Serial Device Server (SW550xC) and control them
through Wireless Networking Device such as wireless access point (AW5500C) in wireless local area network
(WLAN). An example in Figure 1.1 illustrates how to connect serial devices to a wireless local area network or a
backbone network. The SW550xC Industrial Wireless Serial Device Server provides several functionalities to
support mobile and wireless networking.

Figure 2.1 An Application of Wireless Serial Device Server in WLAN
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2.2 Features

The SW550xC Series device is the latest addition to ATOP Industrial Wireless products. Its small size but powerful
architecture makes it a perfect choice for industrial/manufacturing needs in which size is a decisive factor. It
rewards our customers with superb connectivity withstanding all the harshness in your environment of choice.

The key characteristics of SW550xC are:

Support of popular wireless local area network standards IEEE 802.11b/g/n

Connect to with other wireless devices using 2.4 GHz

D-sub9 or TB5 combo serial port

Interface RS232/422/485 is selectable through software

Support Wi-Fi Direct technology that makes Wi-Fi usage to be an ease-to-use connectivity, and delivers an
industry-wide peer-to-peer solution based on broadly deployed Wi-Fi technologies

The antenna design that offers better wireless coverage and reduces wireless blind spots.

Certified wireless equipment by FCC (United States) and ETSI (Europe)

B Easy configuration through embedded web server interface or Atop’'s Windows®-based configuration utility
program called Device Management®

B Firmware upgradable through embedded web server interface or Atop’s Device Management®

Caution

From here on, extreme caution must be exercised.

Never install or work on electrical or cabling during periods of lightning activity. Never connect or
disconnect power when hazardous gases are present.

WARNING: Disconnect the power and allow unit to cool for 5 minutes before touching.
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3 Getting Started

3.1 Packing List

Inside the purchased package, you will find the following items:

Table 3.1 Packing List

Item Quantity Description
SW550xC Series 1 Industrial Wireless Serial Device Server
Antenna 1 2.4G gain: 2dBi antenna
DB9 1 9-pin plug of the D-Sub connector family
Terminal Block = 5-pin 5.08mm lockable Terminal Block x 1 (SW5501C only)
= 5-pin 5.08mm lockable Terminal Block x 2 (SW5502C-TB only)
Documentation 1 Hardware Installation Guide (Warranty Card is included)
Mounting Kit 1 DIN-Rail Kit (Already mounted on the device)
CD (Utilities) 1 Inside you will find:
= User's Manual
» Installation Guide
» Device Management®© Utility and its user manual
= VirtualCOM Utility (for Windows® V)

Note: Please notify your sales representative if any of the above items is missing or damaged in any form upon delivery. If your sales
representative is unable to satisfy your enquiries, please contact us directly.

3.2 Optional Accessories

The following table lists optional accessories for SW550xC series.

Table 3.2 Optional Accessories

Item Description
Power Adapter Y-Type power adaptor,100-240VAC input, 0.6A @ 24VDC output, US plug
AD17-24C(US-Y)
Power Adapter Y-Type power adaptor,100-240VAC input, 0.6A @ 24VDC output, EU plug
AD17-24D(EU-Y)
ADP-DB9(F)-TB5 Female DB9 to Female 3.81 TB5 Converter
WMK-454-Black Black Aluminium Wall Mount Kit
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33 Ordering Information

Please refer to the following product codes to place an order.

Table 3.3 Device Ordering Information

Model Name P/N Description
SW5501C TP1SW5501C0001G 1-port Industrial Wireless Serial Device Server, DB9 or TB5 combo
SW5502C TP1SW5502C0001G 2-port Industrial Wireless Serial Device Server, DB9
SW5502C-TB | TP1SW5502CTB0O1G 2-port Industrial Wireless Serial Device Server, TB5
3.4 Appearance: front-power-side panels

The front panels of different models of SW550XC series are shown in the following figures. Note that the power
panel and the rear panel are the same for all models and depicted in Figure 3.4 and Figure 3.5, respectively. Note
that the detailed description of LEDs and DIP switch on the front panel can be found in Chapter 7.1 below.
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Figure 3.4 Power Panel of all SW550XC Series

Note: The DIP switch on the front panel of SW550xC can be used to adjust different values for pull-high or pull-low
termination resistors on the RS-485 COM ports. If the RS-485 network range is shorter than 100 meters, the
termination resistors are not required (by setting the DIP switch to termination off). Otherwise, it may be necessary
to insert termination resistors (by setting the DIP switch to termination on) at both ends of RS-485 network to
improve signal quality. Table 6.5 and Table 6.6 summarize the functionalities of the DIP switches for COM1 and

COM2 on their SW550xC series.

The Rear panel (where you can mount the device on a rail or to the wall), is shown in Figure 3.5 and a simple
mounting instruction is given on Figure 3.6.
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) . Figure 3.6 Mounting Instruction of All
Figure 3.5 Rear Panel of All SW550XC Series SW550xC Series
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3.5 Serial Pin Assignments
3.5.1 D-Sub9 (DB9)
12345
o &N
6789
RS-232 4-W RS-422/RS-485 2-W RS-485
Pin#
Full Duplex Full Duplex Full Duplex
1 DCD N/A N/A
2 RXD TXD+ N/A (reserved)
3 TXD RXD+ DATA+
4 DTR N/A N/A
5 SG (Signal Ground) SG (Signal Ground) SG (Signal Ground)
6 DSR N/A N/A
7 RTS RXD- DATA-
8 CTS TXD- N/A (reserved)
9 RI N/A N/A
3.5.2 Terminal Block (TB5)
im| . HJ‘I
Ol © o ©O o] O
st
s RS-232 4-W RS-422/RS-485 2-W RS-485
in
Full Duplex Full Duplex Full Duplex
1 SG SG SG
2 RTS R- DATA-
3 TxD R+ DATA+
4 CTS T- N/A
5 RxD T+ N/A
3.6 First time installation

Before installing the device, please adhere to all safety procedures described below, Atop will not be held liable

for any damages to property or personal injuries resulting from the installation or overall use of the device. Do not

attempt to manipulate the product in any way if unsure of the steps described here’, in such cases please
contact your dealer immediately.

1.
2.

Prepare the necessary cables, adapter, pwr cord, LAN cable, serial cable, etc; do not connect the unit yet.
Install both antennas to the SMA connectors (gold connectors) in the front panel of SW550XC device. Note
that the antenna’s connectors are female reverse-polarity (RP) SMA type. The gains of the antennas are
3dBi at 2.4GHz. Once installed the device to a rail or your desired location, do not put them parallel
otherwise their signal will interfere with each other. Please see the recommended antennas setup for

SW550XC in the Hardware Installation Guide.
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3. Plug the power source to the unit, starting from the ground (It is a screw close to the power terminal block.)
and then the 3-Pin power terminal block on the power panel in Figure 3.. A recommended power adapter
(such as US315-1212 power adapter listed in Table 3.2) with 3-Pin terminal block can be connected to the
power terminal block. You will hear a long beep with all LEDs turn on and after a few second you will hear
a shot beep twice and the RUN LED will start blinking slowly. If the device's wireless interface is working
properly, the WLAN LED will also turn on and start blinking once in a while. Device's STATUS LEDs will also
start running too from bottom LED to the top LED.

4. Note that although internal grounding has been done inside, in order to ensure overall maximum
performance and protection of your device it is strongly advised to properly connect the grounding. Please
choose only one of the grounding connections either connecting the ground to the screw on the power
panel or to the Frame Ground (F.G.) pin of the 3-Pin terminal block.

5. Place the device in the desired location, which is dry and free from dirt or corrosive vapors, and connect it
to a LAN via an Ethernet cable with an RJ45 connector.

6. Connect your computer to the LAN network. Default configurations will be addressed later in Chapter 3.7
below.

Note': Please consult your Hardware Installation Guide (leaflet available in your package) for more information when attempting an
installation. Also, please follow all safety procedures when doing so.
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3.7 Factory Default Settings

Upon arrival, the device is set with factory default settings. The SW550XC Series comes with two different IP
addresses for LAN and WLAN as shown below.

Table 3.4 Factory Default Network Settings

Interface Device IP Subnet mask Gateway IP DNS1
LAN 10.0.50.100 255.255.0.0 10.0.0.254 168.95.1.1
WLAN 192.168.1.1 255.255.255.0 192.168.1.254 T

Other relevant factory default settings are summarized as shown below.

Table 3.5 SW550XC Series Factory Default Settings

Parameter Default Values

Security

User Name Admin

Password default

Serial

COMT1 RS-232, 9600 bps, 8 data bits, No Parity bit, 1 stop bit, No Flow Control
Packet Delimiter timer: Auto

COM2

SNMP

SysName of SNMP 0060E9XXXXXX

SysLocation of SNMP Location

SysContact of SNMP Contact

SNMP Disabled

Read Community public

Write Community private

SNMP Trap Server 0.0.0.0

Note: you can press the “Reset” button on the front panel for 5 seconds to restore the SW550XC Series to the

factory default settings.
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4 Configuration and setup

4.1 Change basic settings with Device Management Utility

Note: Advanced settings are not possible via Device Management Utility. This can be used to locate, access, modify
network parameters, change login credentials or update firmware. For device-specific settings, please use Web
Interface, as described in Chapter 4.2 below.

First, please install our configuration utility program called Device Management Utility (formerly Serial Manager)
that can be downloaded from our website www.atoponline.com.

For more information on how to install Device Management Utility, please refer to the manual that comes in the
Product CD or that is available online. After you start the utility, SW550XC Industrial Wireless Serial Device Server
will be automatically detected if this is already connected to the same subnet as your PC and will be listed on the
Device Management Utility’s window.

Alternatively, if you did not see your SW550XC device on your network, press “Rescan” icon (first icon on the icon
bar). A list of devices including your SW550XC device currently connected to the network will be shown in the
window of Device Management© as shown in the Figure below.

Important information about the SW550XC device such as the IP address, MAC address, etc are going to be
displayed as well. Note that a simple way to configure a new SW550XC device is to set a static IP for your personal
computer to the same subnet (i.e. 10.0.50.XXX) as the default IP address of the LAN connection (i.e. 10.0.50.100).

Note: in the Figure below the SW5502C device appears with two lines because it has been set to operate in wireless
client mode as two different IP addresses and MAC addresses are available. If, otherwise, SW5502 is set to operate
in AP client mode, it will show up on the Device Management with only one IP address and MAC address. Details
of operation modes will be presented in Section 4.4 below.

Device Management Utility V5.20 o || B &

Search Configuration Security Firmware  Virtual COM  About

S50 64 96 BRYO L

No. ‘ Caution | Model | IP Address | MAC Address Host Name Kernel AP Information
1 SWHE02C 192.168.1.1 00:60:E9:14:4F:36 O0GDES144F3A vin SWhB0ZC V3.14 5w
2 + SWhE02C 10.0.50.100 00:60:E9:14:4F:34 D0GOEST44F3A vin SW5502C V.14 ~"3W

] n b

Reedy, Total 2 devices

Figure 4.1 User Interface of Device Management® lists a SW550XC device in wireless client mode.

After selecting and then double-clicking the device's name on the list (such as SW5502C with IP address
10.0.50.100), a window will pop-up and prompt you to enter username and password.

Note: the default username is “admin” and the password is “default”, see Factory Defaults for more information),
then click “Login” button as shown in the figure below.
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Lagin

Enter a user name and password to login to this

device.

Mote: This function is only available for the standard

Serial Server.

Device: SW5502C IP:10.0.50.100

User Name: | admin

Pazsword: |

-

Login

Figure 4.2 Administrator Login

A pop-up window as shown will notify you if your personal computer and the SW550XC device are on different sub-
network. Click “OK" to accept the notification and return to the Device Management's window. In this case, please
change the IP address of your PC so that it has the same subnet as the SW550XC. Then, re-select and double-click
on the device in order to login to the SW550XC device again, as described in the previous paragraph.

Device Management Utility ¥5.20

£3

l . This device (SW5302C, 1P:192.168.1.1) does not support login process.

OK

Figure 4.3 Notification in case that the SW550XC device is in different subnetwork from your PC

If successful, another pop-up window will be shown when you can successfully login to the SW550XC device. Click

the "OK" button to proceed.

Device Management Utility V5.20

l % can config the settings of COMs!

Login to the device { SW5502C, 1P:10.0.50.100) successfully! Now you

0K

Figure 4.4 Pop-up window indicates a successful login

"o, n

Then there will be a “+" symbol under the Caution column of the login device in Device Management Utility list as

shown in Figure below.
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PS Device Management Utility ¥5.20 EI@
Search Configuration Security Firmware Virtual COM  About
ELRE TR
460849 B @NS
Mo. I Caution I Model I IP Address I MAC Address I Host Name I Kernel I AP Information
1 SWhs02C 192.168.1.1 00:60:E9:14:4F:3B 0060E9144F3A V3.1 SWhHhED2C V3.14 ~"5W
2 + SWh502C 10.0.50.100 00:60:E9:14:4F:3A  00G0E9144F3A V3.1 SWhHhED2C V3.14 ~"5W
< [ ] 2
Ready, Total 2 devices &

Figure 4.5 Mark of login device in the Caution column

If the device cannot be login, the system will notify you with the notification in Figure 3.6. If this happens, the user
should try to check the reachability between your PC and the SW550XC with ‘ping’ command or utility.

Device Management Utility V5.20 &=

h This device { 3W53502C, 1P:10.0.50.100) does not support login process.

oK |

Figure 4.6 Notification of unsuccessful login when the interface is either down or unreachable.

After a successful login, the SW550XC device can then be accessed and configured through the Device
Management Utility's interface.

Another way of doing this is by selecting the SW550XC device and then choosing the “Config by browser” icon
from the forth icon on the icon bar or select “Config by browser” option from under the pull-down menu
Configuration. Please see detail on how to configure the device via web browser in the next section.

Sometime the SW550XC device might not be in the same subnet as your PC; therefore, you will have to use our
utility to locate it in your virtual environment. To configure each device, click the selected SW550XC device (default
IP: 10.0.50.100) in the list of Device Management®©, and click “Configuration - Network...” (or Ctrl+N) menu on
Device Management®© as shown in Figure 4.7 or click on the second icon called Network on the menu bar, and a
pop-up window will appear as shown in Figure 4.8.

o

Search if' fi i Security  Firmware  Virtual COM  About
= Network... Ctri+N |@l ‘ =] % ‘ = 1.
Flz =l ™~
@ SMNMP... Ctrl+5 E-z e ﬁ \q‘“’ i)
Mao. COM Port... Ctrl+P | MAC Address | Host Name | Kernel AP Information
1 00:60:E8:14:4F:38 0060E9144F3A V3.11 SWEBD2C V3.14 “-"SW
s Locate ) 00;60:E9:14:4F:3A  O0GOE9144F3A V311 SWEL02C ¥3.14 °8W
Reboot
< | b
Import Setting... ——
1 | | e
Export Setting...
Config by browser

Config by Telnet

Click-2-Go
Click-2-Go-Un

Topology Diagram
Contruct a Ring

Options...

Figure 4.7 Pull-down Menu of Configuration‘and Network
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Metwork Setting

=

Please zet the appropriate IP settings for this
device (SW5502C, 10.0.50.100).

[ DHCP (Obtain an IP automatically)

IP address:

Subnet mask:

Gateway:

Host name:

OK

| 0060E9144F3A

Cancel

Figure 4.8 Pop-up Windows of Network Setting

You may proceed then to change the IP address, Subnet mask, and Gateway, and Host name of SW550XC to avoid
any IP address conflict with other hosts on your LAN or to connect the device to your existing LAN as shown in

Figure 3.8. After click "OK" button, the system will prompt you for a credential to authorize the changes. That is it
will ask you for the Username and the Password as shown in Figure 4.9. A pop-up window as shown in Figure 4.10
will prompt the user to wait for the change on the SW550XC device.

The device will be restarted without any beep. After the device is restarted, it will beep twice to indicate that the unit
is running normally. Then, the SW550XC device can be found on a new IP address. It may be listed automatically
by the Device Management Utility along with its old record or it can be found by clicking on the Rescan icon.

Autharize

Device:

Password:

***Note: For some operations the device may be
restarted. Please wait a moment ®

SW5502C IP:10.0.50.100

&4

You must be authorized by this device before doing
this operation.

User Name: | admin

Authorize

Cancel

)

Figure 4.9 Authorization for Change
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Device Management Utility V5.20

For some models, the devices will restart to make the configurations
! . work, Please wait a moment !!!
If the configurations were not changed, it may be something wrong in
user name, password or P configuration, Please check these again !

oK

Figure 4.10 Waiting Notification for Restarting Device

A DHCP server can automatically assign the IP address, the Subnet Mask, and the Gateway (your network gateway)
of the LAN interface of SW550XC device. You can simply check “DHCP (Obtain an IP Automatically)” box in the
Network Setting dialog as shown in Figure 3.8 using our Device Management®© utility and then restart it. Once
restarted, the IP address(es) will be automatically configured.
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4.2 Advanced configuration via Web Interface

The SW550XC Series’ user interface is designed intuitively for satisfying customers’ ease of use needs.

Every SW550XC device is equipped with a built-in web server. It can be accessed by using a web browser for
configuring by entering the device's IP address (the default IP address is 10.0.50.100) in the URL field of your web
browser. Once the device is connected to the network, it can be configured by using any web browser. An
authentication request will appear as shown below when the user uses a web browser to configure the SW550XC
Series. If this is the first login, please enter the default User name as "admin” and the Password “default” then click
the OK button to login.

Note that you can alternately launch the Web Interface with your default web browser using Device Management
Utility by choosing the “Config by browser” icon from the forth icon on the icon bar or select “Config by browser”
option from under the pull-down menu Configuration

Connect to 10.0.50. 100
@,
L“ '}'\‘\

oy .

The server 10.0.50.100 at ATOP requires a userrame and
password.

\Warning: This server is requesting that vour usemarme and
password be sent in an nsecure manrer basic
suthentization without & secLre connection).

User rame: |ﬁ| v!

Password: | |

[CIremember iy password

I Tk H Cance| ]

Figure 4.11 Authentication Pop-up Windows

An example of web configuration of SW550XC Series is shown below.

: Firmware version.3.14

SW5502C Series

Operation Mode

*  Wireless Client Wiribeus Cliunt
AP Client

_ WireLEss CLIENT

Figure 4.12 User Interface of Web Configuration
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On the left side of the screen, a menu-tree is listed with all available modes and options as shown Figure 4.13. On
the right side of the screen, the contents of each mode/option will be displayed in a graphical format. For more
information on each selection, please refer to each corresponding section throughout this manual.

Operation Mode
System Status
Cverview
Wireless Status
Site Monitor
Network Settings
- Wireless

Profiles
Basic Settings
Advanced Settings
- Serial
COoM1
comz
Serial Auto Link Settings
SNMP/ALERT Settings
E-mail Settings
- Log Settings

System Log Settings
COM Log Settings
Event Log
COM Datalog

- System Setup

Date/Time Settings
Admin Settings
Firmware Upgrade
Backup/Restare Setting
Management List

Fing

Reboot

Figure 4.13 Menu-tree of All Available Modes and Options of SW550XC Series

There are three common buttons presented in almost every web configuration menu or section as shown below.

Table 4.1 Common Buttons in Web Configuration Menu

Button Function

Save and apply the current configuration input on the page.

|Save &Applﬂ

As the caption implies, it applies the current configuration immediately

Apply but it will not save into the device. Until the device is restarted, the device

will return to the old parameters.

| Cancel Cancel the current configuration input and show the original setting.
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4.2.1 Operation Mode

The SW550XC Serial Device Server Series has been designed as a Wireless Client with the ability to choose a
connection between Wireless Local Area Network (WLAN) and Local Area Network (LAN). It can also operate as an
AP (access point) client, which will bridge a connection from WLAN to LAN or vice versa. This Operation Mode page
is the welcome screen for the SW550XC Series. There are two operation modes to choose from:

1) Wireless Client
2) AP Client.

In Wireless Client mode, SW550XC will have two independent network interfaces: LAN and WLAN. Each interface
would have its own IP address; hence, traffic from the LAN interface won't be transferred to the WLAN interface,
and vice versa.

In the AP Client mode, the LAN and the WLAN interfaces are bridged together to create one single bridged interface
using one IP address. Traffic from either side of the network will be passed onto the other side of the network.
The figure below shows the configuration page for Operation Mode of SW550XC. The user can select one of the
two radio buttons inside the Operation Mode box. An image on the right side of the box displays the SW550XC as
the blue circle while a remote access point (AP) that provides wireless access is the orange circle.

| Firmware version.3.14

| SW5502C Series

Operation Mode

* Wireless Client Wirsless Chont
AP Client

| WireLESs CLIENT

Figure 4.14 Configuration Page of Operation Mode with Wireless Client Setting

After finish configuring the Operation Mode, please click on Save Settings button to keep the change that you have
made and to apply your setting. A pop-up window with a message “Please wait for a while...” will appear as shown
below. When the saving is finished, the pop-up windows will disappear and return to the Operation Mode page.
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Figure 4.15 Waiting Message

If you only want to save the settings and restart the device to a selection of Operation Mode, you can click “Apply”
button to apply the setting and reboot the SW550XC device. Note that after clicking the “Apply” button, the user
will briefly see the same pop-up window as in above and after a few second another pop-up window will appear as
shown below. Then, you will be redirected back to the Operation Mode page.

This page will be reloaded in 12 second(s).

Figure 4.16 Completion of the settings and counting down for a page reload

The next figure shows an example of AP Client operation mode setting. Note that the graphic image on the right
side of the box isplays the SW550XC as the blue circle with an Ethernet connection to a device denoted with a green

circle. The remote access point (AP) that provides wireless access is still represented by the orange circle.
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System Status > Overview SW5502C

Firmmaare version. 3. 14

SWbH502C Series

Operation Mode
0 Wireless Client Capci :
® AP Client ’ _ ((
i 1 \
i
i
(Dot
. Mot Statin
|Save Settings Apply

AP CLIENT

Figure 4.17 AP Client Operation Mode Setting
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422 Overview

The “"Overview” submenu under the “System Status” menu, displays overall and current general information on the
SW550XC device's status and settings. An example of SW5502C’s Overview page is shown below.

Crwerview —

The general device information of Senial Senver.

Device Information

Maodzl Mame SWHESI2C
Diavica Mame O0G0ED144F 324
Karmal YVarsion an
AP \ercion 314
Network [nfommation
MAT Addrass D0:60:=0:14:47: 35
Lam
IP Address 10.0.50.100
MAT Address 005020 14: 41,30
Country code s
WLAN
IF Address TR 168.1.1
Status BIOSZ NRIFLE B5 Disconnected

COM 1 Infamation

Sangl Interface RS-232

Link Mode TCF Server

Baud Rete 2500

Parity MHone

Ciate bits B

Stop bits 1

Fiow Controd Manz

Link Status SERVER MODE: Listening[O]

COM 2 [nfommation

Senal Inteface RS5-232

Link Maods TCF Senver

Baud Rate B500

Parity Mone

Diata bits B

Stop bits 1

Flow Conirod Mane

Link Status SERVER MODE: Listening[d]

Link Siatus: [M] is the session numbsr connected
It's [0] when the link is connecting or listening.

Figure 4.18 Overview Information Page of an SW550XC Device

B Information under the Device Information box displays the Model Name, the Device Name, Kernel Version and
AP Version of the SW550XC device. Note that the default Device Name is the MAC address of your device. The
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firmware version of your SW550XC consists of the Kernel Version and the AP Version.

B Information under the Network Information box shows the summary of both LAN and WLAN interfaces. For
LAN interface, there are its MAC address and current IP address. For WLAN interface, there are its MAC
Address, the Country code, current IP Address, and the Status of the interface. Note that the Country code
indicates the available radio channels for your WLAN interface while the Status displays current MAC Address
of an access point (AP) that the SW550XC associates with and the AP’s link quality in percent.

® Information under the COM 1 Information & COM 2 Information boxes report on the current serial connection
setting of both interfaces which are the type of current Serial Interface (RS-232, RS-422, or RS-485), the Link
Mode, the Baud Rate, the Parity bit, the Data bits, the Stop bits, the Flow Control, and the current Link Status.
Note that the Link Status will show the mode of the port such as SERVER MODE and the number inside the
square brackets ([N])) is the number of sessions that are connected in the corresponding COM port. If the
number in the bracket is zero ([0]), it means that the port link is connecting or listening.

4.2.3 Wireless Status

The SW550XC’s current wireless network status is displayed in this section called “"Wireless Status” submenu
under the “System Status” menu. The current information is summarized below. Please remember to always keep
a note of your preferred setting. The Current Information includes SSID, BSSID (AP MAC), Topology (infrastructure
or other), Band mode, Channel, Encryption, and Status. Note that the Status of current information will be display
as green bar(s) with percentage number to indicate the quality of the wireless link.

Wireless Status

Current Information:

SSID true_home2G_8B2
BSSID 2C:08:8C:59:28:C0
Topology Infrastructure
Band mode IEEE 802 11g
Channel 1

Encryption TKIFP

Status 100%

Figure 4.19 Wireless Status page shows current information of SW550XC.

424 Site Monitor

Site Monitor submenu under the System Status menu allows users to view other wireless networks in the
neighborhood. It also provides information on other access points (APs) such as SSID, occupied Channel(s), the

RSSI (Received Signal Strength Indicator), Security and other parameters. It can be helpful when setting SSID and
Channel number for your SW550XC device to avoid SSID name and Channel number conflict and prevent

unexpected errors or degradation of your wireless network performance. Note that it will take a few second
(approximately 10 seconds) for this option to gather information of the surrounding wireless networks. During this
process, the web page will show a “Please wait...” message with running animation as shown below.
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System Status > Site Monitor SW5502C

Please wait
Figure 4.20 Transition page during the gathering of surrounding wireless network information.

An example of a list of nearby WLAN APs which is reported by the Site Monitor is shown in Below figure.

The available information include the SSID, the Mode of IEEE 802.11 standards (which could be 802.11b, 802.11g,
802.11n, or a combination of standards), the radio Channel number, the Authentication mode (such as Open, WPA-
PSK, WPA2-PSK, WPA2(PEAP), WPA2(EAP-TLS), WPA2(EAP-TTLS)), the Encryption standards (such as None, WEP,
AES or TKIP or a combination of TKIP/AES), the data rate in Mbps, and the quality of the wireless signal which is
reported in Signal%.

The "Refresh” button at the bottom of the page allows user to obtain the latest information from the Site Monitoring

process. Note that when there are two numbers under the Channel column, it means that there are Primary Channel
and Secondary Channel used by that access points.

System Status > Site Monitor SW5502C

rSite Monitor

ssiD Mode Channel Authentication Encryption Mbps Signal%

true_home2G_BB2 big 1 WPA-PSK TKIPIAES b4 100
NUT@OO0I bigin 1 WPA-PSK AES 144 8
jasaowanee big 2 WPAZ-PSK AES 54 1
HeyHaParty Donmueng bigin 6 WPA-PSK TKIP/AES 130 4
HappyTowerC3 blg 1 WPAZ-PSK TKIPTAES 54 100
Golxsolnw bigin 1 WPA-PSK TKIP/AES 270 42
Puangpeich bigin 6 WPA-PSK TKIPTAES 144 3

nook blgin L WPA-PSK AES 150

chaidiaw bigin 4 WPAZ2-PSK AES 144 5

Figure 4.21 Results of a Site Monitoring of SW550XC Series.
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4.3 Web configuration - Network settings

The SW550XC series have the ability to utilize dual connections, i.e.,, WLAN and LAN at the same time. The user can
configure both LAN and WLAN interfaces in this section. An example of Network Settings page for SW550XC in
Wireless Client mode is shown below.

Metwork Settings

LAN interface
DHCP Obtain an [P Address Automatically

Gratuitous ARP Enabled v | |5 minutes

Manual Settings

IP Address 10.0.50.100
Subnet Mask 25525500
Default Gateway 10.0.0.254

Wireless LAN interface

DHCP Obtain an IP Address Automatically
IP Address 192.168.1.1

Subnet Mask 2552552550

Default Gateway 192.168.1.254

Default Gateway
Default Gateway Select SWLAN LAN

DNS Server
Preferred DNS 168.951.1

Aliernate DNS

* The IP subnets of Wireless and Wired interface must be in different subnets.

|Save & Apply| [Cancel

Figure 4.22 Network Settings Page (Wireless Client Mode)

There are four configurable parts under Network Settings which are LAN interface, Wireless LAN interface, Default
Gateway and DNS Server. The first configurable option under the Network Settings is Gratuitous ARP (Address
Resolution Protocol). This option enables SW550XC device to periodically send out an ARP response automatically
to notify that SW550XC device is in the network. The frequency of transmission is in minutes which can be selected
from the pull-down menu and the period of transmission in the unit of minutes can be set in the followed textbox
as shown.

1) LAN Interface and Manual Settings Part
a. SWA550XC device can get IP information automatically from a DHCP server in LAN. The user can
check the box in front of the “Obtain an IP Address Automatically” to get the necessary IP
information or enter the IP values manually if known in the Manual Settings section of this part.



SW5501C-SW5502C User Manual Configuration and
Wireless Serial Server setup

b. Manual Settings — If the user wants to fix the IP address of LAN interface, the desired IP Address,
Subnet Mask, and Default Gateway should be entered in this section.

2) Wireless LAN Interface Part
a. SW550XC device can also get IP information automatically from a DHCP server in WLAN as well.
The user can check the box in front of the “Obtain an IP Address Automatically” to get the IP
information or enter the IP values manually if known in the following fields of this part.
b. IP Settings for WLAN also include the desired IP Address, Subnet Mask, and Default Gateway.

Note that under the Wireless Client mode, LAN and WLAN can be seen separately. They need to be configured into
different subnets. The user must choose which interface that should be the Default Gateway by selecting the
corresponding radio buttons between WLAN and LAN as shown in the screenshot (see next part).

3) Default Gateway Part
Default Gateway Selection specifies either WLAN or LAN interface as the default gateway. The selected
interface is usually the one that is connected to a network gateway or Internet. Settings from one of them
will not be applicable to the other, i.e,, if the WLAN is selected over the LAN then IP, Subnet mask, etc., on
the LAN side will be OFF. However, it can be changed to another value not in used and save those
parameters.

Note that under the AP Client mode, you will only see one bridged interface (LAN & WLAN Interface) and the
default gateway selection will be unnecessary (this part will disappear) as shown below.

Network Settings

LAN & WLAN interfaces
DHCP Obtain an IP Address Automatically

Gratuitous ARP Enabled v | 5 minutes

Manual Settings

IP Address 10.0.50.100
Subnet Mask 25525500
Default Gateway 10.0.0.254
DNS Server

Preferred DNS 168.95.1.1

Alternate DNS

* The IP subnets of Wireless and Wired interface must be in diferent subnets

|Save & Apply| Cancel

Figure 4.23 Network Settings Page for Bridged Interface (AP Client Mode)
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4) DNS Server Part:

To allow your SW550XC device to properly connect to the Internet and be able to resolve for a host over

the Internet, you must specify Preferred DNS) Domain Name Server( and )optionally (Alternate DNS in this

part .
After finish configuring the Network Settings, please click on Save & Apply button to keep the change that you have
made and to apply your setting. A pop-up window with a message “Please wait for a while...” will appear briefly.
Then, another pop-up window with message “The settings have been completed” will be displayed. When the
saving and applying are finished, the pop-up window will disappear and the web browser will be redirected to the
Operation Mode page. If you want to cancel the change and reset all changes back to their original values, just click
the Cancel button.

4.4 Web configuration — Wireless Settings

441 Wireless Profiles

Starting from firmware version V3.XX, each wireless profile can be directly set from the profile webpage. Users no
longer need to set wireless profile through the Basic Setting (see next subsection). When the Wireless Profile is
enabled by checking the Enabled box and clicking Apply button behind the Wireless Profile option, there will be an
Add button under the AP List for adding new wireless profile as shown below.

Profiles
Wireless Profile < Enabled |Apply|
AP List

Mo data.
Plese push "Apply" button. Profile will start.

Figure 4.24 Enabling Wireless Profile Option to Add New Access Point

This will bring up the Basic Settings List webpage as shown in in the next page for entering the necessary
information of each wireless profile. Description of each field can be found in the next subsection. When entering
all necessary information of the wireless profile, click Save button at the bottom. Users are allowed to save up to
ten wireless connection profiles or list of network names or SSIDs (called AP List) inside SW550XC. SW550XC will
retry each and every enabled profile (network name or SSID) for one minute before continuing to the next profile if
the current profile failed to connect.

You can use the Sort column to adjust the precedence of the profiles. However, this function is disabled by default.
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" Wireless > Profiles SW5502C _

Basic Settings List

Enable ]
851D I ||_scan network |
BSSID(MAC Address)  [[Any) |_Enabled
Topology [Infrastructure v |
Band mode | Auto v | ¥ Auto
BandWidth [Auto EEIM[I MHZ i
Channel [Auto = |
Authentication Mode | OPEN v
Encryption Type INONE v |
WEP Key
* Key 1{HEX (10 or 26 digits) v |[pi23456788 |
Key 2{ its]
Kay 3] H_!_E}g |_"_'I or . 26 rJ|gl+sr_|*El 2345@?_‘_?_3__
He-_. 4 HEX (10 ar "::u digits) | D123456?EE |
WPA-PSKWPAZ-PSK
Fassphase e | *'Hide
WPAZ{with Radius) N
User oo
Fassword il

Choose File | No file chosen

Cerfificates [ Upload CA certificate |[Upload Client certificate]
Show Certificates Information

Private key password [rreerese )

on, "Basic Seftings” changed same set of this page

Figure 4.25 Basic Setting List Webpage after Clicking Add Button

Figure below shows an example of enabled Wireless Profile in which an AP List consists of ten available entires
for network names or SSIDs. Each entry will have its number (No.) on the list and Name. Color of the Name is used
to indicate the current status of the SSID or profile on the list. When the color of the Name is green, the profile is
connected. When the color of the Name is orange, the profile is connecting. When the color of the Name is grey, the
profile is disable. Under the Modify column, there are two options: Edit and Delete. If the user clicks on Edit, this
will bring up the Basic Setting List webpage. On the other hands, if the user clicks on Delete, this will remove the
profile from the list. The last column in the list is the Sort column which has arrow button(s) to allow changing the
order of the profiles (access points) on the list.
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Wireless > Profiles SW5502C
Frofiles
Wireless Profile ¥Enabled
AP List
Mo. Mame Modify Sort
1 1 Edit Delete
2 2 Edit Delete
3 03 Edit Delete
4 4 Edit Delete
5 5 Edit Delete
§ 6 Edit Delete
7T Edit Delete
8 8 Edit Delete
g 9 Edit Delete
10 10 Edit Delete
Note: When prefile is connected, name’s color is gresen.
When prefile is connecting, name’s color is crange.
When 551D is disable, name’s color is gray.
If you want restart profile. Plese push "Apply” button.

Figure 4.26 Wireless Profile Page
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442 Basic Settings

To set up a wireless connection for SW550XC, a number of parameters are needed to be configured in this section.
However, the user will have two different wireless configuring pages when Wireless Profile (see previous
subsection) is enabled as shown in previous paragraph and when Wireless Profile is disabled as shown in Figure
below. The only differences between the two pages are that when Wireless Profile is enabled, the Basic Settings
webpage will be disabled or cannot be used. When Wireless Profile option is enabled by checking the Enabled box
(see previous paragraph), the following sentence will be displayed in the pop-up window: "Basic Settings can’t be
used, because Profile is enabled™ as shown in figure below.

When Wireless Profile is disabled, the Basic Settings webpage can be used. The default settings in Basic Settings
page can be in two Topology modes: Infrastructure Mode or Ad Hoc Mode. The user will have both modes to
choose from. Table 4.2 and Table 4.3 summarized the default settings for Infrastructure mode and Ad Hoc mode,
respectively.

Table 4.2 Default Settings in Infrastructure Mode:

Caption Default

SSID Null

BSSID (MAC Address) Any (unless enabled)
Topology Infrastructure

Band Mode Automatic Detection
Channel Automatic Detection
Bandwidth’ Automatic Detection
Secondary Channel Automatic Detection
Authentication Mode OPEN

Encryption Type NONE

Table 4.3 Default Settings in Ad Hoc Mode:

Caption Default

Radio Off Disabled (box not checked)
SSID Null

BSSID (MAC Address) Any (unless enabled)
Topology Ad-Hoc

Band Mode 802.11b

Channel 13

Bandwidth' 20 MHz

Secondary Channel Disabled
Authentication Mode OPEN

Encryption Type NONE

Basic Settings can't use, because Profile is enable.

Figure 4.27 Basic Settings for Wireless Connection when Wireless Profile is Enabled
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[Basic Settings -

SSID true_home2G_8B2 |_scan network |
BSSID(MAC Address)  [{Any) | |Enabled
Wi-Fi Direct Group Owner |_IEnabled
WPS BUTTOM | Start WPS PBC|
Topology |Infrasfructure v |
Band mode 502.11bfg * | ¥ Auto
BandWidin [ Auto 20/40 MHz - |
Channel [Auto + |
Authentication Mode | WPA-PSK r
Encryption Type | TKIP v
WEP Key
= Key 1]{HEX (10 or 26 digits) | |
Key 2 HEX (10 or 26 digits) ' ]
Key 3| HE !
Key 4{HEX ( : |
WPA-PSKWPAZ-PSK
Passphrase CEECEE #iHide
WPAZ{with Radius)
User WpB_user
Password e |
| Choose File | No file chosen
Cerfificates [ Upload CA cerfificate | [Upload Client cerfificats|

Private key password

In Ad-Hoc mode, Device will Cleangs

[Save & Apply [ICancel

its settmgs to adapt 1o other, if there are same

|Show Certificates Information

(¢l

S0 n

rhy

Figure 4.28 Basic Settings for Wireless Connection when Wireless Profile is Disabled.

After the user finished setting the Basic Settings as shown above, please click the Save & Apply button to save the
new wireless configuration on the SW550XC and allow the configuration to take effect. If the user want to discard
any changes on the configuration, please click Cancel button. Then, the page will be reloaded.

Attention

B In order to avoid disconnection issue, using LAN interface to setup Wireless Configurations is
recommended. The Web Ul (User Interface) might freeze or lock up if the setup is made using the
wireless interface because the connection would be lost whenever wireless settings are changed. It
might take some time for the device to attach to the Access Point with new settings.

Each configurable option under the Basic Settings is described as follows:

B SSID: This specifies the SSID (or

network name) that SW550XC should connect to wirelessly. There is a “Scan
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Network” button on the right of the empty text box. This button makes it possible to look for nearby available
wireless networks to attach to. Once clicked, it will start a scanning process and prompt a window with a list
of available wireless networks. Detailed steps for setting the SSID or using Scan Network button will be
explained after this list.

B BSSID (MAC Address): This refers to access point's MAC address on which the SW550XC should connect to.
Enabling this option by checking the box behind it will lock SW550XC to that access point. Therefore,
SW550XC would not roam to another access point with the same SSID.

m  Wifi-Direct Group Owner: Click to enable the function. This function will allow SW550XC to find nearby Wi-Fi
Direct device and form a Wi-Fi Direct group to communicate over a peer-to-peer link without wireless access
point in the infrastructure mode. The group owner will work as a access point in the infrastructure mode and
the other devices join the group as clients. For more details, please refer to Section 5.3.5

B WPS BUTTON: The WPS acronym stands for Wi-Fi Protected Setup and the PBC stands for Push Button
Configuration. To use this feature, first trigger the WPS process in a WPS supported access point (AP) and
click on the Start WPS PBC button on SW550XC’s Ul. The AP and the SW550XC should connect automatically.
Note that the Topology setting (next option) in this case should be Infrastructure and the Band Mode (option
after the next) should be Auto so that the WPS can work. Note that this button is unavailable when the Wireless
Profiles is enabled.

B Topology: There are two type of wireless network topologies which are Infrastructure (for connecting to an
Access Point) or Ad Hoc (for connecting to a wireless client). Note that the Ad Hoc mode is unavailable when
the Wireless Profiles is enabled.

B Band Mode: This option allows user to select the radio frequency band which are supported by IEEE 802.11b,
802.11b/g, and 802.11b/g/n standards. It is recommended to leave this option to Auto for SW550XC to sense
for the best available mode automatically by checking the Auto box.

B Channel: This option allows the user to specify the radio channel number for SW550XC to operate on.
However, the available channels would depend on the Band Mode and the regulatory domain (CN, EU, TW, or
US) selected in the Wireless Advanced Settings (discussed next section). This option is disabled when the
Band Mode is set to Auto.

B Bandwidth: This option allows SW550XC to select between 20 MHz or 40 MHz radio bandwidth usage. The
latter fills a larger spectrum; hence, it provides a better throughput if it is allowed by the Access Point.
However, it is not recommended to use 40 MHz at 2.4 GHz band for IEEE 802.11b/g/n standards.

B Channel: This option specifies the radio channel number that SW550XC will use which can be chosen from
the drop down list between 1 and 11.

B Authentication Mode: This option allows the selection of wireless network authentication mechanisms which
could be OPEN, SHARED, WPA-PSK, WPA2-PSK, WPA2 (PEAP), WPA2 (EAP-TLS), and WPA2 (EAP-TTLS).

B Encryption Type: This option specifies the encryption algorithm for wireless connection which could be WEP,
TKIP and AES. However, please beware that WEP and TKIP are not supported by the IEEE 802.11n standard;
therefore, the wireless link speed would be limited to 54Mbps.

B WEP Key: This option is enabled when Authentication Mode is set to OPEN and Encryption Type is set to
WEP. Up to 4 different hexadecimal or ASCII keys can be entered in this option.

B WPA-PSK/WPA2-PSK Passphrase: This option is enabled when Authentication Mode is set to WPA-PSK or
WPA2-PSK. The passphrase can be between 8 and 63 characters long.

B WPA2 (with RADIUS): Depending on selected Authentication Mode, different fields in this option will be
enabled. WPA2 (PEAP) would require you to provide the user, password, and the certificates. WPA2 (EAP-
TLS) would require you to provide the certificates and private key password. WPA2 (EAP-TTLS) would require
you to provide the user, the password, and the certificates. Please note that only *.pem certificates are
supported.

Please remember that 2.4 GHz frequency can be easily interfered by other wireless devices that operate in the same

spectrum (namely, Bluetooth, ZigBee, microwave oven, etc.); therefore, it is better to choose the IEEE 802.11b/g/n

which operates in the 2.4 GHz spectrum when the user’s network allows.
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Steps to Connect to an Access Point

You can manually enter the SSID of the connecting access point in the SSID option or use the “scan network”
button to have SW550XC grab the necessary wireless information of surrounding access points in the device’s
coverage area. Please be patient as this process might take up to 10 seconds.

Once it has finished scanning, names and basic properties of available wireless networks will be shown below. You
can then select an AP from the list by clicking on the radio button in front of the desired SSID. Then, click on the
“Connect” button at the bottom of the page and its settings would be loaded automatically to the device's user
interface (UI). If you would like the scanning process to run again, just click on the “Refresh” button. Otherwise, click
on the “Close” button to close this window.

SSID MAC Address T Mode Channel Authentication Encryption Mbps Signal¥%
jasaowanes 0C.54:A5.46:D6:3D  Infra bia 2 WPRAZ-PSK AES 54 22
TANSUNUNTA, BO:C2:BTABTFS0 Infra blgin i WPAZ-PSK AES 144 19
NUT@COI 20:BO:6F:F5:16:04 Infra  bfa/n 6 WPA-PSK AES 144 32
HeyHaParty_Donmueng C4.A3E6E13FEC Infra bigh € WPA-PSK TKIP/AES 130 32
frue_home2G_BB2 2C08:8C:59:28:C0  Infra big 1" WPA-PSK TKIPIAES 54 100
Pui_Araya EB.DE27.C60873 Infra blghn 1" WPAZ-PSK TKIFIAES 300 19
Keaw Scotty ES8.40:F2.44.20:51 Infra  bfgin T WPAZ-PSK AES 144 18
BIOSZ_MR1FLS_95 68:72:5120151E Infra  bigin 4 OPEN MNOMNE 130 100
Beamkasw 00:04 EC:FE20:8F Infra  bfgin 9 WPRAZ-PSK THIP/AES 150 19
@ truemoveH 00:02:6F.DF.0C4A  Infra  blain i | WPAZ2 AES 144 3
nook G451 7E29:244F Infra  bifg/n 1" WPA-FSK AES 150 2
true_homewdfi_5B1 60.03:47:08.B5B1 Infra blgin i | WPA-PSK TKIPIAES 72 2
@ TRUEWIFI 00:02:6F.DF.0C:48 Infra bfa/n 1" OPEN NOME 144 3
HappyTowerD2 00.026F77.DB:CF Infra big i WPAZ-PSK TKIPIAES 54 i}
true_home2G_1eb DOS0BCESF1EB Infra  bfgin 6 WPA-PSK TKIP/AES 130 15
mintto G4:FE:22:4A54:58 Infra  blgin 2 WPA-PSK AES 270 8

[Cannect Refresh) [Clase
Figure 4.29 Results of network scanning when uses “scan network” buttons

If no wireless networks have been found, the list would be empty as shown below.

SSID MAC Address T Mode  Channel Authentication Encryption Mbps Signal%
There is no wirelesss network detected.

Refresh Close

Figure 4.30 Result when there is no wireless network available in the area.

After finish configuring the Basic Settings, please click on Save button to keep the change that you have made. A
pop-up window with message “Please wait for a while...” will be displayed. When the saving is finished, the pop-
up window will disappear and the web browser will remain on the Basic Settings page. If you want to cancel the
change and reset all changes back to their original values, just click the Cancel button.
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443 Advanced Settings

This subsection provides details on wireless network parameters for performance tuning. Changing options in this
section may affect overall performance of your SW550X; therefore, please be cautious. If you are still unclear on
the effect of each option, please refrain from altering it. Figure below depicts the Wireless Advanced Settings page.

=1

i

Advanced Settings

Radio COfF Enabled
F2P Button Enabled
Fast Handaof Enabled

Fast Roaming Enabled

Foaming Threshold Mo

Tx Power 100 » | %

*Regulatory Domain Us ['FCCE_FCCA:: r
51F Disabled » Forward Delay |0 ceconds

Save & Apply [Cancel

Figure 4.31 Wireless Advanced Settings Page when Wireless Profile is Disabled and Topology is set to
infrastucture

o Radio Off — When this option is enabled, this allows the user to turn off the wireless interface completely.

o P2P Button - SW550XC has an external physical WPS button called P2P Button, which can create “WI-Fl
direct” and “serial auto link” communication. The setting is enabled by default. Please refer to Section 5.3.5
for the operation steps.

o Fast Handoff — This option enables Atop’s proprietary protocol to speed up roaming between AW5500Cs
(Atop’s Industrial Wireless Serial Device Servers) in addition to Fast Roaming (next option). Enable this option
to allow AW5500C to share its neighboring AW5500C information to SW550XC to further reduce its roaming
time.

o Fast Roaming - Enable this option to allow SW550XC to scan for available access points in the background
to speed up roaming when necessary.

. Roaming Threshold - This option set the threshold level used to determine when SW550XC should try to
connect to another access point when the wireless signal drops below the selected range. The available
thresholds are Low (25%), Normal (50%), and High (75%).

. Tx Power - This option allows user to set the SW550XC’s Transmission Power. The transmission power can
be reduced to prevent wireless interference to other wireless networks.

o Regulatory Domain — This can be selected from 4 options in the drop-down list box: CN(APL1_WORLD),
EU(ETSI2_WORLD), TW(APL3_FCCA), US(FCC5_FCCA), and VN(ETSI3_WORLD). Note that different
Regulatory Domains will result in different radio channels/frequencies being allowed SW550XC to operate
(see Channel setting in previous subsection).

. STP - The Spanning Tree Protocol is only available in the AP Client mode. Enable this option if STP is enabled
in the user’s network to prevent network loops by setting up the Forward Delay time. When disabled, SW550XC
will not forward STP Bridge Protocol Data Units (BPDUs).
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Note that if Wireless Profile or Ad-hoc mode (Paragraph 4.4.1 above) feature is enabled, Fast Handoff, Fast
Roaming and Roaming Threshold, and STP options will not be presented and supported, as shown below.

Advanced Settings -

Radio CF Enabled

P2P Buttan Enabled

Tx Power [100 » |24

*Regulatory Domain |US (FCC5_FCCA}  r |

STP |Disabled v | Forward Delay [0 |seconds

Save & Apply [Cancel

Figure 4.32 Wireless Advanced Settings Page when Wireless Profile is Enabled

After finish configuring the Advanced Settings, please click on “Save & Apply” button to keep the change that you
have made. A pop-up window with a message “Please wait for a while...” will appear briefly. Then, another pop-
up window with message “The settings have been completed” will be displayed. When the saving and applying are
finished, the pop-up window will disappear and the web browser will be redirected to the Operation Mode page. If
you want to cancel the change and reset all changes back to their original values, just click the Cancel button.
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4.5 Web configuration - Serial

451 COM Port Overview

Since details on Link Mode connectivity protocols and its settings of SW550XC series are given in the Link Modes
and Applications in Chapter 5, this section will only focus on the Serial Settings only. Figure below shows an
example of the COM 1 Port Settings where the upper part is dedicated for Link Mode settings and the lower part is
dedicated for Serial Settings. Note that similar settings page is applicable for COM 2 Port Settings on SW550XC

device.

COM 1 Port Settings -

LINK Mode

To choose specific working mode for COM 1 port.

Application

IF Filter

Source [P

Local Port

Maximum Connection

Response Behavior

&2 TCP Server " TCP Client ' UDP

TCF Servaer

[RAW v
Enable
D III o
4660
.1"'
Fequest & Response Mode
Feply to requester only
* Reply ta all
= Transparent Mode

To configure COM 1 port parameters.

Seral Seftings
Serial Interface ®RS232 ('RS422 O RS485(2-Wire) 'RS485(4-Wire)
Baud Rate |9600 v |bps
Parity = Mone “'Odd “Even ‘Mark '2Space
Data bits ‘5 bits "6 bits “'T bits =8 bits
Stop bits =1 bit- &2-bits
Flow Confrol =Mone XonfXoff L RTSICTS

Figure 4.33 COM 1 Port Setting Page
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452 COM Configuration

Figure below shows the Serial Settings part of COM port settings. Note that these settings need to match the
parameters on serial port of the serial device. Each option is later on described in detail.

Seral Settings
Serial Interface @ RS232 RS422 LRS485(2-Wire) URS485(4-Wire)
Baud Rate 0500 « bps
Parity @ Mone '_'0Odd "_Even Mark '_'Space
Data bits 5 bits (/6 bits (/7 bits @3 bits
Stop bits @1 bit )2 bits

Flow Control @hone XonKoff URTSICTS

| Save S Lpply | | Cancel | |Advann:ed Sethings |

Figure 4.34 Serial Settings Part of COM Port

B Serial Interface: This option allows selection between RS-232, RS-422, and RS-485 standards. Note that RS-
485 support both 2-Wire RS-485 and 4-Wire RS-485.

Baud Rate: The user can select one of the baud rates (from 110 to 921600 bps) from the drop-down list.
Parity: The available Parity options are None, Odd, Even, Mark, or Space.

Data Bits: The setting for Data Bits can be 5 bits, 6 bits, 7 bits, or 8 bits.

Stop Bits: The number of Stop Bits can be either 1 bit or 2 bits.

Flow Control: The user can choose among None (No Flow Control), RTS/CTS (Hardware Flow Control), or
Xon/Xoff (Software Flow Control). If Xon/Xoff is selected, the Xon and Xoff characters are changeable.
Defaults are 0x11 for Xon and 0x13 for Xoff. Note that these are hexadecimal number of ASCII characters (i.e.,
0x11 ="1"and 0x13 = '3"). If the connecting program or serial device would like to receive the Xon/Xoff signals
also, the user can enable the “Permit Xon/Xoff Character Pass Through” by checking the box in front of the
option.

After finish configuring the COM Port Serial Settings, click on Save & Apply button to keep the change that you
have made. Note that after click Save & Apply the web browser will remain on the Serial Settings page. If you want
to cancel the change and reset all changes back to their original values, just click the Cancel button. The Advanced
Settings button will be described in the next subsection.
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453 COM Configuration: Advanced Settings

For advanced details of COM port setting, click on Advanced Settings button at the end of Serial Settings page. It
will open another web browser window as shown below. Description of each option is explained as follows.

‘COM 1 Advance Settings

ADVANCED SETTINGS

APP-level
Receive  MIEnable [3600 (0~36000) seconds
Timeout
e Enable 60 (6~36000) seconds
TCP
Wait Time to
S]] (1~100) seconds
h?é]cﬁﬁir{n [] Close socket after medium is down for |0 (3~30) seconds.
Ml interval timeout |2 (1~30000) ms
P ®Auto(caculate by baudrate) OManual setting
Metwork W Discard Bytes | < V| B5535
Packet within the time interval(1~1024)bytes
Delimiter [ payx Bytes 1452 (within one packet: 1~1452 bytes)
Delimiters [ Character | 0x0d0a ("0x"+ASCI Code, Ex. Ox0d or Ox0d0a)
" ) [ Interval timeout 10 (1~30000) ms
Eé:ﬁ;“ o [ Max. Bytes 1452 {(within one packet:1~-1452 bytes)
Packet  [T|Character 0x0d0a | ("0x"+ASCII Code, Ex. 0x0d or Ox0d0a)
Delimiter

[ Send one character every |0 (0~1000) ms

R
Request & ool [MEnable [1000 |(0~80000) ms

Response Timeout (Work with Request & Response Mode only)

Serial FIFO W] Enable (Disabling this option at baud rates higher than

Serial 115200bps would result in data loss).

Serial Buffer I Empty serial buffer when a new TCP connection is established

Figure 4.35 Advanced COM Port Settings Page

TCP

" APP-level Receive Timeout: This option specifies the value of Application Level Timeout to force SW550XC
to actively close a TCP connection if SW550XC did not receive packet from application layer for some specific
inactivity period (i.e. no exchanged packets). The default value is 3,600 seconds. The maximum value is 36,000
seconds. Disabling this option means that SW550XC would never actively close an established connection.

. TCP timeout: By clicking the Enable box of TCP Timeout and input value in seconds between 6 an 36000, the
TCP-socket keep-alive feature in SW550XC will be enabled. After the timer expires, the TCP’s keep-alive
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procedure will send a keep-alive packet to its peer to check whether the connection is broken.

. Wait time to reconnect: The user can only use this feature when SW550XC is on TCP client mode. Aftera TCP
connection is closed, the device will wait for a specific interval of time before it creates a new socket. The
time interval can be set between 1 and 100 seconds.

. Check Medium: Due to the unstable nature of wireless connections, sometimes even the connection (physical
layer) is already broken, the TCP Server (application layer) is unaware and still active. Some applications
establish a new TCP connection instead of recycling an old connection, the existing TCP connection needs to
be automatically closed to allow a new incoming TCP Client connection. With this option, the user can set the
waiting time of the physical medium'’s recovery. The period of waiting time can be in between 3 to 30 seconds.
If the physical connection cannot be recovered in the previously set time, the TCP Server will forcefully close
the existing TCP connection. The default value is three seconds. Decreasing this value might result in
unfavorable network behavior.

Delimiters

. Serial to Network Packet Delimiter: Packet delimiter is a way of packing data in the serial communication. It
is designed to keep packets in track. SW550XC provides three types of delimiter: Time Delimiter, Maximum
Bytes and Character Delimiter. Note that the following delimiters (Interval, Max Byte and Character) when they
are selected are programmed in the OR logic. Meaning that if any of the three conditions were met, SW550XC
would transmit the serial data in its buffer over the network.

. Interval timeout: SW550XC will transmit the serial data in its buffer when the specified time interval has
reached and no more serial data comes in. The default value is calculated automatically based on the baud
rate. If the automatic value results in chopped data, the timeout could be increased manually by switching to
“Manual setting” (checking the radio button in Figure 3.35) and specifying a larger value in the text box above.
Note that the maximum interval is 60,000 milliseconds.

Attention
Manual Calculation of Interval Timeout

The optimal “Interval timeout” depends on the application but it must
be at least larger than one character interval within the specified baud

rate. For example, assuming that the serial port is set to 1200 bps, 8
data bits, 1 stop bit, and no parity. In this case, the total number of bits
needed to send a character is 10 bits (included 1 start bit), and the
time required to transfer one character is (10 (bits)/1200
(bits/s))*1000 (ms/s) = 8.3 ms. Therefore, you should set the “Interval
timeout” to be larger than 8.3 ms. Rounding 8.3 ms to the next integer
would give you 9 ms. Which can be set as your interval timeout.

. Discard Bytes: SW550XC will keep packets from the serial interface into its buffer, assemble data into a TCP
packet based on user’s setup condition, and then send the packet to the network. The compared condition to
discard data can be more than, less than, equal to, or non-equal to a specific number of data (in Bytes). Within
the timeout interval, if the condition is not satisfied, the data in buffer will be packed and sent out.
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" Max Bytes: SW550XC will transmit the serial data in its buffer when the specified length in the unit of bytes
has reached. The range of maximum bytes is between 1 to 1452 bytes. Enable this option if you would like
SW550XC to queue the data until it reaches a specific length. This option is disabled by default.

" Character: SW550XC will transmit the serial data in its buffer when it sees the incoming data include the
specified character (in hexadecimal (HEX) format). This field allows one or two characters. If character
delimiter is set to 0x0d, SW550XC will push out its serial buffer when it sees 0x0d (carriage return) in the serial
data. This option is disabled by default.

" Send one character every [1 ms: SW550XC will save packets received from the network to its buffer, while
kepp sending one character every designate time interval.

. Network to Serial Packet Delimiter: This group of options is the same as the delimiters described above, but
they control data flow in the opposite direction. SW550XC will store data from the network interface in its
queue. Until one of the delimiter conditions described above is met then SW550XC will send the data over to
the serial interface.

. Character Send Interval: This option specifies the time gap between each character. When set to one second
(1000ms), SW550XC would split the data in the queue and only transmit one character (a byte) every 1 second.
The maximum value for this option is 17000 milliseconds or 1 second. This option is disabled by default.

. Response Interval Timeout: This option only affects the Request & Response Mode and has no effect on the
Transparent Mode. Please see the discussion about Request & Respond Mode versus Transparent Mode later.
When TCP data is received (a request from network) and passed to serial device side, the SW550XC device
will wait for the set time before transferring another TCP data if the serial device side did not receive any data
(no response from the serial device). The maximum value for this option is 60,000 milliseconds or 1 minute.

Serial

] Serial FIFO: By default, SW550XC has its First-In-First-Out (FIFO) function enabled to optimize its serial
performance. In some applications (particularly when the flow control mechanism is enabled), it may deem
necessary to disable the FIFO function to minimize the amount of data that is transmitted through the serial
interface after a flow off event is triggered to reduce the possibility of overloading the buffer inside the serial
device. Please note that disabling this option on baud rates higher than 115200bps would noticeably reduce
the data integrity.

. Serial Buffer: By default, SW550XC will empty its serial buffer when a new TCP connection is established.

This means that the TCP application will not receive buffered serial data during a TCP link breakage. To keep
the serial data when there is no TCP connection and send out the buffered serial data immediately after a

TCP connection is established, you can disable this option.

After finish configuring the COM Port’s Advanced Settings, please click on Save & Apply button to keep the
change that you have made. There will be a “Save Successfully” message show up on the same browser window
of Advanced Settings page. Then, the Advanced Settings browser window will be closed automatically and you
will be returned to COM 1 Port Setting page.
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4.6 Web configuration - SNMP/Alert Settings

The Simple Network Management Protocol (SNMP) is used by network management software to monitor devices
in a network, to retrieve network status information of the devices, and to configure network parameters of the
devices. The SNMP Settings page showed below allows user to configure SW550XC device so that it can be viewed
by third-party SNMP software.

SNMP/ALERT Settings

The SNMPis used in network management systems to monitor network-attached devices for conditions that
warrant administrative attention.

Basic Data Objects

System Contact contact

System Name O0G0ED144F3A
System Location location

SNMP Enable

Fead Communit public

Write: Commilinit private

SHNMP Trap Server
SNMP Trap Server 0.00.0

Event alert settings

Alert Type Email SNIMP Trap

Cold start

Warm start

Wireless Disassociated
Wireless Associated
Authentication Failure
IP Address Changed
Fassword Changed

Save & Apply|Cancel

Figure 4.36  SNMP/Alert Settings Page

SW550XC provides three basic SNMP fields which are: “System Contact” usually used to specify the device's
contact information in case of emergency (default value is “contact”), “System Name” usually used to identify this
device (default value is the MAC Address of SW550XC), and “System Location” usually used to specify the device
location (default value is “location”). To make the device information available for public viewing/editing, you can
enable the SNMP function by checking the Enable box and fill in the two passphrases (or SNMP Community Strings)
below it. By filling in the passphrase for the “Read Community”, SW550XC device allows other network
management software to read its information. By filling in the passphrase for the “Write Community”, SW550XC
device allows other network management software to read/modify its information. The default SW550XC’s SNMP
Community Strings (or passphrases) for Read Community and Write Community as shown in Figure 3.36 are
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“public” and “private”, respectively.

Additionally, you can setup a SNMP Trap server in the network to receive and collect all alert messages from
SW550XC. To configure SW550XC to dispatch alert messages originated from any unexpected incidents, you can
fill in the IP Address of the SNMP Trap Server in the field shown above. Note that any changes in these settings
will take effect after the SW550XC device is restarted.

Under the SNMP Trap server, there is a list of Alert Type under Event alert settings box. There are two possible
actions for each alert event: Email and SNMP Trap. You can enable the associated action(s) of each alert event by
checking the box under the column of Email and/or SNMP Trap. When the Email box is checked and the
corresponding event occurs, it will trigger an action for SW550XC to send an e-mail alert to designated addresses
configured in the E-Mail Settings (described in the next section). When the SNMP Trap box is checked and the
corresponding event occurs, it will trigger an action for SW550XC to send a trap alert to the designated SNMP Trap
server.

There are seven events that will trigger the alarm from SW550XC as listed in figure above. These alerts are useful
for security control or security monitoring of the SW550XC device:

" Cold Start: This event occurs when there is a power interruption.

" Warm Start: This event occurs when the device resets.

] Wireless Disassociated: This event occurs when wireless interface (IEEE 802.11) of SW550XC disassociates
from an Access Point.

] Wireless Associated: This event occurs when wireless interface (IEEE 802.11) of SW550XC associates with
an Access Point.

" Authentication Failure: This event occurs when an incorrect username and/or password are entered which
could indicate an unauthorized access to the SW550XC.

" IP Address Changed: This event occurs when the SW550XC device's IP address is changed.

. Password Changed: This event occurs when the administrator password is changed.

After finish configuring the SNMP/Alert Settings, please click on Save & Apply button to keep the change that
you have made and to apply your setting. A pop-up window with message “Please wait for a while...” will be
displayed. When the saving and applying are finished, the pop-up window will disappear and the web browser will
remain on the SNMP/Alert Settings page. If you want to cancel the change and reset all changes back to their
original values, just click the Cancel button.

4.7 Web configuration - E-mail Settings

When SW550XC device raises an alert and/or a warning message, it can send an e-mail to an administrator's
mailbox. This E-mail Settings page allows you to set up the SW550XC to be able to send an e-mail. Figure below
shows the E-mail Settings page in which there are two configurable parts: E-mail Address Settings and E-mail
Server. First for the E-mail Address Settings part, a Sender's e-mail address is required to be filled in the Sender’s
text box which will be used in the From field of the e-mail. Note that the maximum length of sender email address
is 48 characters. Then, for the Receiver's text box you can enter multiple recipients which will be used in the To
field of the e-mail. Note that to fill in multiple receiver e-mail addresses in the Receiver's text box, please separate
each e-mail address with semicolon ().
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E-mail Settings SW5502C

E-mail Settings

E-mail Address Settings
Sender

Feceiver

A

Use a semicolon ;) to delimit the receiver's e-mail address.

E-mail Server

SMTP Server

Authentication SMTP server authentication required. " ' Enable TLS/SSL.
User name

Password

The maximum length of sender email address is 48 characters

The maximum length of SMTP server address is 21 characters

|Save & Apply| [Send Test Mail| |ICancel|

Figure 4.37 E-mail Settings Page

Second for the E-mail Server part, you must enter an IP address or Host Name of a Mail Server which is in your
local network in the SMTP Server's text box. Note that the maximum length of SMTP server address is 31
characters. If your Mail Server (or Simple Mail Transfer Protocol (SMTP) Server) requires a user authentication, you
must check the “SMTP server authentication required” box in the Authentication option. After enabling this option,
you can fill in the Username and the Password below. Please consult your local network administrator for the IP
address of you Mail Server and the required Username and Password. At the end of the page, there is a Send Test
Mail button for you to click to verify whether the E-mail Settings are configured correctly. Note that after clicking
the Send Test Mail button, a pop-up window with message “Please wait for a while...” will be displayed and will
be followed with another pop-up window indicating the success or failure status of sending test e-mail. Figure
below shows a pop-up window indicating a failure of sending a test e-mail.

Message from webpage @

'N_q Error! the email sending failed.

Figure 4.38 Sending Test E-mail Failed
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Attention

Itis also important to setup Default Gateway and DNS Servers in the Network
Settings properly so that SW550XC can lookup domain names and route the
e-mails to the proper default gateway. Please see the Default Gateway and
DNS Sever Settings in Section 4.3 above

After finish configuring the E-mail Settings, please click on Save & Apply button to keep the change that you have
made and to apply your setting. A pop-up window with message “Please wait for a while...” will be displayed.
When the saving and applying are finished, the pop-up windows will disappear and the web browser will remain on
the E-mail Settings page. If you want to cancel the change and reset all changes back to their original values, just
click the Cancel button.

4.8 Web configuration - Log Settings

4.8.1 System Log Settings

The Syslog function is turned on by default and cannot be turned off for SW550XC. It is used to keep log for system
events and report to an external Syslog server if necessary. Figure below shows the System Log Settings page
under the Log Settings menu. Description of each option is as follows.

roystem Log Settings

Enable Log Event to Flash [Enabled

Enable Syslog Server [Enabled
IP Address [0.0.0.0 |
Syslog Server Service Port [514 [(1~65535, default=514)

[Save & Apply|[Cancel

Figure 4.39 System Log Settings Page

B Enable Log Event to Flash: When the check box is enabled, SW550XC will write log events to the local flash.
Otherwise the log events would be cleared when the device restarts because they are stored in the RAM by
default.

B Enable Syslog Server: When the check box is enabled, it will allow SW550XC to send Syslog events to the
remote Syslog server with the specified IP address (next option). All the data sent/received from serial
interface will be logged and sent to Syslog Server.

B IP Address: The user must specify the IP address of a remote Syslog Server in this field.

B Syslog Server Service Port: This option allows user to specify the remote Syslog Server Port. Note that the
default port number is 514.

After finish configuring the System Log Settings, please click on Save & Apply button to keep the change that you

have made and to apply your setting. A pop-up window with message “Please wait for a while...” will be displayed.

When the saving and applying are finished, the pop-up window will disappear and the web browser will remain on
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the System Log Settings page. If you want to cancel the change and reset all changes back to their original values,
just click the Cancel button.

4.8.2 COM Log Settings

Transmitted data through COM port could be logged for recording or debugging purposes. Additionally, the logs
could be reported to an external Syslog server as well. Figure 3.40 shows the COM Log Settings page under the Log
Settings menu. Description of each option is explained as follows.

Log Settings > COM Log Settings SwW5502C

‘COM Log Settings

Enable Log Event to

Flash [Enabled

[Log Data Contents ~ Types @HEX OASCII

COM Ports Lcom1 Clcomz

Enable Syslog Server [Enabled

IP Address 10.0.0.0 |

Syslog Server Service

o 514 [(1~65535, default=514)

Transfer Log Data by FTP [ _Enabled
FTP IP Address [0.0.0.0 |

FTP Server Service Port | (1~65535, default=21)

FTP Username | |
FTP Password | |

Transfer Log Data by Email [_JEnabled (refer to "E-Mail Settings")
Transfer Time Interval [ ]hour(s)

|Save & Apply| |Cance||

Figure 4.40 COM Log Settings Page

] Enable Log event to Flash: When the Enabled box is checked, all the serial logs are saved into flash. The
maximum number of files is 5, while each file contains 15K bytes.

. Log Data Contents: if this option is enabled, the COM logging function will log the content’s data that is being
transmitted and received in raw bytes. If this option is disabled, COM logging function will only log the length
of data to reduce system load.

] Data types: There are two radio buttons which are hexadecimal (HEX) and ASCII for user to select the desired
logged data’s format.

" COM Ports: The user can select which port(s) will be logged by checking the corresponding boxes.

. Enable Syslog Server: Enabling this option would allow user to send COM logs to a remote Syslog server. It
is possible to send COM logs to the same Syslog server used previously for event logging (See Chapter 4.8
above).

. IP Address: When the Syslog Server is enabled, please specify the remote Syslog server's IP address in this
field.
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" Syslog Server Service Port: This option allows user to specify the remote Syslog Server Port. Note that the
default port number is 514.

. Transfer Log Data by FTP: If the Enabled box is checked for this option, the COM log will be sent out by FTP
client every specific time interval. The user also needs to specify the next four fields for FTP data transfer.

. FTP IP Address: This is the IP address of the FTP server that the log will transfer to.

. FTP Server Service Port: This is the service port for FTP service. The default service port number for FTP
server is 21. However, the user can specficy the port number in between 1 and 65535.

. FTP Username: This is the username for an account on the FTP server. It will be used to login to the FTP
server.

" FTP Password: This is the password for an account on the FTP server. It will be used to authenticate the
account on the FTP server.

. Transfer Log Data by Email: When the Enabled box is checked for this option, a COM log will be sent out by
E-mail every specific time interval (the next field). Note that the user must set up an E-mail information
correctly to be able to transfer log data by E-mail as shown above. Please see the detail explanation of the E-
mail Settings in Chapter 4.7 above.

. Transfer Time Interval: This an interval in hours that the user can specify for the log to be transferred.

After finish configuring the COM Log Settings, please click on Save & Apply button to keep the change that you
have made and to apply your setting. A pop-up window with message “Please wait for a while...” will be displayed.
When the saving and applying are finished, the pop-up window will disappear and the web browser will remain on
the COM Log Settings page. If you want to cancel the change and reset all changes back to their original values,
just click the Cancel button.

4.8.3 Event Log

This page displays the current event log stored in the SW550XC device. Figure below shows an example of logged
event. Each record of the log consists of Index, Date, Time, Startup Time, Level and Event description.

it
i

Event Log
Index Date Time Startup Time Level Event
20000101 00:14:43 00dDOR13m31s  error syslog: Cold Start
Last Pags|Next Page
Show All EventsiClear All Events|
Save To File

Figure 4.41 Event Log Page
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At the end of the Event Log page, there are two buttons which can be used to navigate through all records. You
can click on the “Last Page” button to go to the last page of the log and click on the “Next Page” button to go to
the next page. To display all events in one page, you can click on “Show All Events” button. By clicking on “Clear
All Events” button, you can clear all events stored in the device and the Event Log will be empty with a message
“There is no event”. To save all events to a local file (on your personal computer), you can click on “Save To File”

button.

4.8.4 COM DataLog

This page displays the current COM data log stored in the device. The desired COM port number can be selected
from the COM x Log drop-down list in Figure 3.43, which allows it to display logs from different COM ports. An
example of COM 1 Log is shown in Figure 3.43. The first three lines were set to log length of data while the last four
lines were set to log data’s content. The letter R refers to “Received data” while letter T refers to “Transmitted data”.
The number in the bracket, “()", is the length of the data in Bytes. Each record of the log consists of Index, Date,
Time, Startup Time, Level and Event.

COM Datalog
COM 1~ |Log
Startup
Index Date Time Yo Level Event
There is no event.
Last Fage Next Fage

Show All Eve nts_'Q'Ie:'ir All Events|

Figure 4.42 COM Datalog Page

At the end of the COM Datalog page, there are two buttons which can be used to navigate through all records. You
can click on the “Last Page” button to go to the last page of the log and click on the “Next Page” button to go to
the next page. To display all events in one page, you can click on “Show All Events” button. By clicking on “Clear All
Events” button, you can clear all events stored in the device and the COM DatalLog will be empty with a message
“There is no event”. To save all events to a local file (on your personal computer), you can click on “Save To File"
button.
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49 Web configuration — System Setup

4.9.1 Date/Time Settings

Date and time can be set manually or using Network Time Protocol (NTP) to automatically synchronize date and
time of SW550XC with a Time Server. Figure below shows the Date/Time Settings page. Note that the Current
Date/Time will be updated automatically on this page. To enable automatic time synchronization, please check the
“Obtain date/time automatically” box in the NTP option below NTP Server Settings part. Then proceed to enter
the IP address or host name for the NTP Server. Note that if a host name is entered, the DNS server must be
configured properly (see detail in Section 4.3 above). Additionally, a Time Zone can be selected as well from the
drop-down list. Daylight Saving Time Setting is enabled when Enable Daylight Saving Time box is checked. When
it is enabled, the user can select the detailed setting, such as Start Date and End Date with Offset. Manual Time
Settings can be set in the lower part where user can set Date and Time using corresponding drop-down lists.

Date/Time Settings
The NTP {Metwerk Time Protocel) is used to synchronize the datefime from the NTP server.
Current Date/Time
1/Jan /2000 00:23:42

NTP Server Settings

NTP Obtain dateftime automatically
NTP Server pool.ntp.org
Time Zone GMT+08:00) Taipe v

Daylight Saving Time Settings
Enable Daylight Saving Time

Start Date — v |- «|/|Sun r |[[[00 r | (Month /' Week / Date f Hour)
End Date — v [fl—-  «[f[Sun r [f00 r |(Month /Week !/ Date / Hour)
Offset D~

Manual Time Settings

Date 01« |/|Jan « [/ 2000

Time 00w 2|22 v 2|52 v |(HH: MM : 55)

Save & Apply (Cancel

Figure 4.43 Date/Time Settings Page

Attention

It is also important to setup Default Gateway and DNS Servers in the Network Settings
properly (See Section 3.5), so SW550XC can lookup DNS names and point to the proper
NTP server.

After finish configuring the Date/Time Settings, please click on Save & Apply button to keep the change that you
have made and to apply your setting. A pop-up window with message “Please wait for a while...” will be displayed.
When the saving and applying are finished, the pop-up window will disappear and the web browser will remain on
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the Date/Time Settings page. If you want to cancel the change and reset all changes back to their original values,
just click the Cancel button.

49.2 Admin Settings

The SW550XC Series allows user and password management through this Admin Settings page under System
Setup menu. By default, the user name is “admin” and the password is “default”. To set or change their values, you
can enter the information in the User name, the Old password, the New password and the Repeat new password
fields as shown below.

Admin Settings

Set up the login user name and password.

Account Settings

User name admin
Old password

Mew password

Fepeat new password

Web mode
Web maode EHTTR S HITPS

[Save & Apply| [Cancel

Figure 4.44 Admin Settings Page

There are two ways to access SW550XC’s Web User Interface (Web Ul). The first one is via Hypertext Transfer
Protocol (HTTP) and the other is via Hypertext Transfer Protocol Secure (HTTPS). For enhanced security, it is
recommended to use the encrypted HTTPS protocol. Note that HTTP uses port 80 while HTTPS uses port 433. You
can configure whether to add security layer (or encryption) for Web Ul configuration via the Web mode option by
choosing between HTTP and HTTPS radio buttons.

After finish configuring the Admin Settings, please click on Save & Apply button to keep the change that you have
made and to apply your setting. A pop-up window with message “Please wait for a while...” will be displayed as
shown in Figure 4.15. Another pop-up window will be displayed to re-authenticate the user to access the Web Ul of
SW550XC as shown in Figure 4.11. You must re-enter the username and the password to login to the SW550XC.
When the saving, applying, and re-authentication are finished, the pop-up windows will disappear and the web
browser will remain on the Admin Settings page. If you want to cancel the change and reset all changes back to
their original values, just click the Cancel button.
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493 Firmware upgrade

Updated firmware for SW550XC is provided by Atop from time to time (for more information please visit Atop News
& Events webpage) to fix bugs and optimize performance. It is very important that the device is NOT turned off or
powered off during the firmware upgrading, (please be patient as this whole process might take up to 7 minutes).
Before upgrading the firmware, please make sure that the device has a reliable power source that will not be
powered off or restarted during the firmware upgrading process.

To upgrade a new firmware to SW550XC, please downloaded the latest firmware for your SW550XC model from
the download tab on the SW550XC product page or from the Download page under the Support link on Atop’s main
webpage. Then, copy the new firmware file to your local computer. Note that the firmware file is a binary file with
“.dld” extension. Next, open the Web Ul and select Firmware Upgrade page under the System Setup menu. Then,
click “Browse” button as shown in below Figure to find and choose the new firmware file. Then, click “Upload”
button to start the firmware upgrade process. The program will show the upload status. Please wait until the
uploading process is finished (the amount of time varies depending on the equipment used). Finally, the SW550XC
device will then proceed to restart itself. In some cases, you might require to re-configure your SW550XC device.
To restore your backup configuration from a file, please see the procedure in the next subsection.

Firmware Uparade

To upgrade the firmware, browse to the location ofthe new firmware binary file (did) and click
Upload button. In some cases, the device reconfiguration is required.

Select newfirmware Browse...
Upload

Figure 4.45 Firmware Upgrade Page

Note: if the firmware upgrade process fails and the device becomes unreachable, please follow the TFTP recovery procedure on the Emergency
System Recovery.

49.4 Backup/Restore Settings

Once all the configurations are set and the device is working properly, the user should back up the current
configuration of SW550XC. The backup configuration file can be used when the new firmware is uploaded and the

device is reset to a factory default settings. This is done to prevent accidental loading of incompatible old settings.
The backup configuration file could also be used to efficiently deploy multiple SW550XC Series devices of similar
settings by uploading these settings to all devices.

To back up configuration, click “Backup” button under the Backup Configuration part as shown in below Figure,
and a pop-up dialog will prompt the user for saving the backup file (station.ini) on user’'s computer. It is important
NOT to manually modify the saved configuration file by any editor. Any modification to the file may corrupt the
file and it may not be used for later restoration.

Please contact Atop authorized distributors for more information on this subject.
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To restore the backup configuration, click “Browse” button under the Restore Configuration part as shown in Figure
below to locate the backup configuration file on user’'s computer. Then, click on “Upload” button to upload the
backup configuration file to the device. Once the backup configuration file is successfully uploaded, the device will
restart. Note that the time needed for this process may vary on the equipment used.

System Setup > Backup/Restore Setting SW5502C

Backup & Restore Configuration

Backup Configuration
Click Backup to save the current configuration to your computer.

Backup

Restore Configuration
Browse a backup configuration file and click Upload button to restore the device’s
configuration.

Choose File | Mo file chosen Upload

Figure 4.46 Backup/Restore Setting Page

495 Management List

The Management List is used to filter the MAC addresses that can have access to the Web management interface
or Web Ul. When Management List is enabled, only the MAC addresses entered in the list of allowed MAC address
can gain access to the Web Ul of SW550XC. Check the radio button in front of the “Allow uses with MAC addresses
listed below” to enable the MAC address list. Note that the Access Control List allows user to input up to 10 MAC
addresses and must be entered in the XX:XX:XX:XX:XX:XX format (where XX are hexadecimal numbers).
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Management List

MAC address-based filtering method to control access to the device's web interface.

= Disable Management List
Allow uses with MAC addresses listed below

The fist of allowed MAC address
MALC Address 1
MAC Address 2

MAC Address

MAC Address

[50 [ R  * ]

MAC Addres

[1¢]

MAC Address 6
MAC Address 7
MAC Address &
MAC Address @

MAC Address 10

Figure 4.47 Management List Page

After finish configuring the Management List, please click on Save & Apply button to keep the change that you have
made and to apply your setting. A pop-up window with message “Please wait for a while...” will be displayed.
When the saving is finished, the pop-up window will disappear and the web browser will remain on the Management
List page. If you want to cancel the change and reset all changes back to their original values, just click the Cancel
button.

4.9.6 Ping

The Web Ul of SW550XC has an interface to call Ping, which is a network diagnostic utility for testing reachability.
You can use the Ping function to determine whether SW550XC can reach the gateway or other devices in the
network. To use the Ping, enter a destination IP address in the text box behind the Ping To and click Start button
as shown in Figure 3.49. This process usually takes around 20 seconds. The two figure below represent a
successful ping without packet loss from SW550XC to the address 10.0.50.201 and back, and the connecting
device at the address 10.0.50.202 is unreachable in which no packets have returned from the transmitted ping
packets.
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System Setup > Ping SWh502C

Ping

Ping To (10.0.50.100 | [Start

PING 10.0.50.100 (10.0.50.100): 5& data bytes

84 bytes from 10.0.50.100: seq=0 ttl=&4 time=0.5&64
84 bytes from 10.0.50.100: seg=1l ttl=64 time=0.293&
84 bytes from 10.0.50.100: seq=2 ttl=&4 time=0.256&
84 bytes from 10.0.50.100: seg=3 ttl=64 time=0.253

-—— 10.0.50.100 ping statistics ——-

round-trip min/avg/max = 0.256/0.343/0.564 m3

Figure 4.48 Successful Ping with No Packet Loss

m3
m3
m3
m3

4 packets transmitted, 4 packets received, 0% packet loas

System Setup > Ping SWh502C

Fing

Ping To [10.0.50.2 | [Start

FING 10.0.50.2 ({10.0.50.2): 5& data bytes

-—-= 10.0.50.2 ping statistica ---

Figure 4.49 Unsuccessful Ping with 100% Packet Loss

4 packets tranamitted, 0 packets receiwved, 100% packet lcas
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4.10 Web configuration — Reboot and Restore to default Settings

To manually reboot the SW550XC device, click on the “Reboot” button at the end of the Reboot page. The device
will then restart. A pop-up window with a message "Please wait for a while...” will be displayed with a countdown
number in seconds. If a restoration to the factory default settings is needed, please check the “Reset” box before
clicking on the Reboot button. When the rebooting process is finished, the pop-up window will disappear and the
web browser will be redirected to the Operation Mode page.

Reboot SW5502C

Reboaot

Click Reboot to have the device performing a software restart.

‘Wait a minute before logging into the device again.

Adjust your PC LAN and WLAN setting according to the new device’s configuration if needed.

Festore to Default Settings
Check Reset box and click Reboot if you need
to restore the device to factory default settings.

Feset

[Re bnny

Figure 4.50 Reboot Page

Figure 4.51 Pop-up Windows while Rebooting SW550XC with Reloading Countdown in Seconds
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5 Link modes and Applications

5.1 Link Mode Configuration

SW550XC Series supports different Link Modes which are TCP Server, TCP Client, and UDP. The Link Mode
describes the role of SW550XC and the connection between SW550XC device and other remote devices in the
network which would like to communicate with serial devices on SW550XC’'s COM ports. Under the three Link
Modes, TCP Server mode can support RAW, Virtual COM, Reverse Telnet, or Pair Connection Master applications,
while TCP Client mode can support RAW, Virtual COM, or Pair Connection Slave applications. Note that UDP mode
does not have the same supported applications as the previous two TCP modes.

Discussion on how to setup different Link Modes properly will be presented in the following sections. Figure below
show the Link Mode options for COM 1 port which can be found on COM 1 page under Serial menu of Web Ul (See
details on Serial Settings in Chapter 4.5 above).

LINK Mode
To choose specific working mode for COM 1 port.

@ TCP Server "/TCP Client “'LIDP
Figure 5.1 Link Mode Options for COM 1 Port

5.1.1 Link Mode: Configure SW550XC as a TCP Server

SW550XC Series can be configured as a Transport Control Protocol (TCP) server in a TCP/IP network to listen for
an incoming TCP client connection to a serial device. Figure 4.2 depicts an example of a PLC (serial) device which
is connected to SW550XC on a serial bus where a remote host computer is sending a request via Ethernet network.
After the connection is established between the serial device server (SW550X) and the remote host computer
(remote TCP client) in the figure, data can be transmitted in both directions. This also applies whenever the Virtual
COM (VCOM) application is running on server mode. Please note that this is the SW550XC device's default link
mode.

TCP Server Mode

Host Computer

|
g

o
Z2 4
P

2
. SW550XC V
" Serial Bus
PLC

Figure 5.2 An Example of TCP Server Link Mode
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The default Link Mode of SW550XC is the TCP Server mode. Below an example of configuration setting for TCP
Server Link Mode under the COM 1 page. There are additional connection settings that can be configured as shown
in Figure below. By selecting the TCP Server Link Mode, a TCP Client program on a remote host computer should
be prepared to connect to SW550XC. Please follow the following steps to configure connection settings of the Link
Mode for each COM port.

LINK Mode

To choose specific working mode for COM 1 port.

® TCP Server O TCP Client ) UDP

TCP Server
Application RAW v
IP Filter (] Enable
Source IP
Local Port 4660
Maximum Connection 1 =

(O Request & Response Mode
Reply to requester only
Reply to all

@ Transparent Mode

Response Behavior

Figure 5.3 Connection Settings for TCP Server Link Mode
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m  Click onthe “‘COM1 “link on the menu frame on the left hand side of Web Ul to go to COM 1 page as shown
in Figure 4.4. Note that if you would like to configure COM 2, please follow the same procedures.

COM 1 Port Settings

LINK Mode
To choose specific working mode for COM 1 port.

& TGP Server ' TGP Clent "2 UDP

TCP Server
Application | Virtual COM v |
IP Filter I Enable
Source P b 1 |jp |
Local Port 4660 |
Maximum Connection 1r

Reguest & Response Mode
Reply to requester only
* Reply to all
* Transparent Mode

Fesponse Behavior

To configure COM 1 port parameters.

Senal Seltings
Serial Interface ®RS232 UR5422 L RS485(2-Wire) L RS485{4-Wire)
Baud Rate 35400 = |bps
Farity ‘None “Odd wEven “Mark ‘“'Space
Data bits 25 bits *'6 bits =7 bits *. 8 bits
Stop bits 1 bit =32 bits
Flow Control = MNone - Xon/Xoff DRTSICTS

Figure 5.4 TCP Server Link Mode Settings under COM 1 Page

B Select TCP Server radio button in the Link Mode options. Note that TCP Server is the default Link Mode for
COM port of SW550XC.

B Under the TCP Server section, you will find the following options.
1)  Application: There are 4 different communication applications to choose from here:
® RAW: There is no protocol on this mode which means that the data is passed transparently.

® Virtual COM: The Virtual COM protocol is enabled on the serial device to communicate with a
virtualized port from a remote client. It is possible to create a Virtual COM port on Windows/Linux
in order to communicate with the serial device as a remote client.

® Reverse Telnet: This application is used to connect the serial device and another serial device
(usually a Terminal Server) with a Telnet program. Telnet programs in Windows/Linux usually



SW5501C-SW5502C Link modes and

Wireless Serial Server User Manual Applications

require special handshaking to get the outputs and formatting to show properly. The SW550XC
series will interact with those special commands (CR/LF commands) once Reverse Telnet
application is enabled.

® Pair Connection Master: This application is used when the user want to pair two serial devices
over the Ethernet network.

1. IP Filter: This option will enable the Source IP option below. When this option is checked,
SW550XC will block or filter out all other IP addresses from accessing the COM port except the
one specified in the Source IP.

2. Source IP: This option specifies the remote client's Source IP which will be transmitting data to
our TCP Server (on SW550X). In other words, our TCP Server will only allow data from this IP
address to flow (hence its own name implies Source IP). Note that only one source is allowed.

3.  Local Port: This option specifies the port number that the TCP Server (on SW550X) should listen
to. It is also used by the remote TCP client to connect to the TCP server. The default local port
is 4660. You can enter different port number in this option.

4.  Maximum Connection: This option specifies the maximum number of remote devices/clients
(with maximum of 4 clients) that can be connected to the serial device on this COM port.

5.  Response Behavior: This option specifies how SW550XC will proceed or behave when it receives
requests from remote connected hosts in which we will have the following options:

® Request & Response Mode: Under this mode, the COM port on SW550XC will hold requests from
all other remote connected hosts until the serial device replies or the Response Interval Timeout
takes into effect to discard it; however, unrequested data sent from the serial device would be
forwarded to all connected hosts. Additionally, user can specify how a reply message from the
serial device will be sent to the remote connected hosts with two possible options:

o Reply to requester only: The COM port will reply to the remote connected host who has
requested the data only.

o Reply to all: Areply is sent to all remote connected hosts.

® Transparent mode: The COM port on SW550XC will forward requests from all remote connected
hosts to the serial device immediately and reply to all remote connected hosts once it receives
data from the serial device.

B For other Serial Settings on the same configuration page please go to Section 4.5.2 and for Advanced
Settings please go to 4.5.3 above.

B After finish configuring the Link Mode, please scroll down to the bottom of the page and click on “Save &
Apply” button to save all the changes that you have made.

Note: LINK1 is associated with COMT; LINK2 is associated with COM2, and so on.
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5.1.2 Link Mode: Configure SW550XC as a TCP Client

SW550XC Series can be configured as a TCP client in TCP/IP network to establish a connection to a TCP server on
a remote host computer. Figure 5.5 depicts an example of two serial card readers connected to two different
SW550XC devices where both SW550XC devices are on the same Ethernet network as the remote host computer.
The arrow in Figure 5.6 indicates the connection request from the client side of TCP connection. After the
connection is established, data can be transmitted between a serial device (connected to the COM port of SW550X)
and a remote host computer in both directions. This also applies to Virtual COM application running in the client
mode.

TCP Client Mode

Host Computer

«% >

SW550XC
SW550XC

S Senal Bus

Card Reader

Card Reader

Figure 5.5 An Example of TCP Client Link Mode

Below is shown an example of configuration setting for TCP Client Link Mode under the COM 1 page. There are
additional connection settings that can be configured. By selecting the TCP Client Link Mode, a TCP Server program
on a remote host computer should be prepared to accept a connection request from SW550XC. Please follow the
following steps to configure connection settings of the Link Mode for each COM port.

TCP Server @ TCP Clignt _'UDP

TCP Client
Application RAW -
Destination 1P 1 m .o .50 .1
Destination Port 1 46a0
Destination 2 Enable
Destination IP 2 oL@ L L
Destination Port 2 4aa0

Request & Response Mode
Reply to requester only
YReply to all
@ Transparent Mode

Response Behavior

Figure 5.6 Connection Settings for TCP Client Link Mode
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B Click on the ‘COM1 “link on the menu frame on the left side of Web Ul to go to COM 1 page as shown in
Figure 4.7. Note that if you would like to configure COM 2, please follow the same procedures.

COM 1 Port Settings

LINK Mode
To choose specific working mode for COM 1 port.

TCP Server ®TCP Client ' UDP

TCP Client
Application Virtual COM r
Destination IP 1 b b |p Lo
Destination Port 1 4660 |
Destination 2 Enable
Destination IP 2 o |p |p |p
Destination Port 2 4660

FRequest & Response Mode
Reply to requester anly
Reply toall

= Transparent Mode

Response Behavior

To configure COM 1 port parameters.

Senal Settings
Serial Interface  '®'RS232 RS5422 (UR3485(2-Wire) " RS485(4-Wire)
Baud Rate 35400 = |bps
Parity MNone “2'0dd ®Even “Mark '“'Space
Diata bits 5 bits 6 bits =7 bits ©/8 bits
Stop bits 1 bit =2 bits

Flow Control = None U xoniXoff WRTSICTS

\Save & Apply [Cancel Advanced Settings|

Figure 5.7 TCP Client Link Mode Settings under COM 1 Page

B Select TCP Client radio button in the Link Mode options.
B Under the TCP Client section, you will find the following options.

1)  Application: Only three communication applications are available here: RAW, Virtual COM and Pair
Connection Slave in which their definitions are the same as described in Section 5.1.1 above.

2) Destination IP 1: Please specify the preferred Destination IP address of the TCP Server program
on the remote host in this field. This should match the IP settings of the TCP Server program.

3) Destination Port 1: Please specify the preferred Port number of the TCP Server program on the
remote host in this field. Once again, this should match the IP setting of the TCP Server program.

4) Destination 2: You can enable second remote destination for TCP connection if necessary by
checking on the Enable box in this option. Two different TCP servers can be set for redundancy.
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5) Destination IP 2: Please specify the preferred Destination IP address of the second TCP Server
program on the remote host in this field. This should match the IP settings of the second TCP
Server program.

6) Destination Port 2: Please specify the preferred Port number of the second TCP Server program
on the remote host in this field. Once again, this should match the IP setting of the second TCP
Server program.

7) Response Behavior: This option specifies how SW550XC will proceed or behave when it receives
request from remote connected hosts. The description of each option is the same as described in
previous subsection (Section 5.1.1 above).

B For other Serial Settings on the same configuration page please go to Section 4.5.2 and for Advanced
Settings please go to 4.5.3 above.

B After finish configuring the Link Mode, please scroll down to the bottom of the page and click on "Save &
Apply” button to save all the changes that you have made.

5.1.3 Link Mode: Configure SW550XC in UDP

Since User Datagram Protocol (UDP) is a faster transport protocol than TCP but it is a connectionless transport
protocol, it does not guarantee the delivery of network datagram. SW550XC also supports connectionless UDP
protocol compared to the connection-oriented TCP protocol. The SW550XC Series can be configured to transfer
data using unicast or multicast UDP from the serial device to one or multiple host computers. The data can be
transmitted between a serial device and a remote host computer in both directions.

There is no server or client concept on this protocol. All networked devices are called peers or nodes. Therefore,
you only need to specify the Local Port that SW550XC should listen to and specify the Destination IPs of the remote
UDP nodes. Figure below illustrates an example of UDP Link Mode in which a serial display device is connected on
a serial bus and SW550XC. Two remote host computers, which are on the same Ethernet network as SW550XC,
can both send UDP datagram or messages to the serial display device through SW550XC.

Host Computer

UDP Mode

L SWS550XC

Serial Bus

Display

Figure 5.8 An Example of UDP Link Mode
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Figure 5.9 shows an example of configuration setting for UDP Link Mode under the COM 1 page. There are
additional connection settings that can be configured as shown below. Please beware that even though UDP
provides better efficiency in terms of response time and resource usage, it does not guarantee data delivery. It is
recommended to utilize UDP only with cyclic polling protocols where each request is repeated and independent,
such as Modbus Protocol. Please follow the following steps to configure connection settings of the Link Mode for
each COM port.

LINK Mode
To choose specific working mode for COM 1 port.

TCP Server ' TCP Client @ UDP

UubP
Local Port: 4860
/| Destination IP Address 1 0 .0 .50 1 =100 Port 460
Destination IP Address 2 0o 0 0 Port: 4660
Destination IP Address 3 0olLo L0 0 Port: |4660
Destination IP Address 4 - [0 o~ Port: 4660

Figure 5.9 Connection Setting for UDP Link Mode

B Click on the “COM1” link on the menu frame on the left side of Web Ul to go to COM 1 page as shown
below. Note that if you would like to configure COM 2, please follow the same procedures.

LINK Mode
To choose specific working mode for COM 1 port.

TCP Server 'TCP Client"®' UDP

UDFP
Local Port: |4660
¥ Destination IP Address 1 0 |0 0 L]0 |0 Port: 4660
Destination IP Address 2 |0 0 0 L0 {0 Port: |4660
Destination IP Address 3 |0 0 0 [0 |0 Port: |4660

Destination IP Address 4 0 0 |10 [0 =10 Port: 4660

To configure COM 1 port parameters.

Serial Settings
Serial Interfface  ®'RS232 | 'RS422 ('RS485(2-Wire) ' 'RS485(4-Wire)

Baud Rate 38400 v |bps

Parity Mone ' 'Odd "®'Even Mark ' Space
Data bits 5 bits ' '8 bits ™7 bits ' '8 bits

Stop bits 1 bit '"®2 bits

Flow Control ®None | 'Xon/Xoff /'RTS/CTS

[Save & Apply| |Cancel |Advanced Setings

Figure 5.10 UDP Link Mode Settings under COM 1 Page

B Select UDP radio button in the Link Mode options.
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B Under the UDP section, you will find the following options.

1)  Local Port: This field specifies the local port number for UDP Link Mode on SW550XC which it will
be listening to and it can be any number between 1 and 65535. Note that typically the port number
that is larger than 1024 is recommended to avoid conflicting with the well-known port numbers.
You should match this setting with the remote UDP program. Note that this number is usually
called destination port in the remote UDP program.

2) Destination IP Address 1 to 4 and its Port Numbers: Each line of these options can specify the
range of IP addresses and port number that will be communicating with SW550XC. The user can
define the Begin and End IP Addresses here. Four groups of range of IP addresses are allowed.
Please check the box in front of that particular line to enable it. These are the IP Addresses of the
remote UDP programs and the Port that they are listening to. Note that the maximum number of
UDP nodes that SW550XC can handle would highly depend on the traffic load. We have tested that
SW550XC can handle up to 200 UDP nodes (with baud rate of 9600 bps, request interval of 100ms, and
data length of 30 bytes).

B For other Serial Settings on the same configuration page please go to Section 4.5.2 and for Advanced
Settings please go to 4.5.3 above.

After finish configuring the Link Mode, please scroll down to the bottom of the page and click on “Save & Apply”
button to save all the changes that you have made.
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5.2 Link Mode Applications

This section describes application options for the TCP Server, TCP Client, and UDP Link Modes. The application
options will define how the serial data communication will be emulated over the network communication link. The
user will have flexibility in choosing the suitable application that matches their need for serial data communication.

5.2.1 TCP Server Application: Enable VirtualCOM

SW550XC will encapsulate control packets on top of the real data when Virtual COM is enabled. This will allow the
Virtual COM port on the Windows/Linux operating system to access SW550XC’s COM ports. The benefit of using
Virtual COM is that rewriting an existing COM program to read IP packets is unnecessary. In other words, it is
possible to use an ordinary or legacy serial (COM) program. The conversion/virtualization of IP to COM is all done
in the system driver transparently. Figure below shows SW550XC in TCP Server mode with Virtual COM enabled.
Please follow the following steps to enable Virtual COM application in TCP Server Link Mode.

LINK Mode

To choose specific working mode for COM 1 port.

® TCP Server (O TCP Client O UDP

TCP Server
Application Virtual COM v
IP Filter [] Enable
Source IP
Local Port 4660
Maximum Connection 1+

(O Request & Response Mode
Reply to requester anly
Reply to all

@ Transparent Mode

Response Behavior

Figure 5.11 Virtual COM Application in TCP Server Link Mode

B Follow steps in Chapter Link Mode: Configure SW550XC as a TCP Server5.1.7 above to configure SW550XC
in TCP Server Link Mode properly.

B Click on the drop-down list of the Application option under TCP Server section and switch to "Virtual COM”
to enabled Virtual COM application in SW550XC.

m Scroll down to the bottom of the page and click on “Save & Apply” button to save the changes.
Configure Virtual COM in the Operating System on the remote host computer. For Windows, please refer to

Chapter 6 below for necessary instructions. Please remember SW550XC’s IP address and the Local Port number
configured on this page in order to enter the same information in Serial/IP Virtual COM'’s Control Panel later.

Note: that a Serial/IP Virtual COM Redirector software is provided as a utility software by Atop Technologies.
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5.2.2 TCP Server Application: Enable RFC 2217 through Virtual COM

The underlying protocol of Virtual COM is based on RFC 2217 which is the Telnet COM Control Option. Therefore,
it is possible to use RFC 2217 with SW550XC in the TCP Server mode. Note that the RFC 2217 allows a remote
client, which can be any network device, to initiates a Telnet session to an access server (i.e. SW550X) to
communicate with serial device on the access server's COM port. To do so, please refer to 5.2.1 above to enable
Virtual COM so that SW550XC becomes aware of the command names and codes defined in RFC 2217. Note that
there is no need to configure Virtual COM on the Operating System of the remote host computer because Virtual
COM ports would not be used.

5.23 TCP Client Application: Enable Virtual COM

It is also possible to run Virtual COM in TCP Client Link Mode. Figure below shows a configuration of Virtual COM
application in TCP Client Link Mode. It is usually easier to use Virtual COM in the TCP Client Link Mode if SW550XC
uses dynamic IP (via DHCP) because setting a static IP address in Virtual COM’s Control Panel in the Operating
System is not possible. Please follow the following steps to enable Virtual COM application in TCP Client Link Mode.

LINK Mode
To choose specific working maode for COM 1 port.

TCP Server @TCP Client'_'UDP

TCP Client
Application Wirtyal COM -
Destination IP 1 o o 50 1
Destination Port 1 4660
Destination 2 Enable
Destination IP 2 o Lo Lo Lo
Destination Port 2 dédi)

Request & Response Mode
Reply to requester only
Reply to all

@Transparent Mode

Response Behavior

Figure 5.12 Virtual COM Application in TCP Client Link Mode

B Follow step in Paragraph 5.1.2 above to configure SW550XC in TCP Client Link Mode properly.

B Click on the drop-down list of the Application option under TCP Client section and switch to “Virtual COM"
to enabled Virtual COM application in SW550XC.

m  Scroll down to the bottom of the page and click on “Save & Apply” button to save the changes.
B Configure Virtual COM in the Operating System on the remote host computer. For Windows, please refer

to Chapter 6 below for the related instruction. Please remember the Destination Port number configured
on this page in order to enter this information in Serial/IP Virtual COM's Control Panel later.
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5.2.4 TCP Client Application: Enable RFC 2217 through Virtual COM

The underlying protocol of Virtual COM is based on RFC 2217, which is the Telnet COM Control Option. Therefore,
it is possible to use RFC 2217 with SW550XC in the TCP Client mode. Note that the RFC 2217 allows a client, which
is SW550XC in this case, to initiates a Telnet session to a remote host computer to communicate with serial device
or serial (COM) program on the remote host computer. To do so, please refer to Paragraph 5.2.3 above to enable

Virtual COM so that SW550XC becomes aware of the command names and codes defined in RFC 2217. Note that
there is no need to configure Virtual COM on the Operation System of the remote host computer because Virtual
COM ports would not be used.

5.2.5 TCP Client Application: Configure SW550XC as a Pair Connection Master

A Pair Connection application is useful when pairing up two serial devices over the Ethernet or when it is impossible
to install Virtual COM in the serial devices. However, the pair connection application does require two SW550XCs
to work in pair. One would be the Pair Connection Master and the other would be the Pair Connection Slave. Figure
below shows a configuration of Pair Connection Master application in TCP Server Link Mode. Please follow the
following steps to enable Pair Connection application and set the SW550XC as Master in TCP Server Link Mode.

LINK Mode
To choose specific working mode for COM 1 port.

@ TCP Server ' TCP Client' _'LIDP

TCP Server
Application Fair Comnection Master -
IP Filter Enable
Source [P oo Lo Lo Lo
Local Port 46680
Maximum Connection 1 -

Request & Response Mode
Reply to requester only
Reply to all

@ Transparent Mode

Response Behavior

Figure 5.13 Pair Connection Master Application in TCP Server Link Mode

Follow steps in 5.1.1 above to configure SW550XC in TCP Server Link Mode properly.

Click on the drop-down list of the Application option under TCP Server section and switch to “Pair
Connection Master” to enabled Pair Connection application in SW550XC.

m  Scroll down to the bottom of the page and click on “Save & Apply” button to save the changes.

B Please remember Pair Connection Master’s IP address (i.e. SW550XC's IP address on your desired network
interface (either Ethernet or Wi-Fi)) and Local Port number here in order to enter these information in
another SW550XC device with the Pair Connection Slave setting later.

B Proceed to the Paragraph below to configure a Pair Connection Slave to connect to this Master.
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5.2.6 TCP Client Application: Configure SW550XC as a Pair Connection Slave

A Pair Connection Slave application is configured for SW550XC under TCP Client Link. It is necessary to pair up
with a Pair Connection Master as described in previous section. Please setup a Pair Connection Master on another
SW550XC device first before proceeding. Please follow the following steps to enable Pair Connection application
and set this SW550XC device as Slave in TCP Client Link Mode.

LINK Mode
To choose specific working mode for COM 1 port.

TCP Server @TCP Client'_'UDP

TCP Client
Application Fair Connection Blave -
Destination IP 1 o o 50 1
Destination Port 1 4660
Destination 2 Enable
Destination IP 2 oo Lo LD
Destination Port 2 dEa0

Request & Response Mode
Reply to requester only
Reply to all

@ Transparent Mode

Response Behavior

Figure 5.14 Pair Connection Slave Application in TCP Client Link Mode

Follow steps in Paragraph 5.1.2 above to configure SW550XC in TCP Client Link Mode properly.

Click on the drop-down list of the Application option under TCP Client section and switch to “Pair
Connection Slave” to enabled Pair Connection application in SW550XC.

B Enter the Destination IP address and the Destination Port number (for Destination 1 and (optionally
Destination 2)) that match to the settings of Pair Connection Master (another SW550XC device)'s IP and
port number that were setup previously.

m  Scroll down to the bottom of the page and click on “Save & Apply” button to save the changes.

5.2.7 TCP Server Application: Enable Reverse Telnet

Reverse Telnet application is useful if a Telnet program is used to connect to SW550XC and the serial interface of
the SW550XC is connected to a Terminal Server. Telnet programs in Windows/Linux operating systems require
special handshaking to get the outputs and the character formatting to show properly. SW550XC will interact with
those special commands (such as CR/LF commands) if Reverse Telnet is enabled. Figure 5.15 shows a
configuration of Reverse Telnet application in the TCP Server Link Mode. Note that the Reverse Telnet application
is only available when SW550XC is configured as TCP Server Link Mode. Please follow the following steps to enable
Reverse Telnet application under the TCP Server Link Mode.
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LINK Mode

To choose specific working mode for COM 1 port.

® TCP Server () TCP Client O UDP

TCP Server
Application Reverse Telnet v
IP Filter [] Enable
Source IP
Local Port 4660
Maximum Connection 1|+

(O Request & Response Mode
Reply to requester only
Reply to all

(® Transparent Mode

Response Behaviar

Figure 5.15 Reverse Telnet Application in TCP Server Link Mode

B Follow steps in Paragraph 5.1.1 above to configure SW550XC in TCP Server Link Mode properly.

B Click on the drop-down list of the Application option under TCP Server section and switch to “Reverse
Telnet” to enabled reverse telnet application in SW550XC.

Scroll down to the bottom of the page and click on “Save & Apply” button to save the changes.

5.2.8 UDP Application: Multi-Point Pair Connection

It is also possible to setup pair connection application in UDP Link Mode to have more than one Pair Connection
Master or Slave to communicate with each other. For example, it is possible to setup one Modbus Master and six

Modbus Slaves in UDP Link Mode. Figure 5.16 shows an example of one Modbus Master serially connected to a
SW550XC, which is a Pair Connection Master in UDP Link Mode, while four other SW550XCs are serially connected
to one or two Modbus Slaves and configured as Pair Connection Slaves in UDP Link Mode. Note that all SW550XC
devices are communicated over the same wireless network. Note again that UDP does not guarantee data delivery
and only data would be transmitted over Ethernet or Wi-Fi networks while other serial pings are not transmitted. If
RS-232 data along with its flow control pin data are required to be exchanged over the network (as if COM interfaces
of these devices were connected without SW550X), it is recommended to use Multi-Point Pair Connection using
TCP, please see detail in 5.2.10 below. To configure Multi-Point Pair Connection in UDP Link Mode, please see an
example and set the required parameters of each SW550XC in Table 5.1 using the steps described in Paragraph
5.1.3 5.1.3 above.

Note: the destination IP addresses and port numbers of the slaves need to be equal to the master’s IP address and port number. Local listening
port numbers of the slaves need to be equal to the master's destination port number. Please see Table 5.1 for an example.
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Figure 5.16 An Example of Network Topology for Multi-Point Pair Connection in UDP Link Mode

Table 5.1 An Example of Multi-Point Pair Connection’s Parameter Settings for UDP Link Mode

IP Address k/'lr;';e t?s(';:Ling Port Destination IP ggsr,ttlnatlon

10.0.50.200~10.0.50.203 | 5000
SW5501C Master COM1 10.0.50.100 | UDP | 5000 10.0.50.200~10.0.50 201 5001
SW5502C Slave 1 COM1 10.0.50.200 | UDP | 5000 10.0.50.100 5000
SW5502C Slave 1 COM2 10.0.50.200 | UDP | 5001 10.0.50.100 5001
SW5502C Slave 2 COM1 10.0.50.201 UDP | 5000 10.0.50.100 5000
SW5502C Slave 2 COM2 10.0.50.201 UDP | 5001 10.0.50.100 5001
SW5501C Slave 3 COM1 10.0.50.202 | UDP | 5000 10.0.50.100 5000
SW5501C Slave 4 COMT1 10.0.50.203 | UDP | 5000 10.0.50.100 5000
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5.29 TCP Server Application: Multiple TCP Connections

The multiple connection option will allow up to the maximum of four TCP Client connections. This can be enabled
by changing the Maximum Connection option under the TCP Server section in TCP Server Link Mode settings.

Note that it is also possible to use this multiple connection feature in conjunction with other TCP Server
applications, such as Virtual COM, Pair Connection, and Reverse Telnet. For example, enabling multiple connection
option along with Pair Connection will result in Multi-Point Pair Connection in TCP Server Link Mode (Paragraph
5.2.10 below). For more information on response behavior option please go to Paragraph 5.1.1 above.

LINK Mode

To choose specific working mode for COM 1 port.

® TCP Server (O TCP Client () UDP

TCP Server
Application RAW v
IP Filter [] Enable
Source IP
Local Port 4660
Maximum Connection 4 ~

(O Request & Response Mode
Reply to requester only
Reply to all

® Transparent Mode

Response Behavior

Figure 5.17 Setting of Multiple TCP Connection Application via Maximum Connection Option

5.2.10

The difference between Multi-Point TCP Pair Connection and Multi-Point UDP Pair Connection is that the TCP
implementation would also exchange flow control pins for RS-232 as if COM interfaces of these devices are
connected without SW550XC. However, the TCP Server is limited to a maximum of four connections. If there are
four serial devices and they don't use flow control pins with RS-232 or RS-485, it is possible to setup pair connection
in UDP Link Mode as discussed in Paragraph 5.2.8 above. After multiple connection option is enabled in the Web
Ul as described in previous sub-section, please refer to Table 5.2 for an example to setup Multi-Point TCP Pair
Connections as depicted in the figure below. Please follow the steps for Pair Connection Master with TCP Server
Link Mode settings and Pair Connection Slave with TCP Client Link Mode settings as described in Paragraph 5.2.5
above and Paragraph 5.2.6, respectively.

TCP Server Application: Multi-Point TCP Pair Connections

Table 5.2 An Example of Multi-Point Pair Connection’s Parameter Settings for TCP Link Mode

. . Listening L Destinati
IP Address Link Mode | Application Port Destination IP on Port
SW5501C Master COM1 | 10.0.50.100 ;grl\g/er Pair Connection Master | 4660 - }
SW5502C Slave 1 COM1 | 10.0.50.200 | TCP Client | Pair Connection Slave - 10.0.50.100 | 4660
SW5502C Slave 1 COM2 | 10.0.50.200 | TCP Client | Pair Connection Slave - 10.0.50.100 | 4660
SW5501C Slave 2 COM1 | 10.0.50.201 | TCP Client | Pair Connection Slave - 10.0.50.100 | 4660
SW5501C Slave 3 COM1 | 10.0.50.202 | TCP Client | Pair Connection Slave - 10.0.50.100 | 4660
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Figure 5.18 An Example of Network Topology for Multi-Point Pair Connection in TCP Link Mode

5.3 Wireless Topology

This section will describe example applications of wireless topologies and their corresponding wireless parameter
settings for SW550XC. Typically, IEEE 802.11 wireless network standards will support two wireless network
topologies: ad-hoc and infrastructure modes.

In Ad Hoc mode, each wireless node will communicate directly with each other and have equal role in
communication in which they are usually called peer.

On the other hand, in infrastructure mode, there will be one or more access points which will control the network
and how other wireless nodes communicate with each other. Each wireless node will be called wireless client. In
Infrastructure mode, each wireless node cannot communicate directly with each other. They must communicate
via the access point only.

We can configure SW550XC as a wireless ad-hoc peer or a wireless client in infrastructure mode. Note that
SW550XC cannot be operated as an access point in infrastructure mode. If you require an access point, please
consider a deployment of Atop’s AW5500C series. Atop recommends the user to utilize the strongest wireless
security measure as described in the following subsections.

5.3.1 Configure SW550XC as a Wireless Ad-Hoc Peer

To configure SW550XC as an ad-hoc peer, please click on Basic Settings page under the Wireless menu and follow
steps in Paragraph 4.2.1 above . Figure 5.19 shows an example of a wireless ad-hoc peer in IEEE 802.11b network
with open authentication and no encryption. However, Atop recommends that you should enable the security
mechanism using the Wire Equivalent Privacy (WEP) with 128-bit encryption key as summarized in Table 5.3.
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Wireless > Basic Settings SW5502C

(Basic Settings

551D true_home2G_8B2 | scan network |
BSSIDIMAC Address)  [iAny) B | ‘Enabled
Wi-Fi Direct Group Cwner L Enabled
WPS BUTTON
Topoloagy
Band mode Auta
BandWidth
Channel
Authentication Mode
Encryption Type |[NONE = |
WEP Key
= Key 1{HEX (10 or 26 digits) . |
Wey 21 HEX (10 or 26 digits) r | |
Key 31 HEX (10 or 26 digits) v | |
Key 41 HEX (10 or 26 digits) || |
WPA_PSKWPAZ_PSK
Passphrase [prrenans ¥iHide
WPAZ(with Radius)
User [WDE._LSEr |
Password [ ]
| Choose File | No file chosen
Certificates [ Upload CA certificate |[Upload Client cerfificate]
'Show Certificates Information
Private key password [prenenes |
In Ad-Hoe mode, Device will change fis settings to adapt 1o other, i there are same 5510 nearky
iSave & Apply| Cancel

Figure 5.19  Wireless Ad-Hoc Peer Settings for SW550XC

Table 5.3 Summary of Parameter Settings for Wireless Ad-Hoc Peer with WEP Security

Topology Adhoc

Band Mode 802.11b, it provides better wireless sensitivity with lower maximum rate at 11Mbps.
Tx Rate Auto

Channel 1; we recommend using 1, 6, or 11 (for 2.4 GHz).

Authentication |Open

Encryption WEP

WEP Ke For 64-bit encryption, enter 5 ASCII value or 10 Hexadecimal digits. For 128-bit encryption, enter
y 13 ASCII value or 26 Hexadecimal digits. Use 128-bit when possible.
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5.3.2 Configure SW550XC as a Wireless Client in the Infrastructure mode (PSK)

To configure SW550XC as a Wireless Client in infrastructure mode with WPA2-PSK authentication mode and AES
encryption, please click on Basic Settings page under the Wireless menu and follow steps in Paragraph 4.2.1
above. The screenshow shows an example of a wireless client in infrastructure mode with these security
mechanisms enabled as summarized in Table 5.4.

Wireless > Basic Settings SW5502C

Basic Settings

SSID true_home2G_8B2 | scan network
BSSID(MAC Address)  [(Any) | /Enabled
Wi-Fi Direct Group Owner | Enabled
WPS BUTTON
Topology |Infrastructure |
Band mode [B02.11big r | Auto
BandWidth [Auto 20/40 MHz = |
Channel [Auto v |
Authentication Mode WPA2-PSK v
Encryption Type |AES |
WEP Key
= Key 1/HEX (10 or 26 digits) r |

Key 2{ HEX (10 or 26 digits) v |

Key 31 HEX (10 or 26 digits) r|

Hey4:!_l—|=E5'f_T_1_Ti or 26 digits) v |
WPA-PSK/IWPAZ-PSK
Passphrase [ramrrnee #Hide
WPAZ{with Radius)
User fwps. user |
Password e |

[ Choose File | No file chosen

Certificates [ Upload CA cerfificate |[Upload Client cerfificate]
Show Certificates Information

Private key password [remrmrns |

In Ad-Hoz mode, Device will change its settings 1o adapt to other, if there are same 5510 nearby

|Save & Apply| [Cancel

Figure 5.20 Wireless Client with WPA2-PSK Security Settings for SW550XC
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Table 5.4 Summary of Parameter Settings for Wireless Client in Infrastructure Topology with WPA2-PSK Security

Topology Infrastructure
Band Mode Auto
Tx Rate Auto
Channel Disabled (auto sensing)
Authentication As defined by the Access Point
Encryption As defined by the Access Point
WPA2-PSK passphrase 8~63 characters

Attention

We recommend using WPA2-PSK authentication with AES encryption as it is
the most secure password-type security option without utilizing 802.1x.

5.3.3 Click-2-Go

It is possible to pair up two SW550XC devices in Ad-Hoc mode or have them connect to AW5500C (Infrastructure)
automatically without entering the Web Ul. Please refer to Device Management’'s manual for more details on this.
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5.3.4 Configure SW550XC as a Wireless Client in the Infrastructure mode (PEAP-MSCHAPv2)

To configure SW550XC as a Wireless Client in infrastructure mode with PEAP-MSCHAPv2 authentication mode
and AES encryption, please click on Basic Settings page under the Wireless menu and follow steps in Paragraph
4.2.1 above. Figure below shows an example of a wireless client in infrastructure mode with this authentication
mode enabled as summarized in Table 5.5.

Basic Settings

5SID frue_home2G_8B2 | scan network |
BSSIDIMAC Address)  [Any) |- Enabled
Wi-Fi Direct Group Cwner | 'Enabled
WPS BUTTON | Start WPS PBEC|
Topology Infrastructure v |
Band mode [802.11big v | Auto
BandWidth [ Auto 20/40 MHz » |
Channel [Auto v |
Authentication Mode |WPA2(PEAP) =
Encryption Type |AES v
WEP Key
" Key 1] HEX (10 or 26 digits) v

Key 2] HEX (10 or 26 digits) v

Key 3{HEX (10 or ) v

Key 4[HEX (100r 26 digits) v
WPA-PSKWPAZ PSK -
Passphrase [rrasasee ¥ Hide
WPAZ2(with Radius) —
User wpa_user |
Password forsces '

| Choose File | No file chosen

Certificates [ Upload CA certificate |[Upload Client cerfificate]
|Show Cerificates Information
Private key password ~ [rreseses |
In Ad-Hoo mede, Device will change iis settings to adapt to other, if there are same 551D nearby

&

Save & Apply| Cancel

Figure 5.21  Wireless Client with PEAP Security Settings for SW550X

Table 5.5 Wireless Client-Infrastructure Topology Parameters with WPA2 (PEAP-MSCHAPv2) Security.

Topology Infrastructure

Band Mode Auto

Tx Rate Auto

Channel Disabled (auto sensing)
Authentication |WPA2 (PEAP)

Encryption As defined by the Access Point
Username Defined by the RADIUS Server
Password Defined by the RADIUS Server
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5.3.5 P2P Button (External Physical WPS button)

SW550XC has an external physical WPS button (Wi-Fi Protected Setup), or so called P2P Button. This button help
creating somewhat secure “WI-Fl direct” and “serial auto link” automatically, without troublesome on the user’s

side.

B Select this P2P Button option inside Wireless > Advanced Settings to enable it. This option is enabled by
default. Note that you need to check this option on both sides of the serial auto link that is you need 2 units

of SW550XC.

Advanced Settings

Radio Off Enabled
P2P Button ¥ Enabled
Fast Handoff Enabled
Fast Roaming Enabled
Low (25%)
Roaming Threshold Mormal (50%)
High ({75%)
Tx Power 100 v | %
*Regulatory Domain US (FCC5_FCCA) v
STP STP v Forward Delay |4 seconds
Different regulatory domains will result in different channelsfrequencies being allowed

|Save & Apply| |Cancel|

Figure 5.22 P2P Button in Wireless > Advanced Setting

B To successfully establish the connection, all devices’ settings such as IP address and subnet mask must
be correct. Users can input the settings via Device Management®. For example, SW550XC unit 1 is
assigned with IP address of 192.168.4.192 and SW550XC unit 2 is assigned with IP address of
192.168.4.193. Both units must have the same subnet mask of 255.255.255.0.

Network Setting

==

Please set the appropriate IP settings for this
device (AWS5500C, 10.0.50.100).

[ DHCP (Obtain an IP automatically)

IP address: [ 10 . 0 .50 .100

Subnet mask:

[255.255. 0 . 0

Gateway: [ 10. 0 . 0 .25

Host name: |0080E90F2CB2

Cancel

Figure 5.23 Network Setting

B By enabling the P2P Button option in Figure 5.22, which is enabled by default, and enabling Serial Auto Link
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feature, user can assign SW550XC to various working mode for Wi-Fi Direct by pressing the P2P button
and holding it differently as shown in the table below. However, do not press the P2P button on the
SW550XC at this step.

Table 5.6 Timing Relationship on Various Working Mode

Pressing seconds
Working mode

1~3(s)
Restart connection

4~7(s)
AP(Wi-fi direct)

8~(s)
AP client

SW550XC can create a WIFI direct connection only by pressing P2P button. To change AP’s mode, press
P2P button for 4~7 seconds. To set it as AP client, press the button over 8 seconds. In AP (Wi-Fi direct)
mode, if user presses the P2P button for 1~3 seconds, this will cause the AP (Wi-Fi direct) to clear all of
its current connections and to listen to a new request for connection. In AP client mode, if user presses
the P2P button for 1~3 seconds, this will cause the AP client to try to reconnect with another AP again.

Before creating a serial auto link, first check that the SW550XC COM port has connected to RTU or serial
device. Also making sure that the COM1 and COM2 serial settings on each SW550XC are the same as the
serial device. For example, RS232 with 8 data bits, None parity bit, and 1 stop bit. Then, follow the
instructions described in Section 5.1 to set up Link mode for each SW550XC.

Setting of the AP mode is different from the client mode for the two SW550XCs and will be done
automatically after pressing P2P button. The detailed settings are shown in Table 5.7 - 5.8.

Table 5.7 AP Mode Setting

COM1 Settings Link Mode TCP Server
Application RAW
Local Port 4660
COM2 Settings Link Mode TCP Server
Application RAW
Local Port 4661

Table 5.8 Client Mode Setting

COM?1 Settings Link Mode TCP Client
Application RAW
Destination IP 1 AP’s IP
Destination Port 1 4660

COM2 Settings Link Mode TCP Client
Application RAW
Destination IP 2 AP's IP
Destination Port 2 4661

B Press P2P button for 5 seconds (you should hear 5 beeps) on the first SW550XC, which will be put into an

AP (Wi-Fi direct) mode. Then turn to the second SW550XC, press P2P button for 9 seconds (you should
hear 9 beeps) on the second SW550XC, which will be put into an AP client mode. Finally, WIFI direct will
automatically setup TCP server/client in SW550XC with raw mode.

Software program will create a new SSID for both WIFI Direct and Serial Auto Link. For SW550XC, SSID
would be “DIRECT - Xx” where Xx is two random alphabets.
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Basic Settings
SSID DIRECT-Fe | scmpetwosk
BSSID(MAC Address) |_Enabled
Wi-Fi Direct Group Owner Enabled
WPS BUTTON | Stnt WPS PBC |
Topology Infrastructore v
Band mode 80211k V! Auto
BandWidth Auto 2040 MHz
Channei &
Authentication Mode WPA2-PSK v
Encryption Type AES -

Figure 5.24 SSID for WIFI Direct or Serial Auto Link

B Status of the connection is illustrated through LED. The following table describes the meaning of the LED

color.
Table 5.9 Connection Status is illustrated through LED
LED State
Color Off Blinking On
Orange |P2P is not enabled. P2P is connecting at Soft |Device’'s P2P mode is
AP mode enabled in Soft AP mode.
Green P2P is not enabled. P2P is connecting at Client |Device’'s P2P mode is
mode enabled in AP client mode.

B Limitation

€ You need to finish paring the two SW550xC within 120 seconds after pressing WPS or P2P button
on the first device, otherwise; the pairing process will be failed. The actual time to pair the
devices depends on the complexity of the environment.
WPS protocol does not support pairing multiple APs to one AP client at the same time. It might
cause paring failure.
When pairing two COM ports of the same SW550XC, the device A's COM1 is paired to the device
B's COM1 while the device A’s COM2 is paired to the device B's COM2.
The Wi-Fi direct AP client and AP setting will be lost after the SW550xC devices were restarted or
rebooted. You will have to perform the setup again if the Wi-Fi direct operation is needed.
€ The connection status of Wi-Fi direct is only available on overview page.

* o o

B Wi-Fi Direct Group Owner Mode: Quick Steps
1)  Enable Wi-Fi Direct on your SW550xC by

a) Press and hold the button (on the side of the housing) for 4 seconds.
b) Enable it through website as shown in Figure 5.25 below.
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2)

3)

—Basic Settings
SSID
BSSID(MAC Address) Enabled
Wi-Fi Direct Group Owner [¥] Enabled

WPS BUTTON Start WPS PBC

Topology

Band mode 02 11D Auto
TxRate

Channel

BandWidth

Secondary Channel

Authentication Mode

Encryption Type

WEP Key

Key 2
ey £

Figure 5.25 Enable WiFi Direct Group Owner through Basic Settings

When Wi-Fi Direct or WPS PBC (Push Button Configuration) on the wireless client is active, the AP
will try to establish the connect via Wi-Fi Direct automatically.

In case that another device wants to join the Wi-Fi group, do the followings:

a) Press and hold Wi-Fi Direct Group Owner's WPS button or P2P Button (on the side of
the housing) 1 second to trigger WPS PBC
b) Or click the start WPS PBC software button on website

Note:

a) Reboot or click apply settings on Web GUI will break Wi-Fi Direct Group.

b) Profiles will be disabled if Wi-Fi Direct is enabled.

c) Press and hold the button for 8 seconds to destroy Wi-Fi Direct Group Owner mode.
SW550xC will switch to AP Client mode when using the P2P button.
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6 VCOM installation and troubleshooting

6.1 Enabling VCOM

SW550XC will encapsulate control packets on top of the actual serial data when Virtual COM (VCOM) Application
is enabled. This will allow the Virtual COM port in the Windows/Linux system to access SW550XC’s COM ports.
Please note that Virtual COM Application can only be enabled in TCP Server Link Mode as shown in Figure 6.1 or
TCP Client Link Mode as shown in Figure 6.2.

LINK Mode
To choose specific working mode for COM 2 port.

@ TCP Server _TCP Client _'UDF

TCP Server
Application RAW -
IP Filter Enable
Source IP oo Lo o 0
Local Port 460
Maximum Connection 1~

Request & Response Mode
Reply to requester only
Reply to all

9 Transparent Mode

Response Behavior

Figure 6.1 Enabled Virtual COM Application in TCP Server Link Mode

LINK Mode
To choose specific working mode for COM 2 port.

TCP Server @TCP Client' _'UDP

TCP Client
Application RAW |+
Destination P 1 EAW
Destination Port 1 P Connertion Slive
Destination 2 Enable
Destination IP 2 O R/ o
Destination Part 2 4661

Request & Response Mode
Reply to requester only
Reply to all

@Transparent Mode

Response Behavior

Figure 6.2 Enabled Virtual COM Application in TCP Client Link Mode
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Virtual COM on host computer allows remote access of serial devices over TCP/IP networks through Serial/IP
Virtual COM ports that work like local native COM ports. Figure 6.3 is an example of Virtual COM application
diagram. In the diagram, multiple serial servers (i.e. SW550XC devices) in which each one connects to serial device
are connected over an Ethernet hub. Their serial devices can be accessed through the TCP/IP network of the hub.
Note that there are only two Physical COM ports (COM 1 and COM 2) on the personal computer (PC) while there
can be several Virtual COM ports such as COM 3, 4, 5, and so on. In SW550XC case, the TCP/IP network can be
either wired network such as Ethernet or wireless network such as Wi-Fi (IEEE 802.11).

PC Emlﬁl
Hus]

Serial Line ”

Serial Device 1

—=

Serial Line

T eere—
MW= Xel
Serial Device 2

Physcial COM1

Physcial COM2

COM3
(Virtual COM Port)

com4
(Virtual COM Port)

COM5

Serial Line

Serial Device 3

(Virtual COM Port)

COM6
(Virtual COM Port)

@ e @

TCP/IP Network

Serial Line _—_

i X=X
Serial Device 4

OS Driver Level :

COM26
(Virtual COM Port)

Figure 6.3 An Example Diagram of Virtual COM Application over TCP/IP Network

To enable Virtual COM on host computer, you will require a software utility or VCOM driver software to emulate
the COM port. For Windows operating system, a software utility called Serial/IP is supported by Atop to be used
for this purpose. Please see discussion about the VCOM driver utility in the following subsections.

6.1.1 VCOM Driver Setup

The supported VCOM driver or Serial/IP utility has the following requirements.
System Requirements

®  Windows Operating System Supported Platform (32/64 bits)
B Win10
B Win8
B Win7



SW5501C-SW5502C
Wireless Serial Server

VCOM installation

User Manual and troubleshooting

2012

2008

Vista

XP

2003 (also Microsoft 2003 Terminal Server)
2000 (also Microsoft 2000 Terminal Server)
NT (also Microsoft NT Terminal Server)

4.0

9x

[ Citrix MetaFrame Access Suite

® Linux operating system, also available but first you might need to download a separate package called Virtual
COM driver for Linux (TTYredirector) available for download on Atop Website or in the product CD. The zipped
package includes a binary file for installation and a manual for Linux systems.

6.1.2 Limitation

The Virtual COM driver allows up to 256 Virtual COM ports in a single PC. Selection of COM port number can be
allowed in the range from COM1 to COM4096. Note that COM ports that are already occupied by the system or
other devices will not be available.

6.1.3 Install

Run the Virtual COM setup file included in the CD or download a copy from our website to install the Virtual COM
driver for your operating system. Please turn off your anti-virus software and try again if the installation fails. At the
end of the installation, please select at least one Virtual COM port from the Serial/IP Control Panel.

6.1.4 Uninstall

1) From Windows Start Menu select Control Panel then select Add/Remove Programs.
2) Select Serial/IP Version x.x.x in the list of installed software.
3) Click the Remove button to remove the program.
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6.2 Enable VCOM in Serial Device Servers and Select VCOM in Windows

This section will provide the procedure to enable Virtual COM (VCOM) on SW550XC and Windows based PC. Please
follow the steps described here to configure your Virtual COM application.

6.2.1 Enable VCOM in Serial Device Servers

Enable Virtual COM in our serial device servers (i.e. SW550X) by logging into our Web UL. It is located under COM 1
or COM 2 configuration under Serial menu as described in Section 4.5 above. Screenshot below shows how to
enable Virtual COM in TCP Server Link Mode in SW550XC. For a detail of Link Mode configuration with Virtual COM,
please refer to the previous chapter starting from Section 5.1 above on Link Mode configurations.

LINK Mode
To choose specific working mode for COM 2 port.

@ TCP Server ' TCP Client' _'UDP

TCP Server
Application Wirtual JOM -
IP Filter Enable
Source P [ VI VR o
Local Port deal
Maximum Connection l -

Reguest & Response Mode
Reply to requester only
Reply to all

@ Transparent Mode

Response Behavior

Figure 6.4 Enable Virtual COM Application for COM 2 in TCP Server Link Mode

6.2.2 Running Serial/IP Software Utility in Windows

After installation of Virtual COM driver on Windows operating system as described in Paragraph 6.1.3 above,
open Serial/IP Control Panel by following any one of these methods:

1) Click on Windows' Start menu — Select All Programs — Select Serial/IP — Select Control Panel.

2) Inthe Windows' Control Panel, open the Serial/IP applet.

3) Inthe Windows notification area as shown in Figure 6.5, right click on the Serial/IP tray icon and click on
Configure... menu to open the Serial/IP’s Control Panel.
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0.6 KiB/s =
6.6 KiB Sm I.' |ﬁ ?;:] ‘\‘

Figure 6.5 Serial/IP Tray Icon on Windows Notification Area

If no Virtual COM port is selected, a “Select Ports” dialog window will pop up and ask the user to select at least one
COM port as the Virtual COM port before proceeding as shown in the pop-up window below. You can select a COM
port by checking the box in front of the list of virtual COM ports. Note that if a COM port number is not on the list, it
may be used by other application or your operating system. The user may want to select a range of multiple COM
ports to be used as Virtual COM ports by entering the range of COM port in the text box below the list. After selecting
the virtual COM ports, please click OK button to proceed.

Select Ports §|

Pleaze select virtoal COM ports:

CJCOMI7  [JCOM23  [JCOM41
[(JCOM1S  [JCOM30  [JCOM42
[JCOMIS  [JCOM31  [JCOM43
CJCoM20 [ICOM32  [JCOM44
[CJCOM2L  [JCOM33  [JCOM45
[JcoMz2  [ICOM34  [JCOM46
[JCOM23  [JCOM35  [JCOM4T
[JCOM24  [JCOM36  [JCOM4S
CJCOM25  [ICOM37T  [JCOM49
[JCOM26  [JCOM38  [JCOMSO
[JCOM27  [ICOM33  [JCOMS1
[JCOM2E  [JCOM40  [JCOMS2

Or enter port range below:
COM2

QK | Cancel Help...

Figure 6.6 A Pop-up Window for Selecting Virtual COM Ports

After at least one Virtual COM port is selected, the Serial/IP Control Panel window will show up as illustrated in
Figure 6.7. The left side of the Control Panel window shows the list of selected Virtual COM ports. You can click on
Select Ports... button below the list to add or remove Virtual COM ports from the list. The right side of the Serial/IP
Control Panel window shows the configurations of the selected Virtual COM port marked in blue on the list. Each
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Virtual COM port can have its own settings. Details on how to configure the Virtual COM port will be described in
the next subsection.

Note: The changes to Virtual COM ports apply immediately so there is no need to save the settings manually. However, if the Virtual COM port
is already in use, it is necessary to close the Virtual COM port and open it after the TCP connection closes completely in order for the changes
to take effect.

—. SenialfIF Conirol Panel EI
Configuration of COR1
COM2 IP Address: Port Mumber:
COMI0 [v Connect to server: [10.0.187.185 4660
Egﬂ%é [ Lccept Conmections:
Egﬂ%i | Confismration Wizard . | Copy Settings: Ta. . |
COM300 Ueer Credentials
[ e Credentials From: | J
Ok Port Options
[w Eestore Failed Connections

Select Ports. .
Port Mondtor...

Advanced ...
Clos Help... About...

Figure 6.7 Serial/IP Control Panel Window

6.2.3 Configuring VCOM ports

For each VCOM port selected on the listed on the left-hand side of the Serial/IP Control Panel, you can use the
following procedures to configure that VCOM port.

1. If the serial device server (i.e. SW550X) is running in TCP Server Link Mode (recommended), the Serial/IP
utility on the host computer should be configured as the TCP Client connecting to the serial device server.
Enable Connect to Server option (by checking the box in front of it as shown in Figure 6.8) and enter the
IP Address of the serial device server with the specified Port Number. The Port Number here is the Local
Listening Port for the serial device server which is specified in the Local Port field of Figure 6.4.

2. If the serial device server (i.e. SW550X) is running in TCP Client Link Mode, the Serial/IP utility on the host
computer should be configured as the TCP Server waiting for a serial device server to connect to the host
computer. Enable Accept Connections option (by checking the box in front of it) and enter the specified
Port Number. This Port Number is the Destination Port of the serial device server. Do not enable Connect
to Server option and Accept Connections option simultaneously.
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_. SerialfIP Control Panel X
Configuration of COM2
COM?7 IP Address: Port Number:

v Comnectio server:  [10.0.187.185] 4660

[ Accept Connectiong:
Configuration Wigard... | Copy Settings To.. |

Tzer Credentialz

W Use Credentials From: | Use Credentials Below |

Teername: |s;:1m.1'n

Password: | ko

COM Port Optinns
[v Eestore Failed Connections

Select Ports. .. |
Port Momnitor. . |

Advanced... |
Cloze Help... About...

Figure 6.8  Configuring Virtual COM 2 Port as TCP Client

3. Under User Credentials box, you can enable Use Credentials From: option by checking the box in front
of it then select options from the drop-down list. The available sources of credentials are: Windows
Credentials, Prompt on COM Port Open, Prompt at Login, and Use Credentials Below. If you select Use
Credentials Below option as shown in Figure 6.8, please specify the Username and the Password in
their corresponding text boxes.

4.  Under COM Port Options box, you can enable Restore Failed Connections option by checking the box
in front of it to force Virtual COM to automatically restore failed connections with the serial device
server in case of unstable network connections.

5. Totest the Virtual COM connection, you can click the Configuration Wizard... button and then click the
Start button in the pop up window as shown in Figure 6.9. If the test passes, all checks under the Status
text box should be green. In this Configuration Wizard window, you can change the IP Address of Server,
Port Number, Username (if Use Credential option is enabled), and Password (if Use Credential option
is enabled). To apply the changes in the Configuration Wizard window to the Serial/IP Control Panel,
please click on Use Settings button at the bottom of the window in Figure 6.9. You can also click on
Copy button to copy the results to the PC system clipboard.

6. To transfer the settings between Virtual COM ports, click on the Copy Settings To button as shown in
Figure 6.8.
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_ Configuration Wizard - COM1 @

IP Address of Server:

Port Wumber:

|10.0.187.185

(4660

Status:

" Trying 100187185,

" Comnected o Server

" COM Port Control Support Detected
" Telnet Protocol Detected.

L Taccinn M avanlakad
Log:

Eecommendations:-

Froforos- Tehet

CE Fort Oeton: DTR Emiaion osabied
CE Fort Oeton: D5F Empdaion sabied
CE Fort Ceton: D0 Emaion oisabied’
CE Fort Oeton: CT5 Emmaton disadbed
Seropriv: Dheabled

g Skart | | Qse Setting$| D:np_l,l | Cancel

Figure 6.9  Configuration Wizard Window for COM 1
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6.3 Exceptions

This section lists possible exceptions which may occur when the user tested the VCOM connection through the
Configuring Wizard... button. If there is a problem with the connection, there will be error(s) or warning(s) reported
in the Status and Log text boxes. The possible correction or trouble shooting hint for each exception is given in
each case.

e If the status reports with an exclamation mark with a message “Warning: timeout trying x.x.x.x” as shown
below, please recheck or correct the VCOM IP address and Port number configuration or the PC’s network
configuration.

—  Confignration Wizard - COM2

[P &ddres of Server: Port Humber:
|10.0.160.93 | 4660

| |

mtatos

Trrng 10.0.160.93.
¥ Waming: timeout trying 10.0.160.98
¥ Mo more addresses to toy, failing connection

Camnot comect 0 10.0.160.98

Log:

Error connecting o fi.0. F60. 98-
TIMEDOUT: Service 1s pareachable, copnection tumed oot

i Start | | D:up_l,l | Cancel

Figure 6.10 Timeout Warning on VCOM Connection
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o If the status reports with a check with a message “Raw TCP Connection Detected” and an exclamation
mark with a message “Client not licensed for this server” as shown in Figure 6.11. Please enable the
Virtual COM option in the serial device server.

— Confignration Wizard - COM2

IP Addressz of Berver: Fort Number:
[10.0.187.185 4660

| |

Btats:

Trdng 10.0.187.185...

Connected to Server

Raw TCF Connection Detected
¥ Client not licensed for this server

Log:
|

Figure 6.11  Error of Client not licensed for this server

e If the status reports with a check with a message “Telnet Protocol Detected” and an exclamation mark
with a message “Client not licensed for this server” as shown in below. This means that there is a licensing
issue between the serial device server (i.e. SW550X) and the Serial/IP Utility Software. Please contact Atop
technical support to obtain the correct VCOM software.

— Confignration Wizard - COM2

IP Address of Server: Port Number:
[100.187 185 4660

Telnet Frotocol Detected
¥ Client not licensd for this server —

Figure 6.12 Licensing Issue of Serial/IP Utility Software
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e If the status reports with an exclamation mark with a message “Server requires username/password
login” as shown in Figure 5.13. This means that the VCOM Authentication option in the serial device server
(i.e. SW550X) is enabled but the User Credentials option in the Serial/IP utility software is not enabled.
Please follow the step in Paragraph 6.2.3 above for enabling the user credentials option and entering the

username and the password.

_ Configuration Wizard - COM2 X

IP Address of Senver: Port Humher:
(100187185 4660

I |

Status:

COM Port Control Support Detected

Telnet Protocol Detected
¥ Clientnot heensed for this srver

Log:

[ ¥ Server requires nsermame/password login

Lo ames:

Figure 6.13 VCOM Authentication failed due to Missing Username/Password

e If the status reports with an exclamation mark with a message “Username and/or password incorrect” as
shown in Figure 6.14. This means that the wrong username and/or password were entered and the

authentication process failed.

— . Confignration Wizand - COM2

IP Address of Server: Port Mumber:
[10.0.187.185 | 4660
Tername; Pazsweond:

|E,,ﬂL | *

Statuz

Connected to Berver

" COM Port Control Support Detected
L Telnet Protocol Detected
¥ Usermame andfor password fncorrect

Log:

Figure 6.14 VCOM Authentication failed due to incorrect Username and/or Password

DDA PASsWOFOE s DA RS By TS IAm e Bass word

VCOM installation
and troubleshooting
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e If the status reports with an exclamation mark with a message “No login/password prompts received from
server” as shown in Figure 6.15. This means that the User Credentials option in the Serial/IP utility software
is enabled but the VCOM Authentication option in the serial device server (i.e. SW550X) is not enabled.
Please enable the VCOM Authentication option on the SW550XC by setting a new and non-blank
administrator's Username and Password for SW550XC as described in Paragraph 4.9.2 above. Note that
the Username and the Password for VCOM authentication are the same username and password of
SW550XC Web Ul login. The default account, which has the username as "admin” and password “default”,
is considered as an unsecured account or no authentication option.

— Confignration Wizand - COM2

IP £ddres: of Server: Port Nurnber:
|10.0.187.185 | 4660

TTeemamme: Paszwrard :

|aa |:uc

Status:

f Connected to Server ”

o COM Port Control Support Detected
7 Telnet Protocol Detected

. ¥ No login/password prompts received from server

| o Start | | En:lp_lrl | Cancel

Figure 6.15 VCOM Authentication failed due to disabled VCOM Authentication on SW550X
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6.4 Using Serial/IP Monitor

Serial/IP Port Monitor is another utility software provided for Atop’s user. It allows user to monitor the activities or
status of Virtual COM port and display the exchanged serial message which is called trace over the port.

6.4.1 Opening the Port Monitor

The Serial/IP Port Monitor utility can be opened by one of the following methods:

e Click on Windows's Start menu — Select All Programs — Select Serial-IP — Select Port Monitor.

e Double click the Serial/IP tray icon in the Windows' notification area.

e Inthe Windows' notification area, right click on the Serial/IP tray icon and click on Port Monitor to open the
Port Monitor.

Click on the Port Monitor button in the Serial/IP Control Panel’'s window.

6.4.2 Activity Panel

The Activity panel provides a real-time display of the status of all Serial/IP COM ports as shown below. If the Virtual
COM Port is opened and is properly configured to connect to a serial device server (i.e. SW550X), the status would
be Connected. If Serial/IP utility software cannot find the specified serial device server, the status would be Offline.

— serialfIP Fort Monitor
Fil: Edit Help

Sctivity ] Trace |

Port TDRD TR DR CD' | Status | IP Addres |
COM2 Connected 10.0.187.185

COM7

Figure 6.16  Activity Panel of Serial/IP Port Monitor

Each column in the Activity Panel is described as follows:
e Port: This is the virtual COM port number.
¢ Line signal indicators: Red color means no activity while green color indicates activity.
o TDindicates data are being sent to the server.
o RDindicates data are being received from the server.
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o TR (DTR) is the signal from the application to the server that the application has opened the
virtual COM port. The most common use of DTR is to programmatically lower it to signal a
modem to disconnect.
o DR (DSR) is the signal from the server to the application that a modem or serial device is
connected to the server and ready to communicate.
o CD (DCD) is the signal from the server to the application that a modem has successfully
negotiated a connection with another device.
e Status: This indication the connection status of the software and serial device server which can be
connected or offline.
e |IP Address: This is the IP address of the serial device server.

Notes:
e The line signal indicators appear only when the virtual COM port is currently opened by an application.
e The TR, DR, and CD indicators appear only if the COM Port Control protocol is being used or if the COM
port options are enabled.

6.4.3 Trace Panel

The Trace panel provides a detailed, time-stamped, real-time display of all Serial/IP COM ports operations. Click
on Enable Trace box to start logging Virtual COM communication. To stop logging, uncheck the Enable Trace box.
The user can toggle the format of the display between ASCII text (more readable) and hexadecimal format (most
detailed) by checking the Hex Display box. Click on Auto Scroll box will cause the display to show the most recent
trace data continuously. To ensure that Port Monitor’s window is always on top of other application’s windows,
please check the Always on Top box. If you want to clear the displayed data in Trace panel, click on the Clear button.

_ Serial/IP Port Monitor M=
File Edit Trace Option:  Help

hetivity Trace |
Buffer Femaining: 99%

17:07:02.000 COMZ2 DTR: O ~
17:07:02.000 COM2 FlushRI

17:07:02.000 COM2 FlushTX

17:07:02.000 COM2 Close

17:07:02.109 COM2 Fort close

17:07:02.609 COM2 Open

17:07:02.6089 COM2
17:07:02.609 COMz
17:07:02.008 COMz
17:07:02.6089 COM2 Framing: 05,M,1

17:07:02.609 COM2 = DTR: O RTZ: 0 CT3: 0O D3R: 0O CD: O At
£ *

Driwver: 23IZ3erial 4.9.2
Current UART 3ectings:
Baud: 0000%600

Clear v Ensble Trace

[ Aufo Seroll [ AlwaysOn Top

Figure 6.17 Trace Panel of Serial/IP Port Monitor

The pull-down menu of the Port Monitor windows allows the user to save the log and customize the capturing data
of serial communication.
e File: To save the log file which you can send the log to Atop for further analysis if problems occurs with the
Virtual COM connection, please click on File menu then click Save As.
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e Trace Options:

o Select Ports to Capture.... This menu allows you to reduce the number of ports that are being
traced to a subset of all configured Virtual COM ports. This feature can reduce the impact of tracing
on memory and system performance for large applications.

o Select Ports to Display...: This menu allows you to reduce the number of ports that appear in the
display to a subset of the ports being captured. For large applications, this feature provides a way
to focus on ports of interest among all those being captured.

o Buffer Size: This menu allows the change on the amount of RAM being used for tracing which can
be normal or large.

o System Debug Output: This menu allows user to enable the sending of trace data to the system
debug channel and optionally put a label on them.

The Trace panel shows one serial event per line and in time order. Every event begins with a time tag. The transmit

events will be shown in green and preceded by "»" while the receive event will be shown in red and preceded by

«". The control events will be shown in blue and preceded by “|”.

Notes:
The Trace display covers up to 512k bytes of event data which is enough to cover a reasonably extensive tracing
session. However, if the limit is reached, the trace clears and starts over.
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6.5 Serial/IP Advanced Settings

In the Serial/IP Control Panel, you can click on the Advanced... button to open Serial/IP Advanced Settings window.
The Serial/IP Advanced Settings window contains two tabs: Options and Proxy Server. On the Options tab, you can
click on Use Default Settings button to load the default settings. Detail description of each options and how to set
a proxy server will be explained in the following subsections.

Serial/IF Advanced Settings X

Options l Proxor Berver ]

[v Extend Server Connection by |2000 T
[ Attemnpt Server Connection for li mE
[v Evmchronize with Server Tpon COM Part Open
[w Tpdate Eonting Table Upon COM Port Open
[+ Enable Nagle &lgorithm
[ Alwaars Limit Data Rate to COM Port Band Rate
[vw Include Domain m Wimndows Credentialz
COM Port Control Eeep-Alive (60000 mE
Mazdmum Connection Recovery Interval: | 30000 ms
[v Enable SETEON/SETEORF COM Port Comrmands

{ Tz Detanlt sethngs |

Figure 6.18  Serial/IP Advanced Settings Window

6.5.1 Advanced Settings Options

Under the Options tab, you can enable a number of advanced settings and enter required parameters for Serial/IP
software. Description of each option is provided as follows.

®  Extend Server Connection: When enabled, this option maintains the TCP connection for specified amount of

time after COM port is closed. The default time value is 8000 milliseconds.

®  Attempt Server Connection: When enabled, this option terminates pending connection attempts if they do
not succeed in the specified time. The default time value is 2000 milliseconds.

®  Synchronize with Server Upon COM Port Open: This option is required by Windows NT Operating Systems
(also for Windows 2000, XP, Vista, 7).

® Update Routing Table Upon COM Port Open: When enabled, this option maintains IP route to a server in a
different subnet by modifying the IP routing table.

® Enable Nagle Algorithm: When enabled, this option provides better network efficiency by imposing a minor
latency on the data stream (TCP connection) while it waits to fill network packets.

® Always Limit Data Rate to COM Port Baud Rate: When enabled, this option limits the data rate to the baud
rate that is in effect for the virtual COM port.
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® Include Domain in Windows Credentials: If credential option is set to Windows Credentials (See option in
Paragraph 6.2.3 above) and this option is enabled, VCOM automatically adds the current Windows domain to
the username.

® COM Port Control Keep-Alive: This option controls the interval at which VCOM will issue the keep-alive
message. If the value is set to zero, there will be no activity or no keep-alive packet sending out. The default
value is 60000 milliseconds.

® Maximum Connection Recovery Interval: This option controls the maximum time for restoration of failed
connection. The default value is 30000 milliseconds.

Enable SETXON/SETXOFF COM Port Commands: This option enables additional negotiation on SETXON and
SETXOFF commands and is only available for the “V" series serial device servers. If the application requires
SETXON/SETXOFF feature, please contact Atop Technical Support.

6.5.2 Using Serial/IP with a Proxy Server

The Serial/IP Redirector also supports TCP network connections made through a proxy server, which may be
controlling access to external networks (such as the Internet) from a private network that lacks transparent IP-
based routing, such as Network Address Translation (NAT). You can enable Serial/IP support of Virtual COM port
through the proxy server using Serial/IP Proxy Server settings. You can find Proxy Server settings from the
Advanced Settings windows and click on the Proxy Server tab as shown below. To enable the use of proxy server,
check the box in front of Use a Proxy Server option. Then, select the Protocol Type which can be HTTPS or Socks
V4 or Socks V5 from a drop-down list. Then, enter the IP address of the proxy server in the text box under IP Address
of Server field and specify the Port Number. Note that the default port number for HTTPS is 8080, while for Socks
V4 and V5 is 1080. Optionally, you can enter the Username and Password which may be required by your proxy
server in the Login to Server Using box. Alternately, you can click on the Auto Detect button to have the software
automatically detect the proxy server settings for you. Finally, you can test the proxy server settings by clicking on
the Test button and stop the testing by clicking on Stop button.

Options  Proxor Server

[w TTze a Prowxor Server

Frotocol Type:
Anto Detect HTTF: -
IF Address of Server: Port Mumber:

Test

| 2080

Login to Server Tsing

Enter login mformation only if your swstem
ad ministrator has confignred, wour proxor server
to require a Ueemame and Password.

T sermame: Paszwond:

Figure 6.19  Proxy Server Tab under Serial/IP Advanced Settings
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7 Specifications

7.1 Hardware Specifications

7.1.1

Models of SW550XC Series
Table 7.1 SW550XC series and their interfaces

Name Serial Port Ethernet
DB9 TB5 TB5(1SO) RJ45
SW5501C 1 -- -- 1
SW5502C 2 -- -- 1
SW5502C-TB -- 2 -- 1

7.1.2 Physical Characteristics
Table 7.2 Physical Characteristics of SW550XC Series
Housing Front-Panel Weight Dimensions Installation
IP30 protection 500¢g 47 mm x ®  DIN-Rail
! Common ID design 110 mm x i )
SPCC case (approx.) ®  Wall mount (optional kit)
90mm
713 LED Indicators
Table 7.3 Descriptions of LED Status Indicators
Name Color Status Description
Blinking Data is transmitting on the serial port
COM Green Off Data is not transmitting on the serial port
Blinking Ethernet is connected on 10Mbps
Orange On Ethernet is connected on 100/1000Mbps
LAN —
Off Ethernet is disconnected
Green Blinking Data is transmitting on Ethernet port
On Wireless radio is enabled
WLAN Green Blinking Wireless radio is enabled and data is transmitting
Off Wireless Radio is disabled (Mode LEDs should also disable)
Off System is not powered on
RUN Green Blinking Steadily AP firmware is running normally
Blinking Rapidly AP firmware is not running
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7.1.4 Signal LEDs
Symbols of LED’s Status o Off e On £ blinking

Table 7.4 Interpretation of SW550XC's Operation via Front Panel LEDs

Operations Status LED1 LED2 LED3 LED4 LED5
Searching for an AP & &
Connecting | Cannot connected to the AP &
No IP provided by the DHCP Server 02 02
Signal Strength is less 20% °
Bad Signal Strength (20%-40%) ° °
H o/ _ o,
Connected Po.or $|gnal Strength (40%-60%) o °
Fair Signal Strength (60%-80%) ° °
Good Signal Strength (80%-94%) ° ° °
Excellent Signal Strength (95%-100%) ° ° ° °
7.1.5 Dip Switch (SW5501)
Table 7.5 Dip Switch Functions of SW5501C
COoM Dip Function SW Q
. On 1K
3 Pull High Off 100K
On 1K
COoM1 2 Pull Low Off T00K
N On 120
1 Termination off 0
7.1.6 Dip Switch (SW5502)
Table 7.6 Dip Switch Function of SW5502C
COM Dip Function SW Q
. On 1K
6 Pull High Off 100K
On 1K
CoMm1 5 Pull Low Off T00K
N On 120
4 Termination Off 0
. On 1K
3 Pull High Off 700K
On 1K
CcCom2 2 Pull Low Off 100K
N On 120
1 Termination Off 0
117 Wireless Specifications
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Table 7.7 Wireless Interface Specification of SW550XC Series

PCl-e Module Tx/Rx CITCIGES SRR Antenna
Conformance
[ | 802.11b
2T2R MIMO (2x2 m  3/5dBiDual antenna design
Ath AR9382 [ | .
eros with MCS 0-15) 802119 B SMA(R) Female connector
[ | 802.11n
7.1.8 Frequency Range:
Table 7.8 Operating Frequencies in Different Regions at 2.4GHz
2.4Ghz
. | 2412-2462(20Mhz)
United States (FCC) B 2422-2452(40Mhz)
[ | 2412-2472(20Mhz)
Europe (ETSI) B 2422-2462(40Mh2)
. B 2412-2462(20Mhz)
Taiwan (NCC) B 2422-2452(40Mhz)
7.1.9 Data Rate:.

Table 7.9 Supported Data Rate for Wireless Interface under IEEE 802.11 Standards

802.11b | 1,2,5.5and 11Mbps
802.11g | 6,9,12,18, 24, 36, 48, 54Mbps
20 MHz B 1Nss: 65Mbps @ 800GlI, 72.2Mbps @ 400GI (Max.)
B 2Nss: 130Mbps @ 800GlI, 144.4Mbps @ 400GI (Max.)
802.11n 40MHz B 1Nss: 135Mbps @ 800GI, 150Mbps @ 400GI (Max.)
B 2Nss: 270Mbps @ 800GI, 300Mbps @ 400GI (Max.)
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7.1.10 Output Power
Table 7.10 Maximum Output Power of Wireless Interface under IEEE 802.11Standards
802.11b ] +14dBm
80211 B +17dBm @ 6, 9, 12,18,24Mbps B +16dBm @ 48Mbps
119 m  +17dBm @ 36Mbps m  +16dBm @ 54Mbps
m  +16dBm @ MCS 0/8 B +16dBm @ MCS 4/12
m +16dBm @ MCS 1/9 m  +16dBm @ MCS 5/13
80211n24GHZ/HT20 | o 164Bm @ MCS 2/10 m +16dBm @ MCS 6/14
[ ] +16dBm @ MCS 3/11 ] +15dBm @ MCS 7/15
m  +15dBm @ MCS 0/8 m  +15dBm @ MCS 4/12
m +15dBm @ MCS 1/9 m  +15dBm @ MCS 5/13
802.11n 24GHz/HTA0 | o0 | 1548m @ MCS 2/10 m  +15dBm @ MCS 6/14
m  +15dBm @ MCS 3/11 m  +14dBm @ MCS 7/15
m  +15dBm @ MCS 0/8 m  +15dBm @ MCS 4/12
[ ] +15dBm @ MCS 1/9 ] +11 - 14dBm @ MCS 5/13
8021 SGHz/HT20 | o | 154Bm @ MCS 2/10 B +9-12dBm @ MCS 6/14
[ ] +15dBm @ MCS 3/11 ] +7 -10dBm @ MCS 7/15
m  +14dBm @ MCS 0/8 ®m  +14dBm @ MCS 4/12
[ ] +14dBm @ MCS 1/9 ] +10- 13dBm @ MCS 5/13
80211n SGHZ/HT40 | o0, 144Bm @ MCS 2/10 m  +8-11dBm @ MCS 6/14
[ ] +14dBm @ MCS 3/11 ] +6 - 9dBm @ MCS 7/15
7.1.11 Receiver Sensitivity

Table 7.11 Receiver Sensitivity of Wireless Interface under IEEE 802.11 Standards

Data IEEE Spec Typical/Maximum
Standard | o te (1 Rx dgm) yp(ZRx dBm)
™ not specified -98/-85
802.11b 5.5M not specified -98/-85
1T1M not specified -94/-85
6M -82 -96/-85
9M -81 -96/-84
12M -79 -95/-82
18M -77 -93/-80
802.11g 24M 74 -90/-77
36M -70 -87/-73
48M -66 -83/-69
54M -65 -82/-68
MCSO -82 -95/-85
802.11b/g/n | MCS1 -79 -94/-82
HT20 MCS2 -77 -92/-80
MCS3 -74 -89/-77
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7.1.13

64-bit and 128-bit WEP encryption

Supported Wireless Security Mechanisms

802.1x authentication
AES and TKIP, WPA/WPA2

Table 7.12 Conformed Radio Frequency and Electromagnetic Standards

Regulatory Requirements

EMC

EN 301 489-1 V1.9.2 (2011-09)
EN 301 489-17 V2.2.1 (2012-09)

Radio

47 CFR FCC Part 15 Subpart C § 15.247
47 CFR FCC Part 15 Subpart E § 15.407
EN 300 328 V1.8.1 (2012-06)
EN 301 893 V1.7.1 (2012-06)

EMF

47 CFR FCC Part 2 Subpart J, section 2.1091
EN 62311:2008 and EN 50385:2002

Table 7.13 Conformed Electrical Standards

Wireless Serial Server User Manual Specifications
Data IEEE Spec Typical/Maximum
Standard Rate (1 Rx dgm) yp(2Rx dBm)
MCS4 -70 -86/-73
MCS5 -66 -82/-69
MCS6 -65 -80/-68
MCS7 -64 -78/-67
MCSO -79 -92/-82
MCS1 -76 -92/-79
MCS2 -74 -89/-77
802.11b/g/n MCS3 -71 -86/-74
HT40 MCS4 -67 -83/-70
MCS5 -63 -77/-66
MCS6 -62 -76/-65
MCS7 -61 -75/-64
7.1.12 Security

Test

Item

Value

Level

IEC61000-4-2

ESD

Contact Discharge

+8KV

Air Discharge

+15KV

IEC61000-4-3

RS

Radiated(Enclosure)

10(V/m)

IEC61000-4-4

EFT

AC Power Port

2.0 KV

LAN Port

2.0 KV

AlwWlw|d
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COM Port +2.0 KV 4
AC Power Port Line-to-Line+1.0 KV 3
AC Power Port Line-to-Earth+2.0 KV 3
IEC61000-4-5 Surge LAN Port Line-to-Earth+2.0 KV 3
COM Port Line-to-Earth+2.0 KV 3
IEC61000-4-6 CS Conducted(Enclosure) 10V rms 3
IEC61000-4-8 PFMF (Enclosure) 10(A/m) 3
IEC61000-4-11 DIP AC Power Port - -

*AC Ports are tested through an authorized power adaptor.

7.1.14

Environmental Limits

M Operating Temperature: -10°C ~60°C (-4°F ~149°F)
W Storage Temperature: -40°C ~85°C (-40°F ~ 185°F)
B Ambient Relative Humidity: 5~95%RH, (non-condensing)

7.1.15 Other

B Safety: UL60950-1/CB, EN60950-1, CNS 14336

m Shock: IEC 60068-2-27

M Freefall: IEC 60068-2-32
W Vibration: IEC 60068-2-6

B MTBF: 20 years (TBD)

B RoHS: Yes
B Maritime: N/A
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7.2

Software Specifications

Table 7.14 Software Specifications

B Browser (IE8+, Firefox 6+, and Chrome 13+)
Configuration B Telnet
B Device Management© (Atop’'s Windows utility)
[ | ICMP | DNS n HTTP
Protocol m TCP B SNMP B Telnet m  RADIUS
m UDP m NTP m  |Pv4 m  Syslog
B DHCP m  SMTP B 802.1x
Alert Events B E-mail H  SNMP Trap
Radio OFF option | Yes
W Import / Export Configuration from Web with Wireless settings
B Firmware upgrade through Web or Device Management©
Other W Site Monitor / Site Survey

B LAN / WLAN Bridge (AP Client)
B Management List
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8 Emergency System Recovery

If the device becomes inaccessible and the management utility cannot find the device, please use the following
procedure to recover the devices over Trivial File Transfer Protocol (TFTP).

System Recovery Procedures

System recovery is based on the TFTP Client embedded in the device. It can recover the device from a bad firmware
or other unknown reasons corrupting the firmware image inside the flash memory. Please follow the procedures
below to force SW550XC to download a valid firmware from the TFTP Server to recover its operating system.

Default Settings

TFTP Server 10.0.50.201
TFTP Server Subnet Mask 255.255.0.0
Name of firmware Image* firmware.dld

*This firmware image can be obtained from Atop’s website.

B [f the device is beeping continuously after power up, this means that the bootloader is damaged and there is
no way to recover it. Please contact Atop directly to obtain RMA number for further solutions.

B Obtain and setup a TFTP server on your PC. Make sure that the PC’s network settings are set properly
according to the default setting in the above table.

B Rename the firmware image that you obtained from our website to “firmware.dld” and place it in the TFTP
Server's root directory. For Solarwinds TFTP Server, it is usually C:\TFTP-Root.

B Make sure that the device is powered OFF and the Ethernet cable is plugged in.

B Press and hold the “reset-to-default” pin next to the Antenna 2 then power ON the device. If the bootloader is
still functioning, the user will hear one long beep followed by two shorter beeps.

B Release the reset pin after hearing seven consecutive short beeps. Then, the device will automatically request
files from TFTP Server. Please wait until the device shows up on the management utility. This process could
take up to five minutes or even more.

Important Note

Free TFTP Servers can be downloaded from the following locations:

Solarwinds TFTP Server  http://www.solarwinds.com/products/freetools/free_tftp_server.aspx

Note: for Solarwinds, please remember to Start the TFTP Server Service, the default state of the TFTP is Stop.

TFTPD32 TFTP Server http://tftpd32.jounin.net/tftpd32.html



http://www.solarwinds.com/products/freetools/free_tftp_server.aspx
http://tftpd32.jounin.net/tftpd32.html

SW5501C-SW5502C

. . Warrant
Wireless Serial Server User Manual y

9 Warranty

Limited Warranty Conditions

Products supplied by Atop Technologies Inc. are covered in this warranty for undesired performance or defects
resulting from shipping, or any other event deemed to be the result of Atop Technologies Inc.'s mishandling. The
warranty does not cover; however, equipment which has been damaged due to accident, misuse, abuse, such as:

Use of incorrect power supply, connectors, or maintenance procedures
Use of accessories not sanctioned by us

Improper or insufficient ventilation

Improper or unauthorized repair

Replacement with unauthorized parts

Failure to follow our operating Instructions

Fire, flood, “Act of God", or any other contingencies beyond our control.

RMA and Shipping Reimbursement

B Customers must always obtain an authorized “RMA” number from us before shipping the goods to be
repaired.

B When in normal use, a sold product shall be replaced with a new one within 3 months upon purchase. The
shipping cost from the customer to us will be reimbursed.

B After 3 months and still within the warranty period, it is up to us whether to replace the unit with a new one;
normally, as long as a product is under warranty, all parts and labor are free-of-charge to the customers.

B After the warranty period, the customer shall cover the cost for parts and labor.

B Three months after purchase, the shipping cost from you to us will not be reimbursed, but the shipping costs
from us to the customer will be paid by us.

Limited Liability

Atop Technologies Inc. shall not be held responsible for any consequential losses from using our products.

Warranty

Atop Technologies Inc., gives a 5-year maximum warranty for Industrial Wireless Serial Device Server products.
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