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Thank you for purchasing SE5404D Serial Device Server product. This document intends to provide customers
with brief descriptions about the product and to assist customers to get started. For detail information and
operations of the product, please refer to the product user’s manual in the product CD or diskette.

FCC WARNING
Class A for Serial Device Server (Model SE5404D series)

This equipment has been tested and found to comply with the limits for a Class A digital device pursuant to Part 15
of the FCC rules. These limits are designed to provide reasonable protection against harmful interference when the
equipment is operated in a commercial environment. This equipment generates, uses and radiates radio frequency
energy and, if not installed and used in accordance with the instructions, may cause harmful interference to radio
communications.

Operation of this equipment in a residential area is likely to cause harmful interference in which case the user will
be required to correct the interference at his own expenses.

A shielded-type power cord is required in order to meet FCC emission limits and also to prevent interference to the
nearby radio and television reception. It is essential that only the supplied power cord can be used.

Use only shielded cables to connect other devices to this equipment by RS-232 or RS-485 ports.

Be cautioned that changes or modifications not expressly approved by the party responsible for compliance could
void your authority to operate the equipment.
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1. Introduction

Many industrial and Commercial devices equipped with slow serial communication ports—RS-232, RS-485, and
RS-422—are limited in their transmission distance of 15 m. Examples of these devices are PLC controllers, card
readers, display signs, security controls, CNC controller, etc. ATOP Technologies has overcome the limit with a
family of SE5404D Series Serial Device Servers. The SE5404D sever family is designed to transmit data between
one-or-more serial device and one-or-more TCP/IP device through Ethernet, and hence enhance the accessibility
of the serial device through the ubiquitous TCP/IP based Ethernet.

Of the SE series, the SE5404D is for RS-232/RS-422/RS-485 9 pin D-Sub without isolation protection built-in and
SE5404D-TB is for RS-422/RS-485 5 pin Terminal Block without isolation protection built-in, while SE5404D-Sis is
for RS-422/ RS-485 with built-in isolation protection.

1.1 Packaging

Please check your package contains the following items:

©  SE5404D/ SE5404D-TB / SE5404D-Sis Serial Device Server
©  Quick Start Guide with Warranty Card
©  Product CD
©  7-pin Terminal Block ( 2ESDV-07P) x1
©  Four 5-pin Terminal Block for COMs (SE5404D-TB / SE5404D-Sis only)
Optional Accessories
Name Part Number Description
WMK-459-Black 202EH731000003G | Metal Wall Mount Kit, Black
CDK-459-Silver 201EH731000005G | Conductive metal DIN-Rail Kit, Silver
CBL-RJ45(8P)-DB9(F)-90-C | 50891971G 90cm RJ-45 to DB9 female console cable
GDC-120 59906861G 120mm copper woven grounding cable

Y-Type (5.08 mm) power adaptor,

US315-12(US) Power Adapter | 50500151120009G 100-240VAC input, 1.25A @ 12VDC output, US plug

Y-Type (5.08 mm) power adaptor,

US315-12(EU) Power adapter | 50500151120019G 100-240VAC input, 1.25A @ 12VDC output, EU plug




4-Port DIN-Rail Serial Device Server SE5404D
Technologles

User manual Version 1.2 t ato

1.2 Application Connectivity

TCP Server Mode : SE5404D can be configured as a TCP server on TCP/IP Network to wait for other applications
(clients) in host computer to establish a connection with the serial device. After the connection
is established between serial device and host computer, data can be transmitted in both

directions Figure 1.1.

TCP Server Mode

Host Computer

Figure 1.1 TCP Server Mode

Copyright © 2011 Atop Technologies, Inc.
All rights reserved. Designed in Taiwan.
-8-
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TCP Client Mode : SE5404D can be configured as a TCP client on TCP/IP Network to actively establish a
connection with other applications(server) in host computer. After the connection is established, data can be
transmitted between serial device and host computer in both directions (Figure 1.2).

TCP Client Mode

Host Computer

Figure 1.2 TCP Client Mode

Copyright © 2011 Atop Technologies, Inc.
All rights reserved. Designed in Taiwan.
-9-
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UDP Mode : UDP is a faster but non-guaranteed datagram delivery protocol. SE5404D can be configured as a UDP
mode on TCP/IP Network to establish a connection using unicast data from the serial device to one or
multiple host computers (Figure 1.3) Vice versa is also true.

Host Computer

UDP Mode

Figure 1.3 UDP Mode

Tunneling Mode: You can manually pair up two Atop serial servers using TCP Server and TCP Client
modes and our server would transparently bridge between your serial devices.

Copyright © 2011 Atop Technologies, Inc.
All rights reserved. Designed in Taiwan.
-10 -
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Tunnelling Mode

<¢‘
é‘;"’//zo
/

SE5404D

Figure 1.4 Tunneling Mode

Copyright © 2011 Atop Technologies, Inc.
All rights reserved. Designed in Taiwan.
-11 -
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2. Hardware Setup

NOTE:

4-Port DIN-Rail Serial Device Server SE5404D

1. SE5404D (RS-232/422/485 DB9 without isolation ),
2. SE5404D-TB (RS422/485 TB5 with isolation)
3. SE5404D-Sis (RS422/485 TB5 with isolation)
4. You can press the Default button of SE5404D to reset the settings to the default value

Figure 2.1 Show the names of SE5404D components.

Debug Port

| 53.40mm

o

|
Default Reset Button

Power LED

Ethernet RJ-45
10/100 Mbps

COM LED

DB9 for
SE5404D

Console

Figure 2.1 Front Panel Interfaces

Copyright © 2011 Atop Technologies, Inc.

All rights reserved. Designed in Taiwan.
=12 -

atop
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Power LED

Debug Port

COM LED

Ethernet RJ-45
10/100 Mbps

TB5 for
SE5404D-S5

SE5404D-Sis

145.70mm
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119.90mm |

G Vi-Vi+ V2-V2+
77 PWRY ([PWR2

Frame Ground

7-pin lockable Terminal block

Figure 2.2 7-Pin Terminal Block DC Power on Top Plate

Attention

This product is intended to be grounded properly. Please do so via the Frame
Ground.

2.1 LED Indicators

Name Color Status Description
Off Power is not connected
Power Green
On Power is connected
Off Ethernet Disconnected
Green - —
LAN Blinking | Data is transmitting on Ethernet for 100Mbps

Orange | Blinking | Datais transmitting on Ethernet for 10Mbps

Off No data is transmitting on COM port
COM Green

Blinking | Data is transmitting on COM port

RUN Green Off System is not ready or halt
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Blinking | AP firmware is running normally

2.2 Installation Procedures

Step 1: Connect SE5404D to power source

Step 2: Connect SE5404D to the Ethernet network. Use a standard straight-through or cross-over Ethernet
cable Always make sure the PC is on the same network subnet as SE5404D.

Step 3: Connect SE5404D’s serial port to a serial device.
Step 4: Mount SE5404D to a Din Rail.

Attention

Disconnect the device from power source completely before installing and wiring
the server.

Do not exceed the maximum allowable current of the power cord and common
wire. Applying the wire over its specification would cause the wire to overheat and
cause serious damage to the connected and neighboring equipment.

The casing could become too hot to touch when operating in harsh environments.
Please handle with care.

RESTRICTED ACCESS AREA: The equipment should only be installed in a

Restricted Access Area.
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3. Software Setup

SE5404D Serial Device Server is shipped with default settings shown in the following table:

atc

» Technologies

P

Property Default Value
IP Address | 10.0.50.100
LAN1 Gateway 10.0.0.254
Subnet | 555 555.0.0
Mask
IP Address | 192.168.1.1

LAN2 Gateway

192.168.1.254

Subnet
Mask 255.255.255.0
User Name admin
Password null (leave it blank)

COM (1/2/3/4)

9600,None, 8, 1, No Flow Control, Serial packet delimiter enabled

COM (1/2/3/4)Link Mode

Type: TCP Server, Listen port 4660, Filter=0.0.0.0, Virtual COM disabled

SysName of SNMP name
SysLocation of SNMP location
SysContact of SNMP contact
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3.1 Configuration by SerialManager Utility

3.1.1.Static IP

peatop

SenalManager ¥4 7

Bearch Security  Adwvance

Virtual COM Shout

LD €4 38 ERY @

Ready, Total 34 devices

N..| C... | Model | IP Address | MAC Address | Host Name | Kernel ~
1 SW5002  192.168.4.. 12:23:43:AE:22:12  122343-AE2212  V1.24
2 SW5002  10.0.42.122 00:24:1D:9E:91:9F  122343-AE2212 V1.24
3 SE7816 10.0.154.95 00:60:E9:05:A6:A0 V110 —
1 SE5516-IDE  10.0.77.17  00:60:E9:EE:34:34 v2.15
5 SE5416 10.0.172.54 00:60:E9:01:7F:BC  DOGOE9-017FBC  ¥3.20
6 SE5404 10.0.189.46 00:E0:40:24:45:58  DOE040-244558 v3.18
7 SE5302-1.. 10.0.53.2  00:60:E9:56:66:66 v1.21
8 SE5302 10.0.51.31  00:60:E9:02:6F:34 v1.15
9 SE5002-R  10.0.161.1... 00:60:E9:02:61:E7 name V¥2.55
10 SE5002 10.0.50.2  00:60:E9:01:EB:D9  DOG0ES-01EBDI v2.54 g
¢ | >

Figure 3.1 Configure by SerialManager Utility

Network Sething

P address:

Gateway:

Subnet mask:

Pleaze =et the appropriate IP settings for this
device (SES4040, 10.0.50.10).

[ DHCP (Obtsin an P automatically))

X

| 10 . 0 .50 .10
| 255 .255 . 0 . 0
|10 .0 .0 .25

|EIEIEIZIEEI-EIEEF?EI

Cancel

Figure 3.2 Static IP setup dialog window

3.1.2 DHCP client (Dynamic IP)

A DHCP server can automatically assign the IP address and network settings. SE5404D supports the DHCPclient
function. By default, the DHCP client function on SE5404D is disabled; one can client use SerialManager Utility
software to search network information automatically by putting a check on Auto IP on Dialog window. (ref Figure

3.1)SE5404D (Figure 3.2) (ref Figure 3.3)SE5404D

Copyright © 2011 Atop Technologies, Inc.

All rights reserved. Designed in Taiwan.
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Network Sething

Pleaze =&t the appropriate IP zettings for thiz
device (SES4040, 10.0.:50.10).

[ DHCP (Obtain an P automatically);

IF address: |

Subnet mask: |

Gatevvay: |

Host name: |I:II:IEI:IEEI-I:IEEF?I:I
0] Cancel

Figure 3.3 SerialManager Utility Auto IP

3.2 Telnet Configuration

One may also use Telnet utility to change configuration settings.
B Open MS-DOS command prompt window or other telnet tools

B Enter the “Telnet IP_address” (For example, Telnet 10.0.50.100). The system will prompts for a user and
password, the default User is “admin” and password is Null (Leave it blank).

E:"I.,WINNT"-.,Systen132"-.,|:md.e:-:e - telnet 10.0.68.105

Linux 2.4.18-5E%484 C(atop?> <ttypld

Username :admin
Password Do

Figure 3.4 System Login by Telnet

Then the following main menu shall appear.
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[ C:\ WINNT System32'.cmd.exe - telnet 10.0.68.105

Linux 2.4_18-5E5484 (atop> <(ttypdd

Uszername : admin
Password:

[110verview
[2IHetworking

[3]1COHM Port Settings
[41Alert Settings
[515ystem

[615et to Default
[7?1Restart

Figure 3.5 Main menu of Telnet

% Note: If the Serial Server does not receive any command within 3 minutes, Telnet will be
terminated automatically.

3.2.1 General Information

Operation: Main>[1]Overview

This system overview window gives the general information on Ethernet, MAC address, kernel and AP
version,ERPS, spanning tree.

Figure 3.6 Overview Information by Telnet
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3.2.2 Networking Configuration

Operation: Main>[2]Networking

This section allows for changes in IP address, subnet mask, gateway IP address and SNMP information. Please
note that setting changes will not take effect until the device is restarted.

[110verview

[2 INetworking

[31COM Port Settings
[41Alert Settings

[ 1System
[615et to Default
[E]Restart

[11LANM 1 Settings
[21LAN 2 Settings
[31DNE Settings

[415HHMF Settings

Figure 3.7 Network Settings by Telnet
3% Note: Press “ESC” key to return to the previous menu

3.2.3 LAN Settings

Operation: Main=>[2]Networking—=2>[1]LAN 1 Settings

Enter “LAN 1 settings”, and there is all information at this section about IP address, gateway, subnet mask and IP
mode (static/DHCP) of LAN 1.

[0 WINNT System32',cmd.exe - telnet 10.0.68.105 o [w]

[

(=

=
=
=
=
=

= =
=

i ]
=

=
=
=
=
=
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Figure 3.8 LAN 1 Settings by Telnet

Operation: Main>[2]Networking>[2]LAN 2 Settings

Enter “LAN 2 settings”, and there is all information at this section about IP address, gateway, subnet mask
and IP mode (static/DHCP) of LAN 2.

[5] 2 WINNT' System32' cmd.exe - telnet 10.0.68.105 B[]

=

=
=
=
=
=

= 5
B (5]

s e
=

= Wb
=
=
=
=
(=

(=

=

=

=
= =
= =
=

=
=

Figure 3.9 LAN 2 Settings by Telnet

3.2.4 DNS Settings

Operation: Main>[2]Networking->[3]DNS Settings

Serial Server is able to configure the DNS1 or DNS2 Server IP Address manually. Alternatively, you can set the

Serial Server to receive DNS server IP address from DHCP server automatically by enabling the DHCP of “LAN 1
Settings”.

[#5]C:\ WINNT, System32',cmd.exe - telnet 10.0.68.105

:DizabledStatic>

192 .168.0801 . 881
[3INetmask :255.255.255. 8008
[41Gateway 1192 .168.801 .254
H

[11LAN 1 Settings
[21LAN 2 Settings

[31DNS Settings
[415NMP Settings

DNS Settings

:255.255.255
t255.255.255.255

Figure 3.10 DNS Settings by Telnet
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3.2.5 DDNS Settings

Operation: Main>[2]Networking->[4]DDNS Settings

Serial Server allows the user to configure DDNS related parameters including DDNS status(Enable/Disable), user
name, password and host name.

192.168.1.225 - PuTT¥ ' = = CRC X

[4]DDNS

m

F— = e — —

Figure 3.11 DDNS Settings by Telnet

3.2.6 SNMP Settings

Operation: Main=>[2]Networking—=>[4]SNMP Settings
Serial Server allows the user to Enable or Disable the SNMP function by choose the “[4] SNMP: Disable” and
select “Enable” to enable the SNMP operation. The changes will effective immediately.

Serial Server supports basic SNMP function about system MIB (Management Information Base). It is able to
definite the SNMP Trap server, Read/Write Community, SysName (System Name), SysLocation (System Location)
and SysContact (System Contact) via Telnet console.

=10l x|

E:"I.,WINNT"-.,Sysl:emSZ"'.,cmd.e:-:e - telnet 10.0.68.105

B

b

=

=

=

=
=N =N
=
=
=
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Figure 3.12 SNMP Settings by Telnet

3.2.7 Bridge Settings

Operation: Main>[2]Networking->[6]Bridge Settings

Bridge settings are used to configure the bridge function in the device. The bridge function integrates more one
Ethernet interfaces as one bridge intenerate and forward traffic from one Ethernet traffic to other Ethernet interface.
Enter “Bridge Settings”, and there is all information at this section about IP address, gateway, subnet mask and IP
mode (static/DHCP) of Bridge.

Figure 3.11 Bridge Settings by Telnet

3.2.8 ERPS Settings

Operation: Main=>[2]Networking=2>[7]ERPS Settings

Serial Server supports ERPS function. It is able to definite ERPS status, RAPS VLAN, RPL owner, RPL port, WTR
timer, holdoff timer, guard timer , MEL.

‘Erable
- 4[]

[4]F|:'|_ F'nr
[5TWTR Timer (0712
[6]Hodof TlrnH_

Figure 3.11 ERPS Settings by Telnet
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3.2.9 STP Settings

Operation: Main>[2]Networking->[8]STP Settings

Serial Server supports STP function. It is able to definite spanning tree status, force version, priority, maximum age,
hello time, forward delay, portl path cost, portl priority, portl P2P, portl Edge, port2 path cost, port2 priority, port2

P2P, port2 edge.

3.2.10 NAT Settings

Operation: Main>[2]Networking ->[9]NAT Settings
Serial Server supports NAT function. It is able to definite NAT status, virtual server port, virtual server destination IP,
virtual server destination port.

Irtual
Virtual
Virtual

‘.:1-
5
§

.1 Jer [
7|0 : 0.0.0.0

3 JDes 0

Figure 3.11 Virtual Server Settings by Telnet

3.2.7 GSM Module Configuration

Operation: Main=>[3]GSM Module

Serial Server supports connecting Internet with GSM module. This section allows for changes in GSM module
status, Dial when reboot, COM port Settings, Phone number Settings and PIN Settings. Please note that

setting changes will not take effect until the device is restarted.




User manual Version 1.2
4-Port DIN-Rail Serial Device Server SE5404D

Figure 3.12 GSM Module Settings by Telnet

3.2.8 PPPOE Configuration

Operation: Main=>[4]PPPOE

Serial Server supports connecting Internet with PPPOE. This section allows for changes in Dial when reboot,
PPPOE user, PPPOE password and PPPOE interface. Please note that setting changes will not take effect until
the device is restarted.
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[ = = ] nl

admin

Figure 3.13 PPPOE Settings by Telnet

3.2.9 VPN Configuration

Operation: Main>[5]VPN

Serial Server supports VPN. This section allows for changes in VPN state, VPN user, VPN password, VPN PSK,
Local IP, Assign IP start, Assign IP end, VPN interface and Protect serial port server. Please note that setting
changes will not take effect until the device is restarted.
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£ 1921681225 - raTr I o ol s S

Figure 3.14 VPN Settings by Telnet

3.2.10 COM Port Configuration

SE5404D series allow one to configure the parameters of COM port including COM working mode, port parameters,
enabling or disabling serial buffer’s data and packet delimiter setting.

INNT' System 32 cmd.exe - telnet 10.0.68.105
Metworking

[11LANM 1 Settings
[2ZILAN 2 Settings
[31IDNS Settings

[g]SNHP Settings

[110verview

[2 INetworking

[31COM Port Settings
[41Alert Settings
[518ystem

[615et to Default
[?1Restart

COM port number{Port Humber:1™4, B:iexit)>

Figure 3.14 Select COM Port from Serial Settings by Telnet
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3.2.10 TCP Server for Link Mode

Operation: Main-> [3]COM Port Setting—=>[1-16]Select Port>[1]Link Mode—>[1]TCP Server

TCP Server mode is default setting for Link mode of serial settings, and it can be configured in a TCP server mode
on an Ethernet Network to waiting for the host computers to establish a connection with the serial device (the client).
After the connection is established, data can flow in both directions and can wait for connect request from remote
PC with installed “serial-to IP” tool or counter-pair Serial server in tunneling mode. It needs to configure listening
port to establish connection, Default Port number of Serial Server is 4660 and it is associated with the serial port
COM1. After the application program being connected to the TCP port 4660 on the Serial Server, data of your
application program are transparent to both COM1 and Serial Server.

IP filtering function is a simple ACL (Access Control List). Set FILTER_IP to “0.0.0.0” for disabling the “IP filtering
function”.

One may configure one or group IPs for source IP. If IP filter is enabled, only source IP assigned is connected to
Serial Server.

E:"-.,WINNT"-.,S'r5ten132"'.,cmd.e:|-:e - telnet 10.0.68.105

[11Link Mode : TGP Server
[21Com Setting : 9688.n.8.1

[1]TCPF Server
[21TCP Client
P

[1IVirtual COM
[2]1Max Connections
[21IP Filter
[41Local Port

Figure 3.15 TCP Server for Link mode
#* Note: Enable Virtual COM mode if the remote site PC’s “Serial to IP” tool installed.

3.2.11 TCP Client for Link Mode

Operation: Main—> [3]COM Port Setting—>[1-16]Select Port=>[1]Link Mode—>[2]TCP Client

On destination IP & port enter desired destination IP and port as a TCP client (For example, another serial server,
or PC for data-collection). The Serial Server can support two destination host computers simultaneously.
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TCPF Server (COM1i>

[11irtual COM
[21Max Connections
[31IP Filter
[41Local Port

[11TCP Server
[2]1TCP Client
[3IUDP

=2

Client <COM1>

[1i1Destination IP 1 806 . 900 . BEA . BAE
[21Destination Port 1 46608
[31Destination 2 Dizable

Figure 3.16 TCP Client for Link mode

3.2.12 UDP Link Mode

Operation: Main—-> [3]COM Port Setting—=>[1-16]Select Port>[1]Link Mode—>[3]UDP

Serial Server can be configured in a UDP mode to establish connection using uni-cast or broadcast the data from
the serial device to one or multiple host computers. Vice versa is also true. For example, The original RS-422/
RS485 bus is transferred and extended connecting distance by serial servers, The destination IP is assigned by
single IP or group IPs, The configuration is limited by the Local Listening Port (For example, on the COM1 of Serial
Server listening port is 4660 which receive data sending from the host computer)

Serial Server can support up to 8-group IPs for UDP connection, if users needed.

: 4668
: PP8.B00 . 860688 ~ 888
4668

: Disable
: Disable
: Disable
: Disable
: Disable
: Disable
[alDestination : Disable

Figure 3.17 UDP for Link mode
3% Note: UDP mode doesn’t support Virtual COM mode yet.
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3.2.13 Serial Settings

Operation: Main—-> [3]COM Port Setting->[1-16]Select Port->[2]Com Settings

% Here one may configure baud rate, parity, data bit, stop bit, flow control, and UART mode as defined by
the user.

[B1EXIT
[11Link HMode TCP Server
[21Com Setting R5232,.9680,.n. 8.1

[AIEXIT

[11Uart mode
[21Baud rate
[31Parity
[41Data hits
[515top hits
[61Flow control

Figure 3.18 Serial Setting by Telnet

3.2.14 Alert Settings

There are two subsystem settings include E-mail and Alert Event.
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WINNT System32 cmd.exe - telnet 10.0.68.105

[110verview

[2 INetworking

[31COM FPort Settings
[41Alert Settings
[515y=tem

[615et to Default
[7?1Restart

[1]JEmail Settings
[2]1Alert Event

Figure 3.19 Alert Settings by Telnet

3.2.15 Configuring E-mail

Operation: Main—> [4]Alert Settings>[1]E-mail Settings

One may configure the “Sender’s E-mail address” that it should have on the SMTP server (Mail Server) where
allowed to sent out the email by sender’s E-mail address. The SE5404D allow to definite the receiver up to 5. Also
the E-mail notification will be sent to the e-mail account their obtained in “Receiver’s E-mail address 1”7, “Receiver’s
E-mail address 27, “Receiver’s E-mail address 3”, “Receiver’s E-mail address 4” and “Receiver’s E-mail address 5”.

WINNT",System32',cmd.exe - telnet 10.0.68.105

[41Alert Settings
[ 15ystem
[618et to Default
[7?1Restart

[1]JE—mail Settings
[E]Hlert Event

[118ender’s Email Address
[2]1Receiver’s Email Address
[31Receiver’'s Email Address
[4]1Receiver’s Email Address
[51Receiver’s Email Address
[6 JReceiver’s Email Address
[?1Mail Server

[8 IRequire Authentication

Figure 3.20 Configuring E-mail by Telnet

One may configure Mail Server and checking on “My mail server requests authentication” field to obtain User
name and Password.
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MWINNT System32' cmid.exe - telnet 10.0.68.105

[21Receiver’'s Email Address
[31Receiver’'s Email Address
[4]1Receiver's Email Address
[51Receiver’'s Email Address
[6 1Receiver's Email Address
[?IHail Server

[8 IRequire Authentication

H

Mew Email Address 5

H "]

[115ender’s Email Address
[2]1Receiver’s Email Address
[31Receiver’s Email Address

[4]1Receiver’s Email Address
[51Receiver’s Email Address
[6JReceiver’s Email Address
[?IHail Server

[8 JRequire Authentication
=7

Mew Mail Server

Figure 3.21 Configuring Mail Server by Telnet
3.2.16 Configuring Alert Event

Operation: Main—> [4]Alert Settings>[2]Alert Event

Choose the Alert event to configure SE5404D Series to send the alert notification by E-Mail, SNMP Trap or
SMS(See Fig. 3.27).

192.168.1.225 - PuTTY , 3 = -

Figure 3.22 Configuring Alert Event by Telnet
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3.2.17 SMS Alert Messages

Operation: Main—> [4]Alert Settings>[3]SMS alert messages

Choose the SMS alert messages to configure what text you want to send in different alert event (See Fig.
3.28).

PRy e ————

5M Modem is A

Figure 3.23 Configuring SMS Alert Messages by Telnet

3.2.18 System Configuration

Operation: Main-> [5]System

D WINNT Sy stem32 cmd.exe - telnet 10.0.68.105

[1]JE-mail Settings
[%]Hlert Event

[1]10verview
[2IHetworking
[31COM Port Settings

[41Alert Settings
[51Sustem
[615et to Default
[E]Restart

[1]1Link State
[21T ime
[318ecurity

Figure 3.24 Security settings by Telnet
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3.2.19 Link State

Operation: Main-> [5]System—->[1]Link State
Link State is display information by Link mode (TCP Server, TCP Client and UPD) and status of each connection for
all serial port.

WINNT System32 .cmd.exe - telnet 10.0.68.105
Remark: L-Listen, C-Connecting. D-Connected. R-Ready

@1 TCP Server
@2 TCP Server
B3 TCP Server
B4 TCPF Server

Preszsz 'B* to cancel ..._

Figure 3.25 Display Link State by Telnet

3.2.20 Time Settings

Operation: Main-> [5]System—>[2]Time

One may configure time to Manual Settings or NTP services. The changed will take effect immediately when saved
successful.

TCP Server
TCP Server
TCP Server
TCP Server

ss ‘B’ to cancel ...

[11Link State
[2]1Time
[31Security

[11Manual 2800-A1-A1 @5:29:18
[2INTP Disahble
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Figure 3.26 Time settings by Telnet

3.2.21 Security Settings

Operation: Main—>[5]System—>[3]Security
SE5404D serials allow one to change the access methods to protect it against intrusion.

WINNT' System32icmd.exe - telnet 10.0.68.105

2008-A1-81 B5:29:18
Dizahle

[11Link State
[21T ime : Manunal
[318ecurity

[11Change Password

[21leh Console Enahble
[31Telnet Console Enahle
[41LCHM Password Protect Dizahle
[5 1Reset Button Protect Dizahbhle

Figure 3.27 Security Settings by Telnet

3.2.22 Restoring Factory Default

Operation: Main-> [6]Set to Default

Choose this menu to restore Serial Server’s settings to Factory Default Settings.

L WINNT  System32cmd.exe - telnet 10.0.68.105

[61%et to Default
[71Restart

[11Link State
[21Time
[318ecurity

[110verview

[2 IMNetworking

[31COM Port Settings
[41Alert Settings
[51System

[615et to Default
[71Reztart

=

Set to Default? C(ysN>
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Figure 3.28 Restore Factory Default by Telnet

3.2.23 Restart System

Operation: Main-> [7]Restart
Choose this menu to restart the SE5404D series.

[F]C WINNT System32',cmd.exe - telnet 10.0.68.105

[AIERIT

[110weruview

[2 INetworking

[31COM Port Settings
[41Alert Settings
[518ystem

[615et to Default
[E]Restart

Set to Default? {(ysH>
Hl

[110verview

[2INetworking

[321COM Port Settings

[41Alert Settings

[518ystem

[615et to Default

[71Restart

=7

Are wou sure you want to restart? C(ys N>

Figure 3.29 Restart System by Telnet

3.3 Web Configuration

4.
5.

It is also possible to modify various settings through the web server interface. To do so, please follow the steps

below.

Make sure your PC is located on the same network sub-net as SE5404D

Open a web browser, then Enter in the IP address of SE5404D to be configured. Default user name is

admin and default password is null (leave it blank).
SE5404D’s network, link mode and COM ports settings can be configured in different web pages.
Click “Save Configuration” to save settings.

Click "Restart” button in “System” link to make the change effective if necessary.

3.3.1 Login to System

While on the web browser, ex. Microsoft IE, Firefox or any other web browser, enter the IP address of Serial Server

on the URL bar. Example: http://10.0.50.100

The following authentication screen shall appear. Enter the user name and password then click on “OK”. The

default user name is admin and password is Null (Leave it blank).
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» Technologies

Aunthentication Required 3

The server 10.0.187.184:30 requires a usemame and. passwond . The
server s MeedPassword .

Tzer Name:

Pazsword:

[ LogIn ][ Cancel ]

Figure 3.19 Authorization Request for System Security

3.3.2 General Information

This system overview window gives the general information on Device and Network information (See Fig 3.20)

seatop  SE5404D

* Overview _
Network Overview

Serial The general device information of Serial Server.

Alert Device Information

SYStEITI Kernel Yersion 3.20
AP Sersion 3.30

Network Information

MAC Address || 00:60:E9:02:6F:70

LA 1

IF Address 10.0.50.10

MAC Address || 00:60:EQ:02:EF: 71
LAk 2

IF Address 192.168.1.1 (Link down)

Figure 3.20 Overview by Web page
Device Information

SE5404D Serial Server’s displays system information Kernel version and AP version. The information are read only
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Device Information

Kernel Yersion 3.20

AP Yersion 3.30

Figure 3.21 Device Information by Web page
Networking information

Networking information fields are displayed both ‘LAN 1 and LAN 2’ s information on overview page. The
information provided with networking settings (See Fig. 3.22).

Network Information

PAC Address || 00:60:EQ:02:EF:70
LA 1

IP Address 10.0.50.10

MAC Address || 00:60: ER:02:EF: 71
LAam 2

IP Address 192.165.1.1 (Link down)

Figure 3.22 Network Information by Web page
Bridge information
Bridge information fields are displayed bridge information on overview page.

Network Information

hLC Address | D0:E0: ES:O7: AB: A2

Bridge

P Address 192.168.1.110

Figure 3.22 Bridge of Network Information by Web page

ERPS information

ERPS information fields are displayed ERPS information on overview page.

Copyright © 2011 Atop Technologies, Inc.
All rights reserved. Designed in Taiwan.
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ERPS Information

Ring =tate Frotection

Wiest Port State(Poaort 11 | Fonwarding

East Port State(Fort 2 | Blocking(Signal Fail)

Figure 3.22 ERPS of Network Information by Web page

Spanning Tree Information
Spanning Tree information fields are displayed spanning tree information on overview page.

Spanning Tree Information

Spanning Tree Status Disabled

Force %ersion RSTH
Friarity JZ7EE
haximum Age 20
Hella Tirme 2
Forward Delay 15

Foot MAC Address 0:B0:e%:7:ab: a2

Foat Priority J276E
Foot Path Cost ]
Foot Port Puort1

Foat Maximum Age 20

Foot Hella Time 2

Foot Forward Delay 15

Topology Changes 0

Last Topology Change |0

Figure 3.22 Spanning Tree of Network Information by Web page

Copyright © 2011 Atop Technologies, Inc.
All rights reserved. Designed in Taiwan.
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3.3.3 Network Configuration

There are four items allowed to change on Network page in which include LAN 1, LAN 2, DNS and SNMP
Information.

satop  SE5404D

Overview
Network Network
Serial TCPAP
To configure network settings of Serial Server. After saving
Alert configuration you have to restart the device to make the settings effective.
OHCE L] Obtain an IP automatically
IF Address 10 | |0 a0 |10
=ubnet Mask 285 | 288 |0 |0
Default Gateway 110 |0 |a . |254
T Cnzsetings
OHCE L] Obtain an IP automatically
IF Address 192 | 168 |. |1 |1
Subnet Mask 285 | |255 | 285 |0
Default Gateway 192 | 168 | |1 . |254

Figure 3.23 Network Configuration by Web page
3.3.5 Bridge Settings

Click on the “Network” link. If the bridge function is enabled, the following screen shall appear. Fill in Bridge
information on bridge settings fields. Alternatively, one may activate DHCP client function by checking on “Obtain
an IP automatically” field to obtain IP address, gateway and subnet mask from DHCP server automatically.
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Bridge Settings
Bridge Status d':vifennﬁgure the device as the bridge
Bridge IP Settings
DHCP ™ Obtain an [P aotomatically
IP Address ftoa ez Lt o
Subnet Mask [255  Jess fass o
Default Gateway froa ftes 1 ass

Figure 3.23 Bridge Configuration by Web page

3.3.4 LAN 1 Settings

Click on the “Network” link and the following screen shall appear. Fill in LAN 1 IP information on LAN 1 TCP/IP field.
Alternatively, one may activate DHCP client function by checking on “Obtain an IP automatically”.

LAN 1 Settings

DHCP L1 Obtain an IP automatically
P Address Mm .o |.s0 |10 |
Subnet Mask 255 |285 o0 |0 |
Default Gateway M .o o | 284

Figure 3.24 LAN 1 Setting by Web page

3.3.5 LAN 2 Settings

Click on the “Network” link and the following screen shall appear. Fill in LAN 2 IP information on LAN 2 settings
fields. Alternatively, one may activate DHCP client function by checking on “Obtain an IP automatically” field to
obtain IP address, gateway and subnet mask from DHCP server automatically.

Copyright © 2011 Atop Technologies, Inc.
All rights reserved. Designed in Taiwan.
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DHCP L] Obtain an IP automatically
P Address 192 |88 |1 1|
Subnet Mask 255 | 285 | 285 |0 |
Default Gateway 192 | 188 |.|1 | |254 |

Figure 3.25 LAN 2 Setting by Web page
3.3.6 DNS Settings

Click on the “Network” link and the following screen shall appear. Fill in DNS information. Alternatively, you can set
the Serial Server to receive DNS server IP address from DHCP server automatically by enabling the DHCP of “LAN
1 Settings”.

DNS
DS 255 | 285 |.|285 | 255 |
DNS2 255 | |255 |.|285 | (255 |

Figure 3.26 DNS Setting by Web page
3.3.7 DDNS Settings

Click on the “Network” link and the following screen shall appear. The DDNS configurations including user name,
password and host name. These configurations must match to the ones you register to DDNS provider. Besides,
you can choose to enable or disable DDNS function.

DDNS
DDNS State ["] Enable DDNS
User Name
Password
Host Name

Figure 3.27 DDNS Setting by Web page

Copyright © 2011 Atop Technologies, Inc.
All rights reserved. Designed in Taiwan.
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3.3.7 SNMP Settings

Click on the “Network” link and the following screen shall appear. Fill in SNMP information on third field.
Alternatively, to settings SysName, SysLocation, SysContact fields and one may configure by Checking on “Enable
SNMP” field. Fill in Read Community, Write Community, SNMP Trap Server information on SNMP Settings fields.
The changes of SNMP Settings will take effect immediately when saved successful.

SNMP Settings

Syshlame O0B0ES-026F70
=yslocation lacation

aysContact cantact

SMMP L] Enable SHMP

Fead Community public

Write Community private

SMMP Trap Server a .|d .|d .|d

Figure 3.28 SNMP Setting by Web page
3.3.8 ERPS Settings

Click on the “Network” link and the following screen shall appear. Fill in ERPS information.

Ethernet Ring Protection Switching (ERPS) is a protocol for Ethernet layer network rings, and it specifies protection
mechanism. The ring topology provides multipoint connectivity economically, but it has the traffic looping issue.
ERPS provides highly reliable and stable protection in the ring topology, and it never forms loops, which can affect
network operation. Each Ethernet Ring Node is connected to adjacent Ethernet Ring Nodes participating in the
same Ethernet Ring using two independent links (i.e. two ways). In the Ethernet ring, loops can be avoided by
guaranteeing that traffic may flow on all but one of the ring links at any time. This particular link is called Ring
Protection Link (RPL). A control message called R-APS coordinates the activities of switching on/off the RPL.
Under normal conditions, this link is blocked by the Owner Node. Thus loops can be avoided by this mechanism. In
case an Ethernet ring failure occurs, the RPL Owner node will be responsible to unblock its end of the RPL to allow
RPL to be used for traffic. The RPL is as the backup link when one link failure occurs.

The following table describes the setting items.
Label Description
ERPS Choose whether to enable ERPS or not.

The ring is specified the R-APS VLAN ID of the ring. VLAN ID ranges from

RAPS VLAN 1 to 4094.
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RPL Owner Choose to enable Owner Function.
RPL Port Select the Owner Port.

] Set the wait-to-restore (WTR) time of the ring in minutes.
WTR Timer )
Range from 0 to 12 minutes.

] Set the holdoff time of the ring.
Holdoff Timer .
Range from 0 to 10000 milliseconds.

] Set the guard time of the ring.
Guard Timer -
Range from 0 to 2000 milliseconds.

Set the maintenance entity group level (MEL) of the ring.

MEL
Range from O to 7.

ERPS

By enabling ERPS, you can connect devices as the ring netwark topology

ERPS State M Enable ERPS
RAPS WLAN 400

West Port Paort 1

East Paort Faort 2

RPL Owrer W Enable RPL Owner
RPL Part | West Portiport 1] = |
WTR Timer [ @12 min)
Holdoft Tirner ID_ (0~10000 ms=)
Guard Timer [0 (10~2000 ms)
MEL o7

Figure 3.23 ERPS Configuration by Web page

3.3.8 Spanning Tree Settings

Click on the “Network” link and the following screen shall appear. Fill in Spanning Tree information.

IEEE Standard Spanning tree functionality is provided. The Spanning Tree Protocol (STP) provides function to prevent
switching loops and ensuring broadcast radiation. A switching loop occurs in network when there are multiple
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connections between two network switches or two ports. The loop creates broadcast radiation, the accumulation of
broadcast and multicast traffic on a computer network. As broadcasts and multicasts are forwarded by bridges/switches
to every port, the bridges/switches will repeatedly rebroadcast the broadcast messages, and this can floods the network.
STP creates a spanning tree and disables those links of the network that are part of the spanning tree, which leaves only
a single active path between two nodes. This function avoids flooding and increases network efficiency.

RSTP (Rapid Spanning Tree Protocol) are also supported. It is an evolution of the STP. It has a slightly changed
topology, which helps to provide a much faster spanning tree convergence.

The following table shows how to configure the Spanning Tree and indicates the parameters’ status.

Label
Spanning Tree

Force Version

Priority

Maximum Age

Hello Time

Forward Delay

Portl Path Cost

Portl Priority

Portl P2P

Portl Edge

Port2 Path Cost

Port2 Priority

Description
Choose to enable or disable Spanning Tree.
Select STP or RSTP.

Configures the bridge priority in the range of 0 ~ 61440.The switch with lower bridge priority
has more chance to become a root bridge.

If a device is not the root and it doesn’t receive hello message in “Max. Age”, it will reconfigure
itself as a root.

See note below for “hello message”.

Range from 6 to 40 seconds.

Amount of time the root waits between sending hello messages. See note below.
Range from 1 to 10 seconds.

Configures the amount of time to wait before checking to see if the device should change from
the learning state to the forwarding state.

Less delay time means changing state quickly.
Range from 4 to 30 seconds.
Configures the port path cost in the range 1~200000000.

This value will affect the combination path cost. The lowest combination path cost will be the |
path to the Root Bridge

Configures the port priority in the range 0~240.

The port has the best route to the root bridge with the lowest priority value.
Selects P2P Point to point connection type:

Force No: Force port P2P link to false.

Force Yes: Force port P2P link to true.

Auto: Select port P2P link to auto detection.

Choose whether it is an edge connection.

Configures the port path cost in the range 1~200000000.

This value will affect the combination path cost. The lowest combination path cost will be the
path to the Root Bridge

Configures the port priority in the range 0~240.

The port has the best route to the root bridge with the lowest priority value.
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Selects P2P Point to point connection type:

Force No: Force port P2P link to false.

Port2 P2P ]
Force Yes: Force port P2P link to true.
Auto: Select port P2P link to auto detection.
Port2 Edge Choose whether it is an edge connection.

Spanning Tree

Spanning Tree State ™ Enabled

Force Wersion |RSTP ;l

Priarity [32768 (0~61440)

Maximum Age IQJSI_ (B~40]

Hella Time o~

Forward Delay [5 ~3m

Port! Path Cost [zo0000 | (1~200000000)
Paort! Priority 128 (0~240)

Fort1 P2P | Ao =

Port1 Edge | Disabled =]

Part? Path Cast [oooco | (1~200000000)
Part2 Priarity 128 (0~240)

Port2 P2P | futo =]

Port2 Edge | Disakled =

Figure 3.23 Spanning Tree Configuration by Web page

3.3.8 PPPOE Settings

Operation: Netwark>PPPOE
Click on the “PPPOE” link and the following screen shall appear
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This configuration page including two section, one is PPPOE status and the other is PPPOE setting.
PPPOE Status
This section shows the PPPOE connection status and the IP address while connect to PPPOE.

In this section, you can also connect to PPPOE manually by the “Connect PPPOE” button.

PPPOE Connection

PPPOE Status

Connection Status | Off Line

IP address not connected

Connect PPPOE

Figure 3.29 PPPOE status

PPPOE Setting

To configure PPPOE parameters.

PPPOE Settings

Dial when boot up | [C] Enable
User 74252730@hinet.net
Password sscccsse
Interface LAN2 v
Save Configuration

Figure 3.30 PPPOE Setting page

Dial when boot up: enable dial on the PPPOE network when system boot up
User: The User name used to connect PPPOE
Password: The password used to connect PPPOE

Interface: The Ethernet interface used to connect PPPOE. You can choose LAN1 or LAN2

3.3.9 GSM Modem Settings
Operation: Netwark>GSM Modem

Copyright © 2011 Atop Technologies, Inc.
All rights reserved. Designed in Taiwan.
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Click on the “GSM Modem” link and the following screen shall appear

This configuration page including two section, one is GSM status and the other is GSM module setting.

GSM Status
This section shows the GPRS connection status, PIN (personal identification number) status, the IP address while
connect to GPRS and total traffic statistic.

There are two actions you can do in this section. One is connect to GPRS manually and the other is clear the traffic
statistic.

GSM Module Connection

GSM Status

Connection Status | Off Line

PIM status PIM is required, PIM is ready
IP address not connected

Total Rx Bytes 2769 Bytes

Total Tx Bytes 1619457 Bytes

l Clear Statistic H Cromnect GPRS ]

Figure 3.29 GSM module status

GSM Module Setting

Copyright © 2011 Atop Technologies, Inc.
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GSM Module Enable

Dial when
Eaahin [7] Enable
PIM Code (T11]

UART Mode @ R5232

Send SMSTe | 9933112344

one

Com Port oMl ~

Baud Rate 15200 = pps

Parity @ Mone ) 0Odd ) Even (O Mark ) Space
Data bits )5 bits () 6 bits () 7 bits @ § bits

Stop bits @ 1 bit ()2 bits

Flow Contral @ Mone ) XonfXoff ) RTS/CTS

Disable @ No
COM's FIFO ) Yes (For baud rates higher than 115200bps might result in data loss.)

Figure 3.30 GSM module Setting page

GSM Module: choose to enable GSM module or not

Dial when boot up: enable dial on the GPRS network when system boot up
PIN code: PIN code that is required by SIM card inserting in the GSM module
Configuring UART Mode: only RS-232

Send SMS to phone: the phone number that user want their alert SMS to send
COM port: which COM port use to connect GSM module

Baud rate: 300 / 600 / 1200 / 2400 / 4800 / 9600 / 19200 / 38400 / 57600 / 115200 / 230400 / 460800 /
500000 / 576000 / 921600

Parity: None or Odd or Even or Mark or Space

Data bits: 7 or 8

Stop bits: 1 or 2

Flow control: None or Xon/Xoff or Hardware (RTS/CTS)

Disable FIFO: No/Yes. For serial devices that are very sensitive to the amount of data that they receive,
FIFO should be disabled. For regular applications, we recommend to enable FIFO (default) to achieve
optimal performance.
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3.3.8 NAT Settings

Click on the “Network” link and click on the “NAT” link the following screen shall appear. Fill in NAT information.

NAT (network address translation) is the process of modifying IP address information in IP packet headers while in
transit across a traffic routing device. NAT function changes IP address information of the traffic of the network devices
connecting the Ethernet interface and forwards the traffic through GSM Modem to the internet. Virtual server function
changes the IP and the port of the income traffic from GSM Modem and forwarded the traffic to the Ethernet interface.

The following table shows how to configure the NAT.
Label Description
NAT Status Enable/Disable NAT function

. Display virtual server configuration and to set the virtual server. The display format is “server
Virtual Server o S v P »
port”,”destination IP”, "destination port

The following table shows how to configure the particular virtual server.

Label Description
Server Port Specify the port of the income traffic from the GSM modem is forwarded.
Destination IP Specify the destination IP that is the income traffic forwarded to.

Destination

Port Specify the destination port that is the income traffic forwarded to.
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NAT Configuration

MAT Status
Status " Enahble
Interface 550 Wodem

To configure virtual server parameters,

Virtual Server Settings

d

Destination 1P Destination Port

T
TR

Figure 3.23 Nat Configuration by Web page

3.3.11 VPN Settings

Operation: Netwark=>VPN
Click on the “VPN” link and the following screen shall appear

This configuration page including two section, one is VPN status and the other is VPN setting.

VPN Status
This section shows the VPN running status, VPN connection status, local IP address and assigned IP address.

Copyright © 2011 Atop Technologies, Inc.
All rights reserved. Designed in Taiwan.
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VPN Connection

VPN Status
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| Running Status I VPN is not running

Connection

Status Not Connetected

l Local IP address l None

Assigned IP

address tes

Figure 3.29 VPN status

VPN Setting
To configure VPN parameters.
VPN Settings
VPN Function [¥] Enable
User vpntest
Password sssssee
Pre-Share Key (TITTY]
Local IP 10 810 810 ol 1
IP Range From 10 - 10 B 10 - To 10 .10 .10 = 5
Interface GSM/FPFOE  ~
Protect Serial Port
S [¥] Enable
Save Configuration
Figure 3.30 VPN Setting page
B VPN Function: choose to enable VPN function or not
B User: The user name that VPN client used to connect VPN network
B Password: The password that VPN client used to connect VPN network
B Pre-Share Key: The pre-share key that VPN client used to connect VPN network

Copyright © 2011 Atop Technologies, Inc.
All rights reserved. Designed in Taiwan.
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Local IP: The IP address for this device in the VPN network
IP Range: The IP range that used to assign to VPN client
Interface: The interface co-operate with VPN. You can choose LAN1, LAN2 and GSM/PPPOE

Protect Serial Port Server: choose to enable serial server protection function. By enabling this, serial
server is only available through VPN connection

3.4 COM Port Configuration

COM 1

Link Mode
To choose specific working mode for COM 1 port.

®TCP Server OTCP Client O upp

T e s

Yirtual COM L1 Enable

Max. Connections

O Request & Response Mode
Reply to requester only
Reply to all

@ Transparent Mode

IP Filter ] Enable

Saurce IP b |0 [jo |.Jo |

Local Port 4660

O Apply to all serial ports (Local Port will be enumerated autornatically.)

Figure 3.31 COM Port Configuration by Web page

3.4.1 TCP Server for Link Mode

TCP Server mode is the default Link mode of serial settings, and it can wait for connecting requirement from
remote host PC which “serial-to IP” tool installed or counter-pair SE5404D Serial servers in tunneling mode. One
shall configure listening port to allow establishing connection; Default port numbers of Serial Server are 4660 —
4667/4675.

If you wish to setup two SE5404Ds in tunneling mode, one SE5404D should run as a TCP Server and the other
should run as a TCP Client. Server’s Local Port should match Client’s Destination Port. Client’'s Destination IP
should match Server’s IP. Detailed steps are described below.

1. Prepare two SE5404Ds (A and B). Note that you can treat each COM port as an independent device.

Copyright © 2011 Atop Technologies, Inc.
All rights reserved. Designed in Taiwan.
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2. SE5404D A= 10.10.50.100. SE5404D B = 10.10.50.101 (You can use different IPs, but both SE5404Ds need
to be in the same subnet).

3. When connecting SE5404D to the instrument or to the PC over RS-232, please use a cross-over cable.
4.  Enable “Virtual COM” on the WebUI for both SE5404Ds (First option in COM settings).

5.  Set SE5404D A COML1 to TCP Server mode. Set SE5404D B COM1 to TCP Client mode IP and port equal to
SE5404D A COM1’s settings (Default Destination IP=10.10.50.100, Default Destination Port = 4660).

6. (optional) Repeat for remaining COMs: Set SE5404D A COM2 to TCP Server mode. Set SE5404D B COM2
to TCP Client mode IP and port equal to SE5404D A COM2’s settings (Default Destination 1P=10.10.50.100,
Default Destination Port = 4661).

Max Connections (default=1):

This option is used if you need to receive data from different hosts simultaneously. When set to 1, only a single
host may open the TCP connection to the serial port. When set to 2 or greater, up to the specified humber of hosts
may open this port at the same time.

Attention

When Max. Connections is greater than 1, the Serial server will apply multi connection
application (i.e., 4 hosts are allowed access to the port at the same time). When using a
multi connection application, all hosts connected to the port must use identical serial
settings. If one of the hosts opens the COM port with different serial settings, data will
not be transmitted properly

Request and response Mode

This option determines how the port will proceed if multiple hosts are connected and one or more of the hosts stop
responding when the port is transmitting data. If you select Reply to requester only, the port will keep other hosts’
request data in the buffer and continue data transmission to the request host only. If you select Reply to all, the
port will transmit reply data to all connected hosts.

Transparent Mode

The port will allow the other hosts and continue data transmission to all hosts. This mode does not take “Response
Interval Timeout” into consideration.

IP filtering function is a simple ACL (Access Control List) disabled by setting FILTER_IP to “0.0.0.0”.

One may configure one or group IP for source IP. If IP filter is enabled, only source IP assigned is connected to
Serial Server.

If you check “Apply to all serial ports”, it will configure all of the serial ports.

Copyright © 2011 Atop Technologies, Inc.
All rights reserved. Designed in Taiwan.
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COM 1

Link Mode

To choose specific working mode for COM 1 port.

& TCP Server CTCP Client

o

O upp

atop

Technologles

TCP Server

Wirtual GO

[] Enable

Max. Connections

O Request & Response Mode
Reply to requester only
Reply to all

® Transparent Mode

IP Filtar (] Enable
Saurce IP b | o |[p |0 |
Local Port

L Apply to all serial ports (Local Port will be enurerated automatically.)

Figure 3.32 TCP Server in Link mode

#% Note: Enable Virtual COM mode if the remote site PC’s “Serial to IP” tool installed

3.4.2 TCP Client for Link

One may enter destination IP & port (default: 4660) to establish connection of counter-pair (remote) host
(For example, another serial server, or PC for data-collection). Serial Server can support two destination

hosts simultaneously.

If you check “Apply to all serial ports”

Mode

Copyright © 2011 Atop Technologies, Inc.
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COM 1

Link Mode
T choose specific warking mode for COM 1 port.
OTCP Server @ TCP Client Oupp
T rcecien
vitelcom | EEnabe |
Destination IP 1 o .o o o |
Destination Port 1
Destination 2 [ Enable
Destination IP 2 o |0 [jog |.o |

Destination Port 2 ABRED

Feguest & Response Mode
Reply to requester only
Reply to all

Transparent MMode

L Apply to all serial ports

Figure 3.33 TCP Client in Link mode
3.4.3 UDP for Link Mode

UDP is a fast but non-guaranteed datagram delivery protocol. Serial Server can be configured in a UDP mode on a
TCP/IP Network to establish a connection, using uni-cast or broadcast data to and from a serial device to one or
multiple host computer,.

Serial Server can be configured in a UDP mode to establish connection using uni-cast or broadcast data from the
serial device to one or multiple host computers. Vice versa is also true. For example, The original RS-422/ RS485
bus is transferred and extended connecting distance by Serial Servers, The destination IP is assigned by single IP
or group IPs, The configuration is limited by the Local Listening Port (For example, on Serial Server listening port is
4660 which receive data sending from the host computers) Serial Server can support up to 8-group IP for UDP
connection, if users needed.

If you check “Apply to all serial ports”, it will configure all of the serial ports.
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COM 1

Link Mode
To choose specific working mode for CORM 1 port.
£ TCP Server " TCP Client # UpP
Local Port [ses0

Destination IP Address 1 MEnabe (o p o o ~fp Poteso
Destination IP Address 2 FEnsble (p . p o o [~fp Pot s
Destination IP Address 3 Cenable (P . . p o~ Potfeso
Destination IP Address 4 Cenable (P . . p 0~ Potfieen
Destination IP Address & Fenable (P . . o~ potfieen
Destination IP Address B Feane (B F | ~F potfiecn
Destination P Address 7 FCeEmtle |0 | ~Fp potfesn
Destination IP Address 8 Cenable (P . . p o~ Pot s
I~ Apply to all serial ports (Local Port will be enumerated automatically.)

Figure 3.34 UDP in Link mode
3 Note: UDP mode doesn’t support Virtual COM mode yet

3.4.5 Serial Settings

This filed can configure serial parameters for Serial Server. Here one may configure Serial parameters,
include UART Mode, baud rate, parity, data bit and type of flow control you wanted

Configuring UART Mode: RS-232 or RS-485 or RS-422

Baud rate: 300 / 600 / 1200 / 2400 / 4800 / 9600 / 19200 / 38400 / 57600 / 115200 / 230400 / 460800 /
500000 / 576000 / 921600

Parity: None or Odd or Even or Mark or Space

Data bits: 7 or 8

Stop bits: 1 or 2

Flow control: None or Xon/Xoff or Hardware (RTS/CTS)

Disable FIFO: No/Yes. For serial devices that are very sensitive to the amount of data that they receive,
FIFO should be disabled. For regular applications, we recommend to enable FIFO (default) to achieve
optimal performance.

#* If you check “Apply to all serial ports”, it will configure all of the serial ports.

Copyright © 2011 Atop Technologies, Inc.
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Serial Settings

UART Mode ®Rs422 ORS4E5

Baud Rate bps

Parity ®Mone O0dd OBven OmMark O Space
Data bits O& bits OF hits O7F bits @8 hits

Stop hits ®1 bt O2 bits

Flow Contral ®MNone OXonoff ORTS/CTS

Diable COM's ® Nao

FIFC O ¥es

L Apply to all serial ports

Figure 3.35-1 Serial Settings by Web page

3.4.6 Advanced Settings

ADVANCED SETTINGS

Time out for recening | ] e apie [3600] (0~65535) seconds

TCF data
Interval timeout (1~30000) s

Serial to Metwiork @ Autofcaculate by baudrate) O Manual setting
Packet Delimiter [ Max. Bytes _ (within one packet 1~1452 bytes)
O Character|D | ("Dx"+ASCII Code, Ex. 0x0d or 0x0d0s)

[ Interval tirmeout (1~30000 s

O Max. Bytes [1452 [within one packet:;1~1452 bytes)
[ Character |0x0d0a ["O0x"+ASCH Code, Ex. Ox0d or 0x0d0a)

Response interval O Enable El (0~B0000) ms
tirneout Mork with Multi-connection, Request & Response Mode only)

Metwaork to Serial
Packet Delimiter

keep Serial buffer
data before TCF
connection is
Established

O Disable  ® Enable

O Apply to all serial ports

Figure 3.35-1 Advanced Settings by Web page

Time out for receiving TCP data (Default: Disabled): This field specifies how long the serial device server
will wait for a response to “keep alive” packets before closing the TCP connection. The serial device server checks

Copyright © 2011 Atop Technologies, Inc.
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connection status by sending periodic “keep alive” packets. If the remote host does not respond to the packet within
the time specified in this field, the serial device server will force the existing TCP connection to close. If this setting
is set to 0, the TCP connection will remain open even if there is no response to the “keep alive” packets.

Serial to Network Packet Delimiter

Packet delimiter is a way of packing data in the serial communication. It is designed to keep packets in track. Serial
device server provides three patterns in parameter setting: (1) packet delimiter by (1) Interval timeout, (2) Max
Byte and (3) Character pattern.

1. By Time — The device will transmit the serial data in its buffer when the specified time interval has
reached and no more serial data comes in.

2. By Max Bytes — The device will transmit the serial data when the data in the buffer has reached the
specified length.

3. By Character - The device will transmit the serial data in its buffer when it sees the specified character.
If one or more of the delimiters are selected, data would be transmitted if any of the conditions are met.

Attention
Packet delimiter by Interval timeout

This parameter defines how large a gap in serial communication the serial device server
will allow before packing the serial data in its internal buffer for network transmission.

The optional “Internal timeout” transmit time depends on your application, but it must be
at least larger than one character interval within the specified baud rate. For example,
assume that the serial port is set to 1200 bps, 8 data bits, 1 stop bit, and no parity. In
this case, the total number of bits needed to send a character is 10 bits, and the time
required to transfer one character is (10 (bits) / 1200 (bits/s)) x 1000 (ms/s) = 8.3 ms.

Therefore, you should set the “Interval timeout” to be larger than 8.3 ms, so in this case,
it must be greater than or equal to 10 ms. If it is necessary to send a series of characters
in the same packet, the serial device will need to send that series of characters within
the specified transmit time, and the total length of data must be less than or equal to the
serial device server internal UART buffer size (4K per port).

Network to Serial Packet Delimiter

Network to Serial Packet Delimiter is used less often compared to Serial to Network Delimiter because Ethernet
has better speeds. Packet delimiter is a way of packing data in a serial communication. It is designed to keep
packets in track. Serial device server provides three patterns in parameter setting: (1) packet delimiter by (1)
Interval timeout, (2) Max Byte and (3) Character pattern.

1. By Time — The device will transmit the network data in its buffer when the specified time interval has
reached and no more network packet comes in.

2. By Max Bytes — The device will transmit the network data when the data in the buffer has reached the
specified length.

3. By Character - The device will transmit the network data in its buffer when it sees the specified
character.

If one or more of the delimiters are selected, data would be transmitted if any of the conditions are met.
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Response interval timeout (Default: 2000ms):

This option only work in Request & Response Mode. When TCP data is received (request) and passed to Serial
side, the device will wait for the set time before transferring another TCP data if the Serial side did not receive any
data (response).

Keep serial buffer data before TCP connection is Established (Default: Disable):

If “Enable” is selected, the device will store received data in buffer and sent them out when connection is
establish. Otherwise, data will be discarded when “Disable” is selected.

3.4.7 Alert Settings

There are two subsystem settings include E-mail and Alert Event.
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Matop  SE5404D

Overview _ _
Network E-mail Setting

SE rial To configure the SMTF server where the E-mail notification will be sent.

Alert

p E-mail

E-mail Setting

Sender's E-mall address

b
System

Receiver's E-mail address 1

Receiver's E-mail address 2

Receiver's E-mail address 3

Receiver's E-mail address 4

Receiver's E-mail address 5

Mail Server

T asener
hail Senver

L] Mail server authentication required.

Llser name "
Figure 3.36 Alert settings by Web page

3.4.8 Configuring E-mail

Operation: Alert>E-mail
Click on the “E-mail” link and the following screen shall appear

One may configure the “Sender’s E-mail address” that it should have on the SMTP server (Mail Server) where
allowed to sent out the email by sender’s E-mail address. The SE5404D allow to definite the receiver up to 5. Also
the E-mail notification will be sent to the e-mail account their obtained in “Receiver’s E-mail address 1”7, “Receiver’s
E-mail address 2”7, “Receiver’s E-mail address 3”, “Receiver’s E-mail address 4” and “Receiver’s E-mail address 5”.
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E-mail Setting

Sender's E-mail address | |

Receiver's E-mail address 1 | |

Receiver's E-mail addregs 2 | |

Receiver's E-mail address 3 | |

Receiver's E-mail address 4 | |

Receiver's E-mail address S | |

Figure 3.37 Configuring E-mail by Web page

One may configure Mail Server and checking on “My mail server requests authentication” field to obtain User

name and Password.
‘ Mail Server

Mail Server | |

L] Mail server authentication required.

Lzer name | |

Password | |

Figure 3.38 Configuring Mail Server by Web page

3.4.9 Configuring Alert Event

Operation: Alert->Alert Event
Click on the “Alert Event” link and the following screen shall appear

Choose the Alert event to configure SE5404D Series to send the alert notification by E-Mail, SNMP Trap or
SMS(See Fig 3.36).
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pRatop  SC5404

Overview Alert Event

Network To configure the SE series to send alert by E-mail or trap.

Alert Event

Alert } SMS Message
» E-mail Cold Start Szl = = SC5404 Cold Restart]

» Alert Event
System Warm Start

Serial

SMS Message

E-mail Trap HE SC5404 Warm Restant!
. ) . SMS Message
Authentication Failure E-mail Trap £LE SC5404 Authentication Fail
_ SMS Message
IP address Changed E-mail SMS SC5404 IP Address Changed!
_ SMS Message
Password Changed E-mail £LE SC5404 Password Changed!
GSM Modem Is Assigned : SMS Message
E-mail SMS -
New IP SC5404 GSM Modem Is Assigned A New [P!
| Save Confizmation

Figure 3.39 Configuring Alert Event by Web page

3.5 System Configuration

There are six subsystem settings for system configuration including Link State, Time, Security, Set to Default
and Restart.
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iatop  SE5404D

Overview
Network Link State
Serial Tao display the link mode and the status of each connection.
Alert Link State
. T R
System Corm |[Link Mode | Ta | RX Total | Total P1 | IP2 [ IP3 || IP4 || IP5 | IPE | IF7 | IP8
1 b ] 0 ] ]
Server
2 Mo 1] 0 ] ]
Sernver
3 e 1] 0 ] ]
Server
4 et ] 0 ] ]
Server

Figure 3.40 System Configuration by Web page
3.5.1 Link State information

Operation: System->Link State

Link State is display information by Link mode (TCP Server, TCP Client and UPD) and status of each connection for
all serial port.

Com (|Link Mode | TH || R E bt [F1 IF2 || IF3 || IP4 IP& || IPE || IPF | IPE
Taotal || Taotal
1 [TCP Hu 0 o 0
Server
2 e HEI ] 0 i}
Server
3 e HEI ] 0 i}
Server
a PR Hu 0 o 0
Server

Figure 3.41 Link State Information by Web page
3.5.2 Log Settings

Operation: System->Log Setting
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* Overview i
Log setting
Network
Serial
Alert System Log Setting
System Enable Log Event to Flash
¥ Link StEitE Log Level 3 {LOG ERR) -
¥ Log Setting
» System log Enable Syslog Server v
» COM log
» Time Syslog Server IP L
¥ Security
¥ Import/Export Syslog Server Senvice Port 214 (165535, default=514)
» Setto Default
» Hesia i i
Restart Log forwarding setting
Enable Log Forwarding v
Log Forwarding Senvice Port 4630 (165535, default=4680)
Save

Figure 3.42 System Log Setting WebUI

Enable Log Event to Flash: This would write log events to the local flash.

Log Level: 3 (Currently we only allow this level)

Enable Syslog Server: Enabling this option would allow you to send Syslog events to a remote Syslog server.
Syslog Server IP: Please specify the remote Syslog Serve IP.

Syslog Server Service Port: Please specify the remote Syslog Serve Port.

Enable Log Forwarding: To enable log forwarding server.

Log Forwarding Service Port: Please specify the log forwarding service port.
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Com Ports ™ Camil ‘ ™ cam2 ‘ ™ Com3 ‘ ™ Comd

Enable Syslog Server | [T

ayslog Server [P I[:l : ICI : ID : ID

oyslog Server Service . _
Port |514 (1~B5535, default=514)

Enable Log kail r

Collection Time Of The

Lag Mail IED (1~B00 seconds, default=60)

Figure 3.43 COM Log Setting WebUI

Log Data Contents: If enabled, the COM logging function will log data content. If disabled, COM logging function
will only log data length to reduce system load. Note that the local flash storage has a very
limited space. If the reserved space is full new logs will replace the old logs. We strongly
recommend sending COM logs to a remote Syslog server.

Data Log Types: Hex or ASCII
COM 1~4 : Choose which port to log.

Enable Syslog Server: Enabling this option would allow you to send COM logs to a remote Syslog server. You can
send COM logs to the same Syslog server used previously.

Syslog Server IP: Please specify the remote Syslog Serve IP.
Syslog Server Service Port: Please specify the remote Syslog Serve Port.
Enable Log Mail: Enable/Disable to mail COM LOG.

Collection Time Of The Log Mail: Specify collection time. The com log mail will be collected and sent together
when the collection time is expired.

3.5.3 System Log
Operation: System->System Log

System Log

Index Diate Time otartup Time Level Ewvent

11 2000.01.01 Hun:na:15“nuunurﬂ:u:|m1?s alert H Alert: Warm Start, Syshlame: DOBOES-

020800, S}stncatmn location

Figure 3.44 COM Log Setting WebUI
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3.5.4 COM Log
Operation: System—>COM Log

COM g - Log
Index  [|Date Tirme Startup Time ' Event
16 |200001.01 [00:57:38[00d00ns1m3gs i | [COMITT:@)
25 [2o00.01.01 Joo:57:37oodoons1m39s s |} [cOMITE)
3/ [2000.01.01 [00:57:37|00d00R51m39s info [ [COMUIT:@)
4/5  [200001.01 |00:57:23|00000KS 1 m24s [infa [ [COMIT:(7) 48 BS BC 6C &F 0D OA
5/5  |200001.01 |00:57:22|00d00hS1m24s [infa [ [COM1]T:(7) 48 BS BC 6C GF 0D OA

Figure 3.45 COM Log Setting WebUI

You can select which COM to be displayed. The first three logs were set to log data length and the last two logs
were set to log data content. COM logs can be retrieved from the device via FTP. FTP login is the same as the
WebUI. They are located in /var/log/logcomxx (xx is the port number).

3.5.5 Time Settings

Operation: System->Time

One may configure “NTP Server” to obtain Network time automatically or Set it manually by fill in “Set Date and
Time manually” field. You can enable and specify the Daylight Saving Time if you are located in a DST region. All
the settings on the page require a restart.
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Current System Time

2006/1/1 Sun 18:49:55

System Time Setting

Tirme fone | (GMT) Greerwich hMean Time: Dublin, Edinburgh, Lisbon, London V|
Time Setting ONTP ® Manual

NTP Setting
MTF Server | |

Manual Setting

Diate \’ear: ! Ml:unth: ! Daj,-':
Time Hour(0~23) :[ 18 v| Minute:([0~69) 43 +| Second: ([0~63):

Daylight Saving Setting

L1 Enable Daylight Saving Time

otart Date Wlanth: I:I IWEER:I:I ! Daj,f:l:l ! Hnur:l:l
End Date hlonth: I:I IWEEH:I:I ! Day:l:l ! Hnur:l:l
Ciffset I:I hour(s)

Figure 3.46 Time Settings by web page

3.5.6 Security Configuration

Operation: System->Security
Click on the “Security” link and the following screen shall appear

Copyright © 2011 Atop Technologies, Inc.
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* Overview
. Network Change Password

Serial The default password is null, you can change the passwoard by filling in the
new password to Mew Password and “erified Password fields, be aware that
password is case sensitive,

Change Password

i2ld Password

Mew Password

Yerified Password

[ save Pagsword

Security

=E series allow one to change the access methods to protect it against
intrusion. All password protect function will use same password of above
‘Change Password' setting data.

Security
YWeb Console (& Enable O Disable

|

I
Figure 3.47 Security Configuration by Web page.

Enter the old password on “Old Password” field; enter the new password on “New Password” and the “Verified
Password” fields, and then click on “Save Configuration” to update the password.
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Change Password

2ld Passwaord | |

Mewy Password | |

“erified Password | |

Figure 3.48 Change password by Web page
% Note: One may press the reset key on product to reset password to the default value

SE5404D serials allow one to change the access methods to protect it against intrusion.

T ey

Yijebh Console (*)Enable O Disable
Telnet Console (& Enable O Disable
Feset Button Protect ) Mo O Yes

Figure 3.49 Security Configuration by Web page.
3.5.7 Import/Export

Operation: System->Import/Export
Please select a setting file to be imported or a file path for the settings to be exported on the WebUI.

Copyright © 2011 Atop Technologies, Inc.
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* Overview Import
Network

Irmport & configuration file to the device.

Serial
Alert

Configuration File: Browse..

Irmport Canfiguration

Export

Export a configuration data from device and save to file.

Export Configuration

Figure 3.50 Import/Export WebUI

3.5.8 Restore Factory Default

Operation: System-> Set to Default
One may click on “set to default and restart” button to restore Serial Server’s settings to Factory Default Settings.
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* Overview

Network Set to Default

Serial Restore all pararmeters to default.

Alert

[ =et to Default and Restart ]

Figure 3.51 Restore Factory Default by Web page
3.5.9 Restart System

Operation: System-> Restart
One may press “Restart” button to restart the SE5404D series. The web page will be refreshing after it reboot.
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Overview
Ne oK Restart

Serial When the system stops responding correctly, you can perform this,
The restart will be complete when the RUN LED starts blinking.
Alert

Figure 3.52 Restart System by Web page
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4. Using Virtual COM

Virtual COM driver mode for windows converts COM data to LAN data to control the COM port on a SE5404D via
the LAN. By creating virtual COM ports on the PC, the Virtual COM driver redirects the communications from the
virtual COM ports to an IP address and port number on a SE5404D that connects the serial line device to the
network. The following figure is Virtual COM connection diagram. (ref Figure 4.1)

-
|E ODIEI.ED IE' Setid Line @

_ - Sexisl Device 1
— I I =
—=
Serial Line
Physical COM1 Sedal Device 2
Physical COMZ i =1 -
COM3 — SES404 e e
(irtual COM Porf) Herial Device 3
Ok
(irtual COM Porf)
(Vitual COM Por)
Irtua ort Setial Line
COMB &%4
(*irtual COM Part) TCRAP Metwark
O3S Driver Level :

COM256 =SES404 series

i(“irtual COM Part)

Figure 4.1 Virtual Com connection diagram
4.1 Setup of a virtual COM driver

4.1.1 Pre-installation requirements

Please check the operation system on your PC complied with the following requirements:

e Processor: Intel-compatible, Pentium class

e Operation system: Windows Server 2003, Windows XP, Windows 2000, Windows NT 4.0 SP5 or
later, Windows Me, Windows 98, Windows 95, Microsoft NT/2000 Terminal Server, Citrix MetaFrame

4.1.2 Cautions on Use
The Virtual COM driver supports firmware AP v3.0 and later of SE5404D Serial Device Server-Ethernet Servers.

4.1.3 Limitation

The Virtual COM driver provides user to select up to 256 COM ports as Virtual COM ports in a SerialManager
Utility PC. User can select them from a list of COM ports, which is from COM1 up to COM256.
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4.1.4 Installation

Make sure you have turned off all anti-virus software before beginning the installation. Run the Virtual COM setup
file included in the CD to install Virtual COM driver for your operating system.

In the end of the installation, please select one or two COM ports to become the Virtual COM ports.

4.1.5 Uninstalling

1. From Windows Start menu select Setting, Control Panel, Add/Remove Programs.
2. Select Serial IP in the list of installed software.

3. Click the Add/Remove button to remove the program, or From Windows Start menu select Programs,
Serial IP for ATOP, Uninstall Serial IP to remove the program.

4.2 Virtual COM communication

4.2.1 Enable Virtual COM on SE5404D

From web browser access to SE5404D by typing its IP address,
= click on “COML1” link to access COML1 page,
=>» on the top half of the page click on “TCP Server”

= CVirtual COM to Enable COM driversenable Virtual COM by putting a check in front of the “Enable” button,
then t

= Enter in the local port number in the “Local Port” field as indicated in the following figure: (ref Figure 4.2)

COM1

Link Mode
To choose specific working mode for COM 1 port.

G TCP Server OTCP Client Cupp

irtual GO ] Enable

MWax. Connections 4w

O Reqguest & Response Mode
Reply to requester anly
Reply to all

® Transparent Mode

IP Filter |:| Enahle
Source [P I} |0 |0 |0
Local Port 4660

[ Apply to all serial ports (Local Part will be enumerated automatically.)

Figure 4.2 Enable Virtual Com Or you can
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4.2.2 Run Serial/lP on PC

In the Window Start Menu, go to “Programs”, select “Serial/IP” and select “Control Panel’. When “Select Port”
windows pop-up, please select the serial port you want to configure. Then the configuration window will appear.
(ref Figure 4.4)

. SerialP Comnteo] Panel 4.3.9 x|
—Configuration of COR4
COMS IP Address: Port Number:
W Comnect to server: J10.0.50.100 |4660
[~ Accept Connections: |46603
Configuration Wizard. . |
Tser Credentials
[~ Use Credentials From: ] ;I
Select Ports. . I
Port Mondtor... |
Licensing... I
Advanced.... |
Close Help.. | About.. |

Figure 4.4 Serial/IP configuration

At the right side of Figure 4.4 is a sample Virtual COM Control Panel window. At the left side is the list of the COM
ports that you have selected (in the Select Ports window) for use by the Virtual COM Redirector. If you wish to
change which ports appear in this list, use the Select Ports button.

Each COM port has its own settings. When you click on a COM port, the Control Panel display changes to reflect
the settings for that COM port.

NOTE: When you change settings for a COM port, the changes are effective immediately. There is no separate
confirmation dialog to confirm or cancel your changes.

4.3 Configuring Virtual COM Ports

You configure each Serial/IP COM port as follows: (ref Figure 30)
1. Select a COM port in the list.
2. For IP Address of Server, enter a numeric I[P address for the serial server.

3. For Port Number, enter the TCP port number that the serial server uses to provide its serial ports to the
network.

4. For Server Credentials, the default is No Login Required. If your serial server does require a login by
the Virtual COM Redirector, the Virtual COM Redirector needs to provide a username and/or password
every time an application tries to use the serial server.

5. Click the Configuration Wizard button and then click the Start button that appears in the wizard window.
This important step verifies that the Virtual COM Redirector can communicate with the serial server using
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the settings you have provided. If the Log display does not show errors, click the Use Settings button in
the wizard, which makes the recommended settings effective and returns you to the Control Panel to
continue with the following steps.(ref Figure 4.5)

Confignration Wizard - COM4

IP Lddres of Server: Part Mumber:
|lD.EI.SD.l |4EISD
Wgermame: Fageyrand ;

[~ Test for presence of & modem comnected to the mover

Batos:

" Comnected to Server

4 COM Port Control Support Detected
o Telnet Protocol Detected

" Sesion Completed

Log:

Rérommendations:

Broipro) Tednet

COW Fort Optton: DT disablad
CEe Fort Opton: L8R disabled
OO Fort Opton: ICE disalifed

G Start I @Stgp | UseSettingsI Qop_l,ll Cancel |

i

Figure 4.5 Configuration Wizard

6. For Connection Protocol, the setting must match the TCP/IP protocol that the serial server
supports. The Configuration Wizard is usually able to determine the correct setting.

7. For COM Port Options, the settings must match the COM port behavior expected by the PC application
that will use this COM port. The Configuration Wizard will recommend a combination of settings.
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5. SNMP Setup

5.1 SNMP Network Management Platform

SE5404D is an SNMP device that allows many popular SNMP Network management platforms such as HP
OpenView and SunNet Manager to conduct on the SerialManager Utility.

Depending on the network management tools you are using, device (SE5404D) information can be collected from
running the management tools including IP address, DNS name, system descriptions and NIC information etc.

5.2 Using NetworkView As An Example

The NetworkView is a compact network management tool from NetworkView Software, Inc.
(www.networkview.com). It discovers all TCP/IP nodes in a network using DNS, SNMP and ports information and
documents with printed maps and reports for future use. You may visit their web sites and get a free download.

To use NetworkView, you will need to download and install the tool on ones PC (Windows NT and Windows 9x
only). Please refer to the installation instructions that come with the tool.

After you have done the NetworkView installation, start NetworkView.

1. Click on the button to open a new file. The following screen appears, in the Addresses field, Enter in the
IP address range to search(Figure 5.1).

Discover |

— Map Infarmation

Title |

Dezcriptian |

Author I

— Digcovery wpe —Addreszes

" Single address

Stat | 10 . 0 .80 . 1 ¥
% Range I J

End | 10 . 0 . &0 .10 »
™ Subnet I | J

Settings |

Ok Concel | Blank |

Figure 5.1 NetworkView-IP discovery parameters setup
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Click on “OK” and the following dialog box appears. It displays the searching progress(Figure 5.2).
Discovering network _ 5'

10.0.50.56 : pinging address [1]

Figure 5.2 Discovering network

2. When the search is completedd, NetworkView will display the devices found in the main window, as shown in
the following diagramFigure 5.3.

MY Network¥iew - [NetworkVYiew1]
I File Edit Yiew Lists Logs Window Help

| mEE @S E-i?2]Ax+-H|LOQIE |=- ErlUmagza 0|

10,0509 10.0.50.71
ATOP Technologie name
ATOP Technologies, Inc. ATOP Technologies, Inc.

Figure 5.3 NetworkView- main window

3. Double-click on the device icon to display information about the device, including IP Address, Company,
SysLocation (Max 15 characters), SysName (Max 9 characters) and types etc(Figure 5.4).

Properties x|

Generall MetBl05  Snmp ITcp F'oltsl Wi I Maote I Monitoringl

Description | Walue
Sp=Descr Lirw atop 2.4.18-5E5404 #53 Mon Mov 13 10:33:54 C5T 2006 mips
Comparme ATOP Technologies, [nc.
SpeContact “ATOP
Spzlocation BTOP
SpsllpTime Odayz2h 39m. 18 s
Sys0hjectD 1.3.6.1.41.3756.3.2.10
i5psh ame YSEROTE"
MAC Address | 00-60-E3-02-0E-74 | O0-60-E3-02-0E-75

MetBIOS Domain
Community [read) | public

< I [ |

Addresses and Routes | Add to OI0 databasze | Edit Boutes Labels | Export |

OK I Cancel | Lpply | Help |

Figure 5.4 NetworkView-Node details

NOTE:
1. The NetworkView tool is limited to information extracting and viewing only.

2. To modify the configurations please use the web server, Telnet or SerialManager configuration utilities.
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6. Start Writing Ones Own Applications

Before you start writing ones host applications or programs to interact with SE5404D, please make sure one have
done the following.

6.1 Preparing The System

1. Properly connect SE5404D hardware including power, Ethernet and serial cable

2. Properly configure the parameters of SE5404D including connection type, IP address, gateway IP address, and
network mask accordingly (see chapter 3 Hardware Installation section).

Configure SE5404D as TCP Server using default TCP port number 4660.

4. The host (PC) application program must be configured as a TCP client and connects to SE5404D with
designated TCP port number 4660 for COM1.

5. Make sure SE5404D is running by checking theSE5404D running status through SerialManager configuration
utility.

6.2 Running The Sample Program

Sample programs written in VB and VC++ included in package are provided for your reference, source codes are
also included. Test program can be found in the product CD or diskette under the directory of \sample\vb_ap\ and
\samplelvc_ap respectively.

There are two test programs, TCPTEST written in Visual Basic and TCPTEST2 written in Visual C++.

6.2.1 TCPTEST in Visual Basic

This sample program (Figure 6.1) is written in Visual Basic 5.0 with Winsock Controls. It shows you how to send
and receive data between host (PC) and SE5404D via Ethernet in two socket ports.

Run Visual Basic and open sample program tcptest.vbp, after the program is started successfully, you can start
testing functions. For more information, please press Help in the program to get detail explanation.

NOTE: Please be sure the Microsoft visual studio family or its equivalent software is installed on the computer.
Otherwise the sample program will not run.
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i, TCP/P Convertor Sample Program El
Channel 1 T Channel 2 ]
Fiemate IP Address, Port —-
] % 00509 S [e561 Clase |
SendData—— 4
3 |This is a test string (| T Eend ) Help |
e ™ -

— Receive

10:06:29 15, FF FB 00 FF FO 00 FF FB
10:06:35 TCP Sending ...
M-06:35 TCF Send ok

~HTTIE: 29 TCP connect ok
< CFFFD 2CFF FE 27

Status

10:06:293 15, pucML> gy ML puLw pu'

Statius

Cornected ok

Figure 6.1 TCP test sample program in Visual B

6.2.2 TCPTEST2 in Visual C
Enter in the following command in the command line prompt(Figure 6.2):
TCPTEST2 IP_Address Port_ Number

o, E ",l 1il|'1i|ir I I'] I'I

C:Mrtcptest2 18.8.58.180 46608
TCPF Test Program Z

Connecting to 18.A.58.188, Port=4660H
Chd3Z20B0a >

Wait to Connect ...

Connect OK __.

Figure 6.2 TCP test sample program in Visual C

The command tcptest2 10.0.50.100 4660 brings you to connect to a TCP server of IP address 10.0.50.100 and
port number 4660, the received data is displayed on the screen and the data typed in is sent to the TCP server of
the designated port number. You can also send binary data in hex format with a leading character “\”. For example,
“00” and “\FF” represent ASCII code 0 and 255 respectively.

You can also use modem to connect to the serial server. Command "AT\Od" sends standard AT command to the
modem which in return responds with "OK\OD\OA" message to the host application.

Always use '=' then Enter key to exit the program.
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7. Diagnostics

There are several ways you can check on the status and availability of SE5404D.

7.1 Use Standard TCP/IP Utility ping Command

From Windows Start menu, select Run and Enter in “ping <TCP Server IP address>"(Figure 7.1).

If the connection is established, the Reply messages are displayed, otherwise it will indicate Request timed out.

C:»>ping 18.8.58.188
Pinging 18.8.58.180 with 32 bytes of data:

Reply from 18.8.58.188: hytesz=32 time=18m=
Reply from 18.8.58.188: hytesz=32 time<18m=
Reply from 18.8.58.188: hytesz=32 time<18m=
Reply from 18.8.58.188: hytes=32 time=18ms

Ping statistics for 18.8.58.1680:
Packets: Sent = 4, Received = 4, Lost = B8 <Bx loss).
Approximate round trip times in milli-—seconds:
= LOms

Minimum = Bms. Maximum = 1B8ms. Average

C:s>»ping 18.8.58.188
18.8.58.188 with 32 hytes of data:

timed out.
timed out.
timed out.
timed out.

Ping statistices for 18.8.58_108:
Packet=z: Sent = 4, Received Lost = 4 (188x loss>,

Figure 7.1 Standard TCP/IP utility ping command

7.2 Use SerialManager Configuration Utility Program

Use SerialManager Utility configuration program that comes with the product CD or diskette to check on the status
of SE5404D. The status and version can be read from the tool.
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SerialManager ¥4 .7

Search  Configuration  Security  Advance  Virtnal COM Shout

&) @ 4858 ER% @

N| C..‘ Model | IP Address | MAC Address | Host Name | Kernel | AP Information e

17 MG512 10.0.172.133  00:60:E9:06:07:FC V1.0  PowerMeter V0.99

18 SE5302 10.0.189.55  00:60:E9:01:EF:98 RARRAAARAAL.. V1.1 SES302 Ver 2.0.7

19 SE5302 192.168.1.1  00:60:E9:01:EF:99 HARRAAARAAS.. V1.1 SES302 Ver 2.0.7

20 SE5404 10.0.189.46  00:E0:40:24:45:58 00E040-244558 V3.18 Serial Server V3.28
SEb404D  10.0.50.10 00:60:E9:02:6F:70 D0GDE9-026F70 Serial Server ¥3.30

22 SE5416 10.0.154.90 _00:60:F9:03:6F:46 00GOE9-036E46 V3.11 Serial Server ¥3.17

23 SE7404 10.100.100.20/SE5404D  10.0.50.10 V1.18 SDKV1.23

24 WP1 10.0.171.7  |P Collide: MNo V1.10 WP1V1.10

25 WP1 192.168.2.99 |Login: Mo V1,10 WP1 V1.10

26 io 10.100.100.60 00:60:E9:67:68:70 V1.26 o V1.09 B

W
< | 3

Ready, Total 26 dewvices

Figure SerialManager configuration utility

7.3 Use TCPTEST.EXE or TCPTEST2.EXE Sample Program

Use sample programs TCPTEST.EXE and TCPTEST2.EXE that comes with the product CD or diskette to check on
the status of SE5404D. Please refer to chapter 6.2 to run the sample programs.

Copyright © 2011 Atop Technologies, Inc.
All rights reserved. Designed in Taiwan.
-82-



User manual Version 1.2

4-Port DIN-Rail Serial Device Server SE5404D

at

Technologies

P

Appendix A: Specifications

Specifications

Ethernet
Compliance IEEE802.3
Network Interface | 10/100 Mbps Fast Ethernet
Port 2
Transmission 10/100 Mbps Auto-detection
Rate
Connector RJ-45
Auto MDI/MDI-X Yes
Link Mode
TCP Server Up to 8 connections or Virtual COM / Reverse Telnet modes
TCP Client Up to 2 destination or Virtual COM mode
UDP Up to 8 Ranges of IPs
Serial
RS-232/422/485 (SE5404D)
Interface RS-422/485 (SE5404D-TB/SE5404D-Sis)
software selectable
Ports 4 Ports
Baud Rate 300bps~921.6kbps(SE5404D/SE5404D-TB)
300bps~230kbps (SE5404D-Sis)
Parity None, Odd, Even, Mark, Space
Data bits 5/6,7,8
Stop Bit 1,2
Flow Control None, Software: Xon/Xoff, Hardware: RTS/CTS
. 15KV ESD
Protection
2KV Magnetic Isolation (SE5404D-Sis only)
Connector 9-Pin lockable D-Sub
5-Pin 5.08mm lockable Terminal Block
Power
Input 9-48DCYV, 0.65A max
consumption Max. 5.85W
Connector 7-pin 5.08mm connector for redundant power input

LED
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Indicator COM, LAN, RUN
Approval
EMC CE Class A, FCC Class A
Protection IP50 Rated IEC/EN60529
Vibration IEC60068-2-64
Shock IEC60068-2-27
Free-fall IEC60068-2-32(ISTA Test Procedure 2A)
Environment
Operating -40°C~85C (-40°F ~176°F)
Storage -40°C~85C (-40°F ~185°F)
Humidity 5%~95% Non-condensing
Dimension
(WxHxD) 53.4mm x 145.7mm x 119.9mm
Physical
Weight 900g
Installation DIN-Rail mounting or Wall mount (optional)
Warranty 5 years
MTBF
Preceding TBD
Software
Configuration Web Page / Telnet / Serial console / Windows Utility
Virtual COM Windows & Linux port redirection software
Support Protocol ICMP, TCP/IP, UDP, DHCP Client, NTP, DNS, SNMP, HTTP, Telnet, SMTP

A.3 Panel Layout and Connector Pin Assignments
A.3.1. Panel Layout
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A.3.1.1 SE5404D Front Panel

e o
[o)e] 00
Canscle Consale
LANZ LANZ
160'(‘)1] 460“04
0 03J lzo 02J
~20 O« 1Q O
coM3 COoM COM3 COM4
COM1 comz comt comz

SE5404D SES5404D-S5
SE5404D-Sis

A.3.1.2 SE5404D Side View



User manual Version 1.2 ato
4-Port DIN-Rail Serial Device Server SE5404D

Technologles

Copyright © 2011 Atop Technologies, Inc.
All rights reserved. Designed in Taiwan.
- 86 -



User manual Version 1.2

4-Port DIN-Rail Serial Device Server SE5404D

A.3.1.3 SE5404D Top View
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A.3.1.4 SE5404D Rear and Mounting View

Rear View Panel Mounting Kit

@J_

‘:I
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A.3.2.1 DB9 Pin Assighments

The pin assignments of DB9 connector on SE5404D is shown in the following table:

RS-232 RS-422/4-Wire RS-485 2-Wire RS-485
Pin# Full Duplex Full Duplex Half Duplex
for SE5404D for SE5404D for SE5404D

1 DCD N/A N/A

2 RXD TXD+ N/A (reserved)

3 TXD RXD+ DATA+

4 DTR N/A N/A

5 SG (Signal Ground) SG (Signal Ground) SG (Signal Ground)

6 DSR N/A N/A

7 RTS RXD- DATA-

8 CTS TXD- N/A (reserved)

9 RI N/A N/A

A.3.2.2 Terminal Block Pin Assignments

The pin assignments of Terminal Block connector on SE5404D-TB / SE5404D-Sis is shown in the following table:

RS-422/4-Wire RS-485 2-Wire RS-485
Pin# Full Duplex Half Duplex
for SE5404D-TB / SE5404D-Sis For SE5404D-TB / SE5404D-Sis

1 T+ NC

2 T- NC

3 R+ Data+

4 R- Data-

5 SG (Signal Ground) SG (Signal Ground)

A.3.3.1 Ethernet Port (RJ-45)
1. Category 5 UTP cable, 8 core wires.
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2. RJ45 Connector.

BBy
%ﬁ

3. RJ45 Pin Assignment

You can choose either 568A or 568B definition. If you want to make a crossover cable, you should use 568A and

o

Pin Assignment

568A Definition

568B Definition

Pinl Green-White Orange-White
Pin2 Green Orange
Pin3 Orange-White Green-White
Pin4 Blue Blue
Pin5 Blue-White Blue-White
Pin6 Orange Green
Pin7 Brown-White Brown-White
Pin8 Brown Brown

568B definition respectively in each terminal of a UTP cable.

A.3.4.1 Console Port (RJ-45)

RI45 Femala DB
T 1)
RTS Pin 1 o Pin8 |CTS
DTR Pin 2 & Pin6 |DSR
TXD Pin 3 @ Pin2 |RXD
SG Pin 4 &
Pin5 |GND
SG Pin 5 @
RXD Pin 6 @ Pin3 |TXD
DSR Pin 7 @ Pin4 |DTR
CTS Pin 8 © Pin7 |RTS

Copyright © 2011 Atop Technologies, Inc.

All rights reserved. Designed in Taiwan.
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A.4 Buzzer/LED Message

A.4.1 Buzzer

“ A< Beep twice

“ = Beep off
Message Description
N=N========ANN
(5sec.) Startup OK and AP firmware is enabled

Table 1. Buzzer Message
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Appendix B: Upgrade System Firmware

After the new version of firmware is released, customers can download from www.Atop.com.tw. After you download
the firmware, please follow these instructions listed below.

B.1 Upgrade Procedure

Please follow Appendix C if you want to use SerialManager to upgrade firmware. Follow the upgrading
procedures below to upgrade to the latest firmware using a batch file:

B Make sure the PC and the SE5404D series on the same network. Use command ping or SerialManager Utility
program to verify their availability.

B Edit “dll.bat ” to fit the system requirements, Be sure to save ones modification
B Run linux_dl ,the following screen shall appear .

For example : linux_dl_v2 zlmage.bin 10.0.50.100

® Note: “linux_dl_v2”is the upgrade executable and zImage.bin is the firmware file name;
XXX XXX.XXX.XXX is the I[P address of SE5404D seriess

SE5404D will automatically restart each time the firmware is successfully download completed. When you get a
new software version, please follow the procedure below to upgrade your SE5404D.

e CAWINDOWS\system 32w md exe

C:sDownload_ToolX*linux_dl_v2 zIimage.bhin 18.8.58.1808
conntecting remote ip:18.0.58.180

Requezst to update kernel image(3874832 hutes)
C~23874832 100,88

aiting for remote complete signal...

(21 Erase flash complete?

CixC22pdate kernel complete?t

C:sDownload_Tool>

B.2 Critical Issues of Upgrading

If the upgrade is successful, SE5404D shall program the flash memory and the buzzer will beep 1 time before
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restarting. It takes around 30 seconds to complete the programming process. If an error occurs during the
programming process, SE5404D will clear the corresponding memory and the system remains the same before the
process.

B.3 Error Messages

Firmware upgrade may not be successful if errors occur during the process.

Error Cause Message Comments

lllegal Hex file format Hex File Text Error
Hex File Check-Sum Error
Hex File Format Error
Hex File End of Record Error

SE5404D handshaking problem SE5404D ACK Start Address Error
SE5404D ACK Length Error
SE5404D Response Command Error

Configuration file Remote IP not found
Open configuration file failure
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Appendix C: Using SerialManager Utility

C.1. SerialManager utility Introduction

SerialManager utility, developed by ATOP, is a special tool for device management and configuration. It can
realize the daily management on various ATOP network devices for address search, device positioning,
parameter configuring, and firmware downloading. Note that EW5302 is used to demonstrate the
functionality of SerialManager instead of SE5404D.

C.2. Interface

The operating interface of the SerialManager utility is shown below:

serialManager Y4 7

gearch  Configuration  Security  Adwance Virwal COM About

LD e 438 HRY a

N| C..| Model | IP Address | MAC Address | Host Name | Kernel | AP Information A

17 MG512 10.0.172.133  00:60:E9:06:07:FC ¥1.0  PowerMeter ¥0.99

18 SE5302 10.0.189.55  00:60:E9:01:EF:98 AARAARRAAA... ¥1.1  SE5302 Ver 2.0.7

19 SE5302 192.168.1.1  00:60:E9:01:EF:99 ARRAARRAAA,.. V1.1 SE5302 Ver 2.0.7

20 SE5404 10.0.189.46  00:ED:40:24:45:58 DOEDA0-244558 ¥3.18 Serial Server ¥3.28
SE5404D  10.0.50.10 00:60:E9:02:6F:70 0060E9-026F70 Serial Server ¥3.30

22 SE5416 10.0.154.90 _ 00:60:F9:03:6F:46 0060E9-036E46 ¥3.11 Serial Server ¥3.17

23 SE7404 10.100.100.20[3E54040 10.0.50.10 ¥1.18 SDKV1.23

24 WP1 10.0.171.7 | IP Caollide: Mo V1,10 WP1 V1.10

25 WP1 192.168.2.99 |Login: Mo V1.10  WP1 V1.10

26 io 10.100.100.60 00:60:E9:67:68:70 ¥1.26  io V1.09 B

W
£ | >

Ready, Total 26 dewvices

Caution Field Description

! IP conflict. There are two devices with the same IP address in the network.

The device is using DHCP.

The device is being located.

You have logged into the device.

N+ (A

MAC conflict. There are two devices with the same MAC address in the network.

C.3. Functions

C.3.1. Device Search

This function is applied to search devices in the network. There are four methods to search devices, Search
by Broadcast, Search by IP addresses, Search by MAC addresses and Rescanning devices by using the

Copyright © 2011 Atop Technologies, Inc.
All rights reserved. Designed in Taiwan.
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current search method. To select the search methods, users click the “Search” on the main menu which is
shown below.

SerialManager ¥4 7
o Configuration  Security  Advance  Virtval COM About

v Broadeast Search... CtHE @ = =
Search by [P Address..  Cill Qf % ﬁ

Bearch by MAC Address... Ctld

| MAC Address | Host Name | Kernel | AP Information e
Add a Device... Culd 178 00:60:E9:07:93.... EH7510 V1.17 Application: ¥1.15
Exit 1111 00:60:E9:07:98:96 EH7510 V1.17 Application: ¥1.15
- 1 00:60:E9:00:52:... V1.2  TerminalSrv2.34 CS
13 GW21L 10.0.163.1 00:60:E9:00:5E:A8 V1.82 NewCAPSh76 ¥1.54
14 GW21R 10.0.72.8 00:60:E9:02:63.... name V2.36 NewCAPS576 ¥1.53
15 GW215-256 10.0.72.9 00:60:E9:00:B4.... V1.45 NewCAPS576 ¥1.53
16 GW215-M... 10.0.163.2 00:60:E9:06:3E:... 0060ES-063E7B ¥2.45 MNewCAPSH76v1.704,
17 GW26A-104 10.0.9.1 00:60:E9:05:E7.... KMIPI3E-718 v2.22  ATOP Proxi.A SOYAL'
18 MG512 10.0.172.133  00:60:E9:06:07:FC V1.0  PowerMeter ¥0.99
19 SE5302 10.0.189.55 00:60:E9:01:EF98 WhAARARAWY... V1.1 SES302 Ver 2.0.7
20 5EL302 192.168.1.1 00:60:E9:01:EF:99 WAARARAVY... V1.1 SES302 Ver 2.0.7 o
£ | >

Alternatively, users can select by clicking the Rescan button on the toolbar as below.

SerialManager ¥4.7

Search Configuration Security  Advence Virwal COM - About

ErRNIEE LT

N.| C.| Model | IP Address | MAC Address | Host Name | Ker... | AP Information A
15 MG512  10.0.172.133  0D:60:E9:06:07:FC V1.0 PowerMeter V0.99

16 SE5002  10.0.187.110 0D:60:E3:02:DE:FA name V2.45 TerminalSrv ver3.16X
17 SE5002-R 10.0.161.112  DD:60:E9:02:61:E7 name V2.55 TerminalSrv v3.44U
18 SE5016  10.0.50.106  DD:60:E9:33:22:24 SES016 V3.11 Serial Server V3.17

19 SE5302  10.0.189.55  OD:6D:E9:01T:EF:98 RARAARARAAAAAY V1.1 SE5302 Ver 2.0.7
20 SE5302  192.168.1.1  OD:6D:E9:01:EF:99 RARAARARAA Y V1.1 SE5302 Ver 2.0.7
21 SE5404  10.0.189.46  0D:E0:40:24:45:58 0OE0A0-244558 V3.18 Serial Server ¥3.28

SE5404D 10.0.50.10 00:60:E9:02:6F:70 0060E9-026F70 .20 Serial Server ¥3.30

23 SESA416 10.0.154.90 00:60:E9:03:6E:46 00G0E9-036EAG ¥3.11 Serial Server¥3.17

=

< I
Ready, Total 23 dewvices

| e

Broadcast Search

Once “Broadcast Search” is selected, a box will pop up as below. The user may type in or select different
broadcast address based on the requirement.

Copyright © 2011 Atop Technologies, Inc.
All rights reserved. Designed in Taiwan.
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Broadcast Search [5_(

Input one to broadcast: Al

| 255 . 255 | 255 . 255

Select one to broadcast:

Cancel

Search by IP address

Once “Search by IP Address” is selected, an interface will pop up as below. Here user may have two options:
Select an IP address to search or Search device in the range of IP address.

Search Devices by IPF Addreszes [5_(|

Select an IP address to search

10.0.50.120 New

[ Search devices in the range of IP address

[8]38 Cancel

Search by MAC Address

If “Search by MAC Address” is selected, another box will pop up as below. Here the user may search in two
ways: “Search a MAC address to search” or “Search devices in the range of MAC address”

Copyright © 2011 Atop Technologies, Inc.
All rights reserved. Designed in Taiwan.
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Search Devices by MAC Addresses @

[v Search devices in the range of MAC address

MAC address range

Fram: lﬁlﬁlﬁlﬁlﬁlﬁ
To IEIEIEFFIF_H

Ok Cancel |

Rescan

Once the user click the “Rescan” button on the toolbar, the SerialManager utility shall re-search devices by
using the current search way.

C.3.2. Firmware

This function is applied to downloading a firmware into the selected device. The user can enter the window
for downloading by firstly clicking a designated network device, and then selecting the submenu option
“Firmware Download” in the main menu option “Firmware”, or directly clicking the button Upgrade from
disk.

Copyright © 2011 Atop Technologies, Inc.

All rights reserved. Designed in Taiwan.
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anager ¥4 ™
search Confignration  Securiby Virtoal COM  Shout
@ I@ &‘D ‘g Diownload Parsrmeter

H Eram Flash
N.| C..| Model | IP Ade e | Ker... | AP Information ~
15 MGH12 10,0, I Fimmyare Dowalood... CtlD V1.0 PowerMeter ¥0.99
16 SE5002  10.0.187.110  00:60:E9:02:DE:FA name ¥2.45 TerminalSrv ver3.16X
17 SE5002-R 10.0.161.112  00:60:E9:02:61:E7 name ¥2.55 TerminalSrv v3.44U
18 SE5016  10.0.50.106  00:60:E9:33:22:24 SE5016 ¥3.11 Serial Server ¥3.17
19 SE5302  10.0.189.55  DO0:60:E9:01:EF:98 RARRARRARRARAAY V1.1 SES302 Ver 2.0.7
20 SE5302  192.168.1.1  DD:60:E9:01:EF:99 RARARARRARARAAA V1.1 SE5302 Ver 2.0.7
21 SE5404  10.0.189.46  00:E0:40:24:45:58 00E040-244558 ¥3.18 Serial Server ¥3.28

SE5404D 10.0.50.10 00:60:E9:02:6F:70 00GDE9-026F70 .20 Serial Server ¥3.30
23 SE5416  10.0.154.90  00:60:E9:03:6E:46 00G0ES-036E46 V3.11  Serial Server V3.17
< | 3

Upgrade karnel ar AP from local dishk ¥

SerialManager ¥4 7
search  Configoration Secority  Advance Viroal COM About

BB

EEREEIRT @

N.| C..| Model | IP Address | MAC Address | Host Name | Ker... | AP Information ~
17 MG512  10.0.172.133  00:60:E9:06:07:FC V1.0 PowerMeter ¥0.99
18 SE5002  10.0.187.110 00:60:E9:02:DE:FA name v2.45 TerminalSrv ver3.16%
19 SE5002-R 10.0.161.112  00:60:E9:02:61:E7 name ¥2.55 TerminalSrv v3.44U
20 SE5016  10.0.50.106  00:60:E9:33:22:24 SES5016 v3.11 Serial Server ¥3.17

21 SE5302  10.0.189.55  D0:60:E9:01:EF:98 RARARARARARARAA V1.1 SEG302 Ver 2.0.7

22 SEG302  192.168.1.1  D0:60:E9:01:EF:99 RARARARARARARAA V1.1 SEG302 Ver 2.0.7

23 SE5404  10.0.189.46  00:E0:40:24:45:58 D0ED40-244558 V3.18  Serial Server ¥3.28
SE5404D 10.0.50.10 00:60:E9:02:6F:70 0060E9-026F70 .20 Serial Server ¥3.30

25 SES416 10.0.154.90 00:60:E9:03:6E:46 0D0G0OE9-036E46 ¥3.11 Serial Server ¥3.17

=

A2 ! H
Ready, Total 25 devices 'ﬂ
And then the user can select and download the required firmware from the disk, as shown in the figure below.

The user can also select several same devices at one time, and realize the firmware updating for them by
selecting Apply for all selected devices have same model.

Copyright © 2011 Atop Technologies, Inc.
All rights reserved. Designed in Taiwan.
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Download Firmware from Disk ﬁ

Pleaze select a kernel firmeevare or AP firmaare from the
dizk, and then downlosd it to the device SES4040
(10.0.50.10).

Current versions:

Hernel: 320
AP Setial Server ¥3.30

" Dowwnload kernel firmware

| [

+ Dowwnload &P firmweare

(C:\TFTP-RoctSES404K 3204330 did

-
-

[ Pop up Authorize dialog

Upgrade Cancel

C.3.3. Configuration

This function is for device configuration to set up parameters, to import and to export the parameters, and to
set up some options. Here is the list of configurations: “Network”, “SNMP”, “COM Port”, “Locate”, “Reset”,
“Import Setting”, “Export Setting”, “Virtual COM”, “Config by browser” and “Options.” Users can carry out a

configuration operating through menu or by clicking the corresponded button on the toolbar, shown as the
figure below:
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SerialManager ¥4.7

Security  Advance Virtual COM  About
o <y o
8 @
Address | MAC Address | Host Name | Kernel | AP Information 25
1 Locats .0.9.0 00:60:E9:00:05:48 V1.7 ATOP Proxi. Access V2.2
2 Eeboot .0.9.2 00:60:E9:00:13:52 ¥1.6  ATOP Proxi. Access ¥2.6.5
3 .0.78.33 00:60:E9:06:E5:D0 V218  ATW300 V2.25
4 .0.78.34 00:60:E9:11:11:11 V218  ATWS300 V2.26
5 .0.78.36 00:60:E9:06:E5:D2 V218 ATW300 v2.25
6 Contig by biowser .0.167.12 00:60:E9:00:11:15 V217 ATW300v2.23
7 Config by Telnet .0.195.96 00:60:E9:06:6F:E2 OO0GOES-066FEZ V1.0 26
8 .0.195.97 00:24:1D:F0:94:28 O00GOES-04C8C8 V1.0 26
9 Options... .0.195.98 00:24:1D:F0:94:27 O00GDES-04C8C7 V1.0 2R
10 .0.50.200 00:60:E9:11:22:33 O00GOES-112233 V1.0 35 L
11 ! clooT 10.100.100.160 00:60:E9:06:93:D4 O00G0E9-0693D4 ¥2.54 TerminalSrvv3.363% SS
12 c1502 10.0.154.55 00:60:E9:99:88:77 V2.0  SDK V2.0
13 1 C1502 10.100.100.160 00:60:E9:07:9C:AD ¥1.11  SDKV1.11
14 EH7510 10.0.0.111 00:60:E9:07:98:96 EH7510 v1.17  Application: ¥1.15
15 EH7510 10.0.151.197  00:60:E9:06:EF:2E  EH7510 v1.15  Application: ¥1.12
16 GW21L 10.0.163.1 00:60:E9:00:5E:A8 V¥1.82 MNewCAPSH76 ¥1.54
17 GW21R 10.0.72.8 00:60:E9:02:63:BC name V236 NewCAPS576 ¥1.53 R
i it roa o oo o e o PR | wr wrmr arrme e o 3
Network
The user can modify the IP address of any selected device, shown as the figure below. You
assign IP address, Subnet mask, and Gateway. Optionally, you can set up the device with a host name.
You can select DHCP option to obtain an IP address automatically.
Network Sethng b_(|
Pleaze zet the appropriste [P settings for this
device (SES404D, 10.0.50.10).
[ DHCP (Obtain an P automatically]
IP address: |10 .0 .50 10
Subriet mask: | 255 .255. 0 . 0
Gateway: |10 .0 .0 .25
Host name: |IZIIZIEIIIE9-I]25F?EI
Cancel
SNMP

The user can modify SNMP settings of any selected device, shown as the figure below. The support SNMP

peatop

fields are Name, Location, and Contact.

% Note: This function will be enabled after a successful login.

Copyright © 2011 Atop Technologies, Inc.
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SHMP Setting X

Pleaze zet the appropriste SHMP settings
for thiz device (SES4040, 10.0.50.10).

hame: |IIIEIEIZIEEI-IIIEEF?EI

Locstion; [location

Cortact: ||:|:|r|ta|:1
-

Cancel

COM Port

ATOP has developed various Serial server products, and some of the ATOP devices are specially applied to
some serial-port servers, while this function is applied to the configuration of COM port parameters only. The
COM Port setting dialog is shown below.

% Note: This function will be enabled after a successful login.

Copyright © 2011 Atop Technologies, Inc.
All rights reserved. Designed in Taiwan.
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COM Ports Setting (SE54041D, 10.0_50.110)

COMI |comMz | coM3 | COM4 |
Link maode:
" TP client mode " UDF mode
Local port: |455':' Connection limit; |1 -
[ IP Fitter: |
v Enahle virtual COl mode
Apply to all serial ports |
COM property; Applyr o all serial ports Refresh |
Port twpe:
~ RR232 f+ RE432 ™ RE485
Band rate: Diata hits: Parityr:
300 {9500 (™ 230400 ™~ Lhitz: {+ 7 bits " Mone
" f00 19200 (460800 ¢ Ghitt (" 8 bits £ Odd
1200 33400 Q31600 _ f+ Even
Coo0n ¢ 57600 Stop bits: " Mark
4800 ¢ 115200 oL e L
Packet delimiterMetwork to Sertal): Packet delimiter{Zerial to Network): Flow comntrol:
r - e - f+ Mone
| (10- 200000 mse) (10-200000mmec)  Eanloff
i i ~
| ("Oa"+ASCIT Code) ("Ox"+ L 3CIT Code)
Advanced Delimiter Settings
#4% Wote: [f a parameter or an option is missing, please configore it b web browser,
=
fEE | B

The user can also select several devices at once, and carry out the configuration for them at the same time
by selecting “Apply for all selected devices with the same model”

3% Note: COM tabs: Generated automatically according to the COM port number of the device. If a device has
4 COM ports, there will be, for example, 4 tabs, COM1, COM2, COM3, and COM4.

Link mode: this is to set up a TCP or UDP connection between the Serial port and the other network devices.
Each COM port corresponds to a link mode, TCP or UDP, which is used to transfer data. The user can set
each link mode and the working parameters according to requirements.
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COM property: this is to represent the working parameter of the Serial port including: Serial port type, baud
rate, data bit, stop bit, parity bit, data packet delimiter and flow control, etc.

Locate

The user can apply this function to locate a device when its IP address is known, but its position is unknown.
If you locate the device, it will beep. Users can locate the device by selecting the Configuration submenu
Locate or clicking the Locate button on the toolbar.

Reset

The device should be restarted after a successful modification of parameter configuration. Users can also
carry out a restart through the submenu option Reset.

Import Setting

If a network has a large number of devices which are used for a same purpose, it would be very complicated
to carry out the parameter configuration for each device in the network one by one. Users can import the
parameter configuration from a parameter file directly into all the devices in the network through the
submenu option Import setting or by clicking the Import setting button on the toolbar. The dialog of import
parameter settings is shown below.
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Import a file to SESA04D X
Open a file: |C:'ISES4EI4D_DDEDEEDEEf?D.adm |
Mlocel: SES4040

IP setting: ShiMP zetting:

IP address: | [arme: O0E0ES-02E6F 7
Subnet mask: | Location: lacation
Default gateway: | Contact: contact

COM potts zetting:

Selected COM Part: oMt |

Type: RS422 Alias name:

Baud rate: 9E00 Data bits: 7 bits
Stop bits: 1 hit Parity: Even
Flowey contral: Mone

Packet delimiter{Metwork to Serial): ALTO

Packet delimiter{Serial to Metwork):

Link mode: TCP zerver mode ¥ irtual COM:. Enabled
Local port: O

Max connections: 0

Ik, Cancel

The user can also select several devices at once, and upload the configuration file into all the selected
devices by selecting “Apply for all selected devices have same model.”

Export Setting

Users can save the parameter information to a standard device into a parameter file through the submenu
option Export setting or clicking the Export setting button on the toolbar for backup purpose or to be
imported to other device. The dialog of Export Setting is shown in the figure below.
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Export SES404D Settings X
IP =etting: ShIMP zetting:
IF address: | farme: O0G0ES-026FT0
Subnet mask: | Location: |ocation
Default gateway: | Contact: contact

COM paorts setting:

Selected COM Port: |cor..-11 ﬂ Refresh

Type: R=422 Alias name:

Baud rate: 800 Data bits: 7 hits
Stop bits: 1 hit Parity: Ewen
Flowey contral: More

Packet delimiter{Metwork to Serial): ALTO

Packet delimiter{Serial to Metwark):

Link mode: TCP zerver mode § irtual COM: Enabled
Local paort: 0

Max connections: O

Save to a file: CASES404D_00B029026170 adm
[~
~
~
[9]39 Cancel

The user can also select several devices at one time, and save the parameter information of these selected
devices into a designated parameter file by selecting "Save all the selected devices".

Configure by Browser
If the device has a Web server build-in, it will provide additional device-specific parameters that

SerialManager does not supply. Users can carry out any parameter setting directly through the submenu
option “Config by Browser”, and a Web browser is shown in the figure below.
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iatop  SE5404D

* Overview _
« Network Overview

Serial The general device information of Serial Server.

Alert Device Information

System Kerel %ersion 3.20
AP YWersion 3.30

Network Information

hAC Address || 0060 ER:02:6F:70

LA 1

P Address 10.0.50.10

MAC Address || 00:60: E9:02:6F: 71
L& 2

IF Address 192.168.1.1 (Link down)

Configure by Telnet

Most device supports Telnet login, it will provide additional device-specific parameters that SerialManager
does not supply. Users can carry out any parameter setting directly through the submenu option “Config by
Browser”, and a Web browser is shown in the figure below.

Option
In this dialogue, you can

1. Setthe SerialManager’s scan interval

2. If device tip option is turned on, SerialManager will show additional information when your mouse cursor
stays on the device.

3. You can select which Network Interface Card that SerialManager uses. If this option is set to DEFAULT,
SerialManger will uses the default NIC that the operating system assigns.




Technologles

User manual Version 1.2 ato
4-Port DIN-Rail Serial Device Server SE5404D
Options E'

¥ Search devices every I 10 zeconds (must == 5)
W Show device tip

MIC Selection |D'EFA'-"-T j

Ok | Cancel |

C.3.4. Security

This function is applied to the security protection for the network devices, so as to supply some necessary
protection to a device for configuration modifying, configuration leading-in and leading-out, and some other
important functions. Here three functions are mainly supplied, including: Login, Logout and Change
Password, shown in the figure below.

serialManager ¥4 .7

Zearch Configuration B

Bl D

Advance Virwal COM  About

8 BB

N..l C.l Model Address | Host Name | Ker... | AP Information &
18 MGH12 JU:60:E9:06:07:FC ¥i.0 PowerMeter ¥0.99

19 RM3000 1I] 0. 1E1 1I]I] D0:60:E9:F1:61:01 0060 ¥1.15 Data Terminal +1.251,
20 SESD02 10.0.187.110 00:60:E9:02:DE:FA name ¥2.45% Terminal5res ver3. 16X

21 SE5302  10.0.189.55 O00:6D:EQ0T:EF98 HRAARAAAAY... V1.1 SES302 Ver 2.0.7
22 SE5302  192.168.1.1 O00:60:E9:01:EF:99 HARRAARAAAA-. V1.1 SES302 Ver 2.0.7

23 SES302... 10.0.53.2 00:60:E9:56:66:66 V1.21 S5DKV1.18
24 SES404  10.0.189.46 O0DED:40:24:45:58 O00ED40-244558 V3.18 Serial Server ¥3.28
2h SES404... 10.0.74.54 00:60:E9:03:0A:6A ¥2.1h SDK Y235

.. 5Eb404AD 10.0.50.10 00:60:E9:03:0B:00 00GOES-030B00 c Serial Server ¥3.30

27 SEL416 10.0.154.90 00:60:E9:03:6E:46 O0O0GOEY-036EAE6 V3.20 Serial Server ¥3.31
28 SEL416 10.0.172.54 00:60:E9:01:7F:BC O00GOES-017FBC  V¥3.20 Serial Server ¥3.31 &
£ | >

o J

Login

This function is applied to login to any network device, as some sensitive functions can only be operated
after a successful login, shown in the figure below. The user can also select several devices at one time, and
log into them at the same time by selecting “Apply for all selected devices.”

Note: Double clicking on the device would also login/log out from the device.

Copyright © 2011 Atop Technologies, Inc.
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Login El

Enter a uzer name and passwaord to login to this
device.

Mate: Thiz function iz only available for the standard
Serial Server.

Device: SES4040 IP:10.05040
Lzer Matme: |
Passwwarc: |
-
L Logn ] Cancel

Logout

This function is applied to the logout from any network device, as the user should always carry out a logout
after he/she has finished the operating action to any important device, shown in the figure below. The user
can also select several devices at one time, and log out them at the same time by selecting “Apply for all

selected devices.”
Logont §|

Do you really want to logout fram this device
[(SES4040, IP:A0.050.1077

-

.................................

Logout — § Cancel

.................................

Change Password

This function is applied to modifying the password for logging in any network device, but can only be realized
after a successful log-in, shown in the figure below. The user can also select several devices at one time,
and modify their pins at the same time by selecting “Apply for all selected devices.”
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3

To change your device (SES4040 IP:10.0.50.10) password,
pleaze provide the fallowing infarmation and then click Ok

Change Passwond

Old Pazsword: |********

Meswy Passweord: |

Werified |
Pazzword:

Cancel

.................................

C.3.5. Virtual COM

Some devices are supplied with the function of virtual serial port, and the user can carry out any related
setting through the option "Virtual COM". We have integrated Virtual COM settings in the Serial Manager.
You can still select “Serial/IP Tools” to call original Virtual COM configuration utilities. You can either use this
integrated Virtual COM working area or the original Serial/IP Tools to configure Virtual COM.

SenjalManager ¥4 7

search Configoration  Securty  Adwvance

ALY 8 S 5 @

M..| C.| Model | IP Address | st Name | Ker... | AP Information @
17 RM3000 10.0.161.100 60 ¥1.15 Data Terminal +1.251,
18 SEG002  10.0.187.110 me V2.45 TerminalSrv ver3.16X
19 SE5302  10.0.189.55 AL, Y11 SES302 Ver 2.0.7
20 SE5302  192.168.1.1 SRARARAY... Y11 SES302 Ver 2.0.7
21 SE5302... 10.0.53.2 V¥1.21 SDKV1.18
22 SE5404  10.0.189.46 E040-244558  V3.18 Serial Server ¥3.28
23 SEG404... 10.0.74.54 serial/F Tools ’ Vv2.15 SDK v¥2.35

.. SE5404D 10.0.50.10  00:60:E9:03:0B:00 Serial Server ¥3.30

V3.20

25 SER416 10.0.154.90 00:60:E9:03:6E:46 006OE9-036E46 Serial Server ¥3.31

2b SER416 10.0.172.54 00:60:E9:01:7F:BC 006DE9-017FBC ¥3.20 Serial Server¥3.31
W

< | 3

After you select Configuration Show, a new Virtual COM working area would appear.

Copyright © 2011 Atop Technologies, Inc.
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SerialManager ¥4.7 |Z| |E| E'

gearch  Configuration  Security  Advance  Virtal COM About

FLEL 8 48 e TRy @

N.| C.| Model | IP Address | MAC Address | Host Name | Ker... | AP Information ~
16 RM3000 10.0.161.100 00:60:E9:F1:61:01 0060 V1.15 Data Terminal v1.251,
17 SE5002  10.0.187.110 00:60:E9:02:DE:FA name v2.45 TerminalSrv ver3.16X

18 SE5302 10.0.189.55 DOBDES:DNERS8  WARAARYYWW... V1.1 SES302 Ver 2.0.7

19 SES302 192.168.1.1  DO:6DES:DTIERSY  WARAARYY Y. ¥1.1 SED30Z Yer 2.0.7

20 SEL30Z... 10.0.53.2 00:60:E9:56:66:66 ¥1.21 S5DKV1.18

21 SELH404 10.0.189.46 00:E0:40:24:45:58 O00E040-2445%58 V3.18 Serial Server ¥3.28
.. 5Eb404AD 10.0.50.10 00:60:E9:03:08:00 0060EJ-030B00 c Serial Server ¥3.30

23 SEL416 10.0.154.90 00:60:E9:03:6E:46 00GOES-036EAG V3.20 Serial Server ¥3.31
24 SEL416 10.0.172.54 00:60:E9:01:7F:BC 00GOES-M7FBC ¥3.20 Serial Server ¥3.31

v
< | >
Model IP Address Host Name Port Mapping Hemark
< >

Ready, Total 27 devices

Select the device you want to establish a Virtual COM connection with, you can select multiple devices. After
the device is selected, right click in the blank working area and select “Add devices”.

Copyright © 2011 Atop Technologies, Inc.
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SenalManager ¥4 .7
Search Configuration  Security  Advance Virtnal COM Shout

&40 8 4 36 ERy @

N..| C.| Model | IP Address | MAC Address | Host Name | Ker... | AP Information

17 SELDDZ 10.0.187.110 00:60:E9:02:DE:FA name ¥2.4h TerminalSrv verd. 16X
18 SEL302 10.0.189.50 00:60:E9:01:EF:98 RARRRARAARRAR... V1.1 SEL30Z Ver 2.0.7
19 SEL302 192.168.1.1  00:60:E9:01:EF:99 RARRRARAARRAA... V1.1 SEL30Z Ver 2.0.7
20 SES302... 10.0.53.2 00:60:E9:56:66:66 ¥1.21 SDKV1.18

SELA04 10.0.189.46  D0:ED:40:24: 45 EB Serial Server V3.28

[

SES416 1000, 154 90 O00:60:E9:03:6E:46 0O0GOEY-03GEAG Serial Server ¥3.31
24 SES416 100017254 D0:60ES:01:YFBC O00GOES-017FBC ¥3.20 Serial Server ¥3.31
2h YDM-300 10.0.72.4 00:1D:19:FO:F4:A5 990127 V0.4  Pick_Buffalo

v
< | >
Model IP Address | Host Name Port Mapping Remark

ul']l'] |"|"'1|'F"
st ?

Feady, Total 27 devices

The device would be added. Right click on any port and a menu with show. You can remove the device from
the Virtual COM working area by selecting “Remove devices.” You can disable Virtual COM for a specific
port by selecting “Port Disable”. Remember to click Apply to apply any changes.
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SenalManager ¥4 7

atop

Technologles

o

gearch Configuration Security  Advance Virnal COM Ahout
5{“ .E o & o o

ALY 8 4 EB% @

N.| C.| Model | IP Address | MAC Address | Host Name | Ker... | AP Information A
17 MGH12 10.0.172.133 00:60:E9:06:07:FC V1.0 Powerketer ¥0.99

18 RM3000 10.0.161.100 00:60:E9:F1:61:01 0060 ¥1.15 Data Terminal v1.251,
19 SERDOZ 10.0.187.110 00:60:E9:02:DE:FA name VZ2.45 TerminalSry verd. 16X
20 SER302 10.0.189.55 O0D:6D:E9:01:EF:98 WAAAAAAARRAARA... V1.1 SES302 Ver 2.0.7

21 SER302 192.168.1.1 00:60:E9:01:EF:99 iRAAARAAAY... V1.1 SES302 Ver 2.0.7

22 SER302... 10.0.53.2 00:60:E9:56:66:66 V¥1.21 SDEV1.18

23 SER404 10.0.189.46 00:ED:40:24:45:58 00ED4D0-24455%8 V3.18 Serial Server ¥3.28

24 +.. SE5404D 10.0.50.10 00:60:E9:03:08:00 0060ES-030B00 ¥3.20 Serial Server ¥3.30 .
25 SER416 10.0.15%4.90 00:60:E9:03:6E:46 0060E9-036E46 ¥3.20 Serial Server ¥3.31

l'g" mnrra41r0r A N AT r4 MO Trrrmn ll'll'll"'l'll_l'l mnt13Irmnan W TN [ L I B o AT B s | l —
Model | IP Address | Host Name | Port Mapping Hemark
SES404D 10.0.50.10 0060E9-030B00 1 I LAd devices _
SES404D 10.0.50.10 0060E9-030B00 2 Bemove devices

SES404D 10.0.50.10 0060E9-030B0O 3

SES404D 10.0.50.10 0060E9-030B00 4 Port Mapping...

Port Dizable

% >
o : Apply =
Ready, Total 27 dewvices l

If you select Port Mapping...

¥irtual COM Settings

redirect to SerialP.

Please select the COM port which you would like to

, @ new window would show. You can setup the Virtual COM accordingly.

3

COR3

[

TCP port: 4660

hode:;

v Server mode " Client maode

[v Restore Failed Connection:

Ok Cancel

C.3.6. About

This function is mainly applied to displaying information of the SerialManager utility, shown in the figure

below.
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